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Continuous-variable quantum key distribution (CV-QKD) holds promise for enhancing security in
communication networks. However, obtaining a higher secure key rate poses challenges, particu-
larly in reliable phase estimation. So, it is very necessary for CV-QKD implementations with in-
dependent local oscillator (LO) to employ carrier recovery along with precise phase estimation.
Our methodology combines extended Kalman filters (EKF) with recurrent neural networks (RNNs)
to enhance the accuracy of phase recovery for locally generated LO signals. Using numerical sim-
ulations, we evaluate the achievable secret key rates for different transmission distances and line
widths. The proposed method achieves a phase error of approximately 1x 104, leading to positive
secure key rates for distances up to 40 km. This method of phase tracking solves the problem and
is effective in real-time deployment of CV-QKD in communication networks.

Keywords: CV-QKD, quantum communication, phase estimation, recurrent neural networks, extended
Kalman filter.

1. Introduction

With advancements in high-performance computing, there is a potential threat to existing
classical cryptographic systems. Traditional cryptographic systems rely on mathemat-
ics which has been proven to be breakable by high performance computers in today’s
world. Quantum key distribution or QKD, by laws of quantum physics provide a reli-
able mechanism for exchanging cryptographic keys despite eavesdroppers with ad-
vanced computing capabilities [1,2]. QKD lets Alice transmit information and Bob the
recipient of the signal share secret keys for secure communication over a vulnerable
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channel controlled by eavesdropper Eve with unbounded computational capacity. There
are mainly two approaches to QKD: CV-QKD (continuous variable quantum key dis-
tribution) and DV-QKD (discrete variable quantum key distribution). Discrete variable
quantum key distribution uses discrete quantum states, such as the polarization states
ofasingle photon, whereas continuous variable quantum key distribution uses coherent
detection technique.

DV-QKD is more mature and has been implemented in experimental setups.
The qubits are encoded in properties of individual particles like photons and are de-
coded using single photon avalanche detectors (SPAD). The need for specialized hard-
ware makes real-world implementation of DV-QKD very complex and expensive [3].
Also, factors affecting the transmission of quantum states are absorption and scattering
thereby reducing the signal-to-noise ratio and impacting the reliability of this method.
CV-QKD encrypts confidential key information in the states of the quadrature of light’s
amplitude and phase [4]. On the basis of Gaussian modulated coherent states (GMCS),
the CV-QKD protocol is constructed. GMCS CV-QKD is the subject of extensive re-
search due to its potential to provide an economical substitute for DV-QKD. CV-QKD
uses PIN diode for coherent detection which makes CV-QKD compatible with standard
optical communication infrastructure, and thereby facilitating the ease of deployment
in practical communication scenarios.

When implementing CV-QKD, one of the biggest obstacles is finding an accurate
phase reference that can connect Alice, the transmitter, and Bob, the receiver. In this
work, we have presented a technique to estimate the phase of the reference pilot signal
using recurrent neural network aided extended Kalman filtering (EKF). Recent im-
provements in CV-QKD involves transmitting a low-power reference signal called the
reference pilot signal along with the quantum signal, and the reference signal is then
used for tracking in receiver LO. However, as the transmitted power is very low, tra-
ditional methods of phase recovery cannot be relied upon in CV-QKD. For noisy sys-
tems, the estimation of unknown state variables is done by incorporating the extended
Kalman filter. The performance of these methods relies on the characterization of the
system state. Inability to characterize the system state can lead to degradation of per-
formance. Deep neural networks (DNNs) such as recurrent neural networks (RNNs)
perform well in time series related forecasting and has been proposed as a hybrid ap-
proach in aiding extended Kalman filter to estimate the unknown state variable without
accurate characterization of the system [5]. In this paper we have come up with a novel
technique to make use of the machine learning incorporating neural networks combined
with extended Kalman filter. We have demonstrated that we would be able to estimate
the phase of the reference signal with better accuracy. We have then performed secret
key rate analysis on the received signal based on the estimated phase. Secret key rate is
benchmark for analysing the performance of QKD systems and indicates its practical-
ity in real world use. This method demonstrates the use of machine learning in esti-
mating the phase of the reference pilot signal. Further work involves use of RNNs in
estimating the phase of the reference signal by further increasing accuracy. This opens
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up the use of CV-QKD making it a practical methodology for deploying QKD in long
distance optical networks.

2. Continuous-variable quantum key distribution
utilizing locally generated LO signals

The Gaussian modulated coherent state (GMCS) protocol is among the most studied
methods for using CV-QKD [6, 7]. GMCS involves modulation of coherent states that
have a well-defined phase and amplitude that follow Gaussian probability distribution.

It appears that the eavesdropper Eve has complete control over the unsecured route
over which the resultant states are communicated. The receiver selects either the phase
or the amplitude of the quadrature randomly either using balanced homodyne or het-
erodyne detection. The measurements of Bob are shared with Alice over a secure chan-
nel. Alice and Bob will proceed with privacy amplification and mistake correction if
their mutual information is higher than Eve’s. Noise photons are supressed by the
strong LO signals used in coherent detection. This characteristic renders it as an at-
tractive solution for integration of GMCS into traditional optical networks.

GMCS protocol uses transmitted local oscillator (TLO) scheme to broadcast a pow-
erful LO signal with quantum signal [8]. In recent research, it has been proven that
Eve may exert influence over the local oscillator by initiating attacks [9,10]. Addi-
tionally, to accomplish noise-free detection, the strength of local oscillator signal must
be seven to eight times larger than the power of the quantum signal. Due to these
drawbacks, recent studies have revolved around the use of LO signals that are gener-
ated locally at the receiver’s end, referred to as the locally generated local oscillator
scheme [11,12].

However, to have a locally generated LO signal, a trustworthy reference phase is
needed between Alice and Bob. A relatively low-power reference pulses have been
transmitted alongside quantum signals and the reference pulses are used for carrier re-
covery as shown in Fig. 1. Traditional communication systems have been doing the
task of recovering the phase of the received signal. This is known as carrier recovery
[13,14]. However, in order to preserve the quantum signal, the reference pilot signal is
transmitted at a relatively low power. This low-power nature of the reference pilot sig-
nal makes the traditional carrier recovery methods in communication systems useless
in CV-QKD applications.

Reference Pulse Reference Pulse

Quantum Signal Quantum Signal

AWAWAN

Fig. 1. Enhanced phase recovery scheme using pilot assistance with concurrent reference pulse and quan-
tum signals.
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3. Enhanced phase recovery using EKF
3.1. Pilot aided phase recovery

Pilot aided phase recovery is a method employed to estimate phase information from
the incoming QKD signals. In the local local oscillator (LLO), there are two separate,
independently operating local oscillators (LO) generating two separate but identical
LO signals at the transmitter and the receiver [11]. A phase reference signal is provided
with QKD signals for phase recovery. As they both travel on the same optical medium,
the phase noise on both signals is equal therefore, the channel phase noise is equal to 0.
The phase noise experienced by the signals could be expressed by [15],

Pnoise ~ Perror + D arift (1)

where ¢, denotes the phase difference between the LO signal at the receiver and the
signal at the transmitter and ¢4, denotes the phase difference between two laser fre-
quencies which results from inaccuracies between two lasers. For optimal key rate, it
is necessary to keep the phase difference between LO signals as minimal as possible.
We recover the phase signal from the reference pulse that is broadcast concurrently
with the quantum signal. The reference signal is a strong unmodulated signal with rel-
atively high power when compared to the QKD signal. We try to estimate the phase
of the reference signal at the receivers end with the help of neural network aided
Kalman filter.

We have created a simulation setup to train and verify the accuracy and feasibility
of our phase recovery method for CV-QKD applications (see Fig. 2). The optical signal
generated by the continuous wave laser is sent to the beam splitter to divide the signal
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Fig. 2. Simulation setup of phase recovery.
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into two components, with one component serving as the reference pulse and the other
as the signal. The optical signal in the signal arm is modulated by a Mach—Zehnder (MZ)
modulator, utilising the modulated signals generated by an arbitrary waveform generator.
The same signals from the arrayed waveguide grating (AWG) are then used to modulate
the signal further using a phase modulator (PM). Then it is subsequently sent to a atten-
uator (VOA) in order to get the desired quantum signal strength. A delay line (DL) is
utilised to synchronise successive reference and signal pulses.

Optical fibre lines with different link lengths, the combined signals are sent to their
receiving station. Bob’s signal is subjected to polarisation control (PC) and then the
receiver detects the transmission. The detection of homodyne is carried out by means
of a locally produced LO signal at Bob’s end, which is then followed by phase esti-
mation by the use of an extended Kalman filter operation on the reference pulses that
have been received.

3.2. Neural network based Kalman filtering

Kalman filter is a linear recursive estimator. The estimate of the system x, at instant ¢
is based on the previous estimate of the system, x, _; and the new observation of the
system y, at that instant.

The phase of the signal is defined by the state-space model, which can be ex-
pressed as,

Xk =0r=0r 1t 9 (2)

The symbol’s state at instant k, denoted by Xy, is determined by the phase ¢, , where
the phase incorporates both the current system phase and the previous instant’s un-
known phase noise g; _ ;. As a result of the LO laser’s throbbing in conjunction with
vacuum fluctuations, the phase of the LO signal within a system may fluctuate at ran-
dom. The process noise introduced into the Kalman filtering procedure is the phase
noise due to the random fluctuations of the laser.

The expression that shows the system’s noisy measurement is

Ye=Asin(Aw T+ @) +ny (3)

Here n, denotes the shot noise from the photo-detector, Aw shows the frequency differ-
ence between the pilot and LO, 4 indicates the amplitude of the signal, and also Aw =0
for homodyne detection. Two phases comprise the extended Kalman filter (EKF): pre-
diction and update.

1) Prediction: The system’s predicted phase x| is obtained by,

me =[x, k=1) 4

Po = F(my_k=1)P (Fl(m_,k=1)+q; (5)
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Fig. 3. Block diagram of neural network based extended Kalman filter.
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where g, _, is the noise covariance and F(m,, _ |, k— 1) denoted as the Jacobian matrix
of the function f/ which is expressed as,

F(m,_,k—1) = af(xk—a;kl) (6)

In case of our phase referencing, Eq. (3) is used to characterize the system. In pre-
diction phase, the result of Eq. (3) at instant (k — 1) is used to describe Eq. (4).

2) Update: In neural network based extended Kalman filtering, the new observation
of the system y; to compute the current state of the system from the predicted state of
the system x; ;. _ ;. The Kalman gain of the EKF is computed using the trained RNN.

Figure 3 depicts the block diagram for extended Kalman filter using RNN. The fol-
lowing are the input features to the RNN, where J,, refers to the Jacobian matrix for
prediction step, J;; refers to the Jacobian matrix used in the Kalman filter update step;
Z, represents the difference between the current and previous observations; K is the
Kalman gain, computed using the recurrent neural network (RNN); 7 is the innovation
difference, which is the difference between the actual and estimated value; H is the
observation matrix.

The observation difference of the system at current and previous step. This is the
difference between current observation of the system and the previous observation of
the system. This can be written as,

~

Ye = Vi Vi1 (7)
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The system’s innovation difference is calculated based on the current observation
and the estimate of the current observation,

)71{ T Ve Vkk-1 (8)

Here y; | _ | indicates the estimate of the current observation. The estimate of the cur-
rent observation is represented in terms of /(x;, k) function. And % (x,, k) is obtained
by equating the current phase estimate obtained in y; ;_ in Eq. (8).

The forward evolution difference of the system, i.e., the difference the two con-
secutive posterior state estimates. The posterior state estimate is obtained from the pre-
diction step of Kalman filtering,

Xp = X=Xk 1k )

The forward update difference of the system — this quantity represents the differ-
ence between the current posterior state estimate and prior state estimates. This can be
equated as,

Xp = Xpk— Xk k-1 (10)

where x; ;. _ ; is the prior estimate of the system obtained during prediction state of pre-
vious observation.

The above input features are fed into the RNN model to predict the Kalman gain
of the system. The Kalman gain K, computed from the RNN is then used to obtain the
updated prediction of the system as,

P,=(I-KH)P~ (11)

The architecture of the RNN consists of a fully connected input layer that is followed
by an GRU layer and a fully connected output layer. In the inputs, the innovation dif-
ference and forward update difference represents the uncertainty in the state estimates
while the observation difference and the forward evolution difference represents the
state evolution process.

The RNN network is trained with normalised data. The data for training is captured
from running simulations in the setup mentioned in Fig. 2, in various different system
configurations.

4. Secret key rate analysis

Alice constructs the coherent states |a) = | X, + i P, ) in Gaussian-modulated CV-QKD.
Here, X, and P, are quadrature values having V), as covariance and zero mean. Alice
transmits a series of states to Bob via an unsecured transmission channel. Eve, the
eavesdropper, is presumed to have absolute control over the transmission channel. Bob
selects quadrature X or quadrature P at random to measure. Subsequently, he apprises
Alice of his measurements, which are utilised to calculate the amount of information
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that Eve has been privy to and the mutual information that Alice and Bob exchange.
The protocol is terminated if the quantity of known information shared by Alice and
Bob is minimal compared with the maximum information disclosed to Eve, specifically
the maximum information constrained by Holevo information. Bob has carried out er-
ror correction whereas Alice uses a privacy amplification technique. Secret key rate anal-
ysis for long distance continuous variable QKD is described below [16].

For collective attack, the secret key rate for reverse reconciliation would be ex-
pressed as,

01 = Iz~ XBE (12)

where y g 1s the maximum possible Holevo information contained by Eve and Bob,
Iag represents the mutual information between Alice and Bob and y is the reconciliation
efficiency provided y/,5 exceeds xgp:-

The mutual information between Alice and Bob may be mathematically repre-
sented as,

1 J Xtot
= — - - 1
IAB 5 10g2 ] Lo ( 3)

The total noise y,,; and V" should be expressed as follows,

X oh
Aot — Xline+ OTm (14)

Vo=V, +1 (15)

where y);,. represents the noise from the channel, y;,,, indicates the noise due to the
homodyne detector. The channel’s transmittance 7' for a distance L, determined by
an attenuation coefficient &, follows 10#£)/10 while the noise that is produced by the
channel may be represented as,

Xlinezl/T_1+g (16)
=8, T & (17)

Here ¢ denotes the system’s excess noise, ¢, indicates the noise incurred by Raman’s
scattering effect and &, represents the phase noise of the system.

Suppose the phase of the quantum signal is denoted as ¢, and the phase of the
LO signal at reception is represented by ¢; 5. The phase error between local oscillator
and quantum signal phase is expressed as,

Perror — PLo — Ps (18)

Extended Kalman filter estimation algorithm could be used to obtain phase error.
In order to rectify Alice’s data in the reverse reconciliation scheme, it is necessary to
utilise a rotation matrix that is specified as [12],
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19)

COS @, sing,.,
—sin @, COS @,

The corrected data for Alice is represented by the covariance matrix,

Xy COS @, Sin @, \(Xa
-l =L j [ j (20)
P —sing,,  cosp., )\ pa

Under the assumption of Gaussian phase noise, the estimated phase noise can be
expressed as [12],

6, = ZVA{I exp(%ﬂ Q1)

where V, denotes the covariance of Alice’s quadrature modulation.

To optimise the rate of the secret key, it is imperative to minimise the phase noise
emitted by the system. The system’s phase noise is generated by two distinct compo-
nents. The noise produced during the homodyne detection can be described as,

I-n+v,
Xohm = Tee (22)

where 7 represents the efficiency and v, is the electronic noise of the photo-detector.

5. Evaluation of phase estimation using EKF

Local oscillator (LO) signal generated at the sender is transmitted through a single
mode fibre for a distance of 20 km and at the receiver’s end uses homodyne detec-
tion. The phase of the signal is then estimated from the received reference signals using
an RNN-based EKF estimator.

5.1. Mean phase error

The mean phase error incurred in estimating the phase of the LO signal produced during
a 20 km transmission via optical fibre is displayed in Table 1. For the purpose of cal-

Table 1. Mean phase error where the phase is estimated with RNN-based phase estimation.

Initial phase Line width [kHz] Mean phase error
0.350892 100 0.000078
0.350892 50 0.000142
0.350892 10 0.000173
0.350892 2 0.000128

0.350892 0.1 0.000236
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Table 2. Mean phase error with respect to signal-to-noise ratio for line width of 100 kHz.

Signal-to-noise ratio [dB] Mean phase error
6 0.000236

10 0.000632

14 0.000543

culating 7, certain assumptions were made like attenuation coefficient has a value of
a=0.2 dB/km,V, =2.5, 5 =90% (0.9), the detector efficiency # is 0.6, and electronic
noise v, = 0.1. Table 2 shows the mean phase error and SNR in dB for reference signal
that is transmitted in 50 kHz line width.

The phase error in RNN-based EKF phase estimate is typically approximately 10~%.
The phase error covariance is around 107>,

5.2. Secret key rate analysis

The secret key rate analysis is conducted using the mean phase error obtained in Table 1.
By assessing phase estimation using the mean phase error, secret key rate has been de-
termined for the linewidth of the LO signal as 100 kHz.

In this case, the attenuation coefficient is & = 0.2 dB/km and Fig. 4 shows the var-
ious key rates that can be achieved for different distances in km.

Assuming a value of ¢4, as 0.2, a secure key rate was achieved for approximately
40 km. Figure 5 illustrates the secret key rate for a couple of linewidths of the LO laser
signal, assuming a value of ¢4,;q as 0.2.

When the value of ¢4, is minimised, it is possible to enhance the distance using
locally generated LO signal based CV-QKD. Utilising lasers with a low line width and
increased repetition rate can effectively reduce the value of ¢ ;. The phase noise ¢ 45
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Fig. 4. Secret key rate versus distance.
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Fig. 6. Secret key rate with varying distances with ¢4 = 0 and line width of 100 kHz.

can be mitigated by employing an LLO (local local oscillator) technique that relies on
a delay interferometer [12].

Figure 6 displays the secret key rate considering ¢ 4.4 = 0. It is evident that 80 km
link range could be achieved with a favourable key rate with the assumption of
@4rire = 0 and line width of 100 kHz.

6. Conclusion

In this paper, we have proposed a novel phase estimation technique for continuous-var-
iable quantum key distribution (CV-QKD) systems by integrating extended Kalman
filter (EKF) with recurrent neural networks (RNNs). The key achievement of this ap-
proach is the significant improvement in phase recovery accuracy, reducing the phase
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error to approximately 1x 1074, which enables positive secure key rates for distances
up to 40 km with different line widths.

This will overcome one of the major challenges in CV-QKD systems accurate phase
estimation for locally generated LO signals. Our approach not only improves the pre-
cision of phase estimation but also enhances the practicality of deploying CV-QKD in
real-world communication networks. By reducing phase estimation errors and improv-
ing the robustness of the key rate for longer distances, our work contributes to the on-
going development of secure quantum communication systems, especially in high
-noise environments. Future research could extend this work by exploring its scalabil-
ity in larger networks or integrating it with other forms of quantum cryptography for
enhanced security.
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