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A secure cryptosystem based on improved version of  Yang–Gu algorithm has been proposed along 
with lower–upper (LU) decomposition for compression in gyrator transform. Yang–Gu algorithm 
introduces nonlinearity whereas LU decomposition leads to compression in the proposed scheme. 
Two random phase masks and binary phase modulators are used in the encryption process. Random 
phase masks act as public keys and binary phase modulations are applied to generate private keys. 
Grayscale and medical images are used to validate the proposed cryptosystem against different 
types of attacks. The statistical attack including information entropy, histogram analysis, correla-
tion distribution plots, and 3-D plots are analyzed for the robustness of the proposed scheme. 
The quality of the retrieved image is compared with original image using the value of the corre-
lation coefficient. The proposed scheme also showed resistance against data shuffling attack and 
basic attacks. Key sensitivity analysis demonstrated that the scheme is highly sensitive to its private 
keys and gyrator transform parameters. Therefore, based on above discussed results, the proposed 
scheme enhances the security. 

Keywords: image compression, gyrator transform, LU decomposition, improved Yang–Gu mixture ampli-
tude-phase retrieval algorithm. 

1. Introduction 

The developments in internet and advanced communication technology have made 
human life easy and attracted a lot of society’s attention. Nowadays, a massive amount 
of data has been sent via communication channels or the internet. At the same time, 
the security of data from illegitimate users is a crucial problem and attracted a lot of 
attention from researchers. Several security methodologies have been proposed to pro-
tect the data from unintended access; encryption is one of them. During encryption, 
the original information is changed into corresponding unreadable form to secure it 
from illegal users. Many optical and digital encryption cryptosystems have been 
proposed to protect the data from illegitimate users. Optical encryption techniques are 
getting high attention because of their parallel processing and high speed. In 1995, 
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REFREGIER and  JAVIDI proposed first optical encryption cryptosystem, referred to as 
double random phase encoding (DRPE) [1]. DRPE is symmetric in nature because the 
same key is used for encryption and decryption process, therefore, it is vulnerable to 
basic attacks [2-5]. Thus, an asymmetric cryptosystem is designed to secure the data 
from an unintended user. 

In optical sense, QIN and PENG proposed the first asymmetric cryptosystem based 
on nonlinear operations such as phase truncation and phase reservation operation in the 
Fourier domain (phase-truncated Fourier transforms, PTFT) [6]. Due to its nonlinear 
and asymmetric nature, the PTFT scheme achieves high robustness against basic at-
tacks. However, PTFT-based encryption algorithms are breakdown to a special attack 
based on phase retrieval algorithm (PRA) [7-9]. Researchers have proposed several non-
linear encryption algorithms based on PRA to address this issue. RAJPUT and NISCHAL 

proposed an optical nonlinear scheme based on the Gerchberg–Saxton algorithm in 
Fresnel transform [10]. In 2013, LIU et al. [11-13] proposed an iterative scheme based 
on Yang–Gu mixture amplitude-phase retrieval algorithm (Yang–Gu algorithm). Further 
Yang–Gu algorithm, was used in various cryptosystems by the researchers [14-19]. 
WANG et al. [20] proposed an improved amplitude-phase retrieval algorithm (improved 
Yang–Gu algorithm) which is an improved version of  Yang–Gu algorithm. 

Now-a-days, many research groups are working in the area of image compression [21]. 
It is of two types: lossless and lossy compression. In lossless compression [22,23], there 
is no loss of information in image before and after compression whereas in lossy com-
pression, some information may be lost, but the recovered image is similar to the input 
image. Some loss of information is because the image compression algorithms remove 
the redundant pixels from an image. For image compression, various compressive tech-
niques have been developed by researchers including compressed sensing [24-28], 
semi-tensor product compressed sensing [29], fractal-based compression, etc. [30-32]. 
Moreover, image compression algorithms are explored in various domains including 
discrete cosine transform (DCT) [33-35], vector quantization [36], discrete wavelet 
transform (DWT) [37], etc. An asymmetric scheme based on compression using DCT 
in Fresnel transform was proposed by KUMARI et al. [38] for color images. From the 
literature, it has been observed that sparse matrices are more convenient for compres-
sion and storage than other dense matrices. RAKHEJA et al. [39] reported an asymmetric 
technique based on the sparse matrix concept in a hybrid multi-resolution wavelet do-
main using the QR-decomposition technique. In this paper, the lower–upper (LU) de-
composition process is applied to produce a sparse matrix and the product of lower 
and upper matrix acts as a private key in the decryption process. 

This paper proposes a hybrid (symmetric and one-time-pad) cryptosystem based 
on an improved Yang–Gu algorithm and LU decomposition in gyrator transform. First, 
an improved version of Yang–Gu algorithm is used to get the real-valued image, and 
later LU decomposition is applied for compression which yields a permutation matrix 
(sparse matrix) and lower–upper matrices. The input image has size of 256×256 pixels 
whereas corresponding encrypted image is 16×16 pixels. The proposed scheme works 
for grayscale as well as medical images. The structure of paper is given as follows: 
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Section 2 discusses gyrator transform and LU decomposition technique. Section 3 pro-
vides a detailed description of the proposed scheme and its numerical simulation 
through MATLAB are presented in Section 4. A comparative analysis with existing 
scheme has been done for the proposed scheme in Section 5. The main contributions 
of  the paper and findings are concluded in the last section. 

2. Theoretical background 

2.1. Gyrator transform 

The gyrator transform (GT) [40] is a linear canonical transform widely used in image 
encryption algorithms. Mathematically, the gyrator transform of an image f (x, y) is 
defined as 

F u  v = G α f x  y u v  

= ------------------ f x  y exp 
1 

sinα 

xy + uv cos α – xv + yu
2π i ---------------------------------------------------------------------- d x d y (1)

sinα 

where α stands for the rotation angle and its value between the interval [0, 2π] and pro-
vides an extra key to an encryption algorithm. The (u, v) and (x, y) represent coordi-
nates in the frequency and spatial domain, respectively. Figures 1(b) and (c) illustrate 
the effect of GT on grayscale image with dimensions 256×256 pixels, shown in 
Fig. 1(a), with rotation angles α = 2.14 and α = 1.25, respectively. Figure 1(d) displays 
the corresponding recovered image. 
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Fig. 1. (a) Grayscale image with dimensions 256×256 pixels. The effect of GT on grayscale image with 
dimensions 256×256 pixels and with rotation angles (b) α = 2.14, and (c) α = 1.25. (d) The corresponding 
recovered image. 

2.2. LU decomposition 

In mathematics, especially linear algebra and numerical analysis, lower–upper (LU) de-
composition [41] is a method that factorizes a non-singular square matrix into lower 
and upper triangular matrices. Sometimes, a permutation matrix is also included in 
which every row and column contains only the unit element, and rest all elements are 
zeroes. The elements above the principal diagonal are zero and on principal diagonal 
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are one in lower triangular matrix whereas in upper triangular matrix elements below 
the principal diagonal are zero. Mathematically, the upper matrix U and lower matrix 
L of size n×n are as follows: 

u u  u11 12 1n 

0 u  u22 2nU = 
    

0 0 0 unn 

, L = 

1 0  0 

l21 1  0 

    

ln1 ln2  1 

The LU decomposition is also applied on a grayscale image as shown in Fig. 1(a). 
Figure 2 depicts the results of LU decomposition on the grayscale image. The lower 
and upper triangular matrices of LU decomposition are depicted in Figs. 2(a) and (b), 
respectively, whereas Fig. 2(c) shows the permutation matrix. Result corresponding 
to inverse LU decomposition is displayed in Fig. 2(d). 

(a) (b) (c) (d) 

     
 

 
  

 
 

 
 

   

  
  

  Fig. 2. The results of LU decomposition on the grayscale image: (a) lower and (b) upper triangular ma-
trices, (c) permutation matrix, and (d) result corresponding to inverse LU decomposition. 

3. Proposed scheme 

In this section, a hybrid cryptosystem based on an improved Yang–Gu algorithm and 
LU decomposition in GT domain is discussed in detail. During the iterative loop, an input 
image and two random phase masks RPM1 and RPM2 served as public keys and are 
used as the constraints. Figure 3 displays the flowchart of encryption and decryption 
process. The encryption process involves the following steps. 

Step 1: Initially, an e1(x, y) is allocated as amplitude image having values between 
0 and 1. At the k-th iteration, public key RPM2 is bonded with amplitude ek (x, y) sub-
jected to the gyrator transform with angle α. Mathematically, 

gk u v = α  G ek x y RPM2 x y    (2) 

g'k u v =  PT gk u v  (3) 

φk' u v =  PR gk u v  (4) 
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P3 D2(x, y) D1(u, v) 

Fig. 3. The flowchart of  (a) encryption and (b) decryption process. 

where Gα [ꞏ] represents the GT operator, and PT, PR denote the phase truncate and 
phase reserved part, respectively. 

Step 2: The part PT g'k u v is combined with another public key RPM1(u, v)  
and a private phase modulator exp(iπγ1,k–1). The combined image undergoes another 
gyrator transform with angle β. Mathematically, 

hk x y =  GT β g'k u v RPM1 u v exp     i π γ1 k  (5) – 1 

h'k x y =  PT hk x y  (6) 

φk x y =  PR hk x y  (7) 

Step 3: The plaintext I(x, y) is multiplied by phase φk (x, y) and undergoes inverse 
gyrator transform with angle –β : 


Hk u v = GT –β 


 

I x  y exp  iφk x y   (8) 
  

Step 4: Hk(u, v) is bonded with RPM1*(u, v) and its real part is stored as Rk1(u, v): 

Rk 1 u v =  Re Hk u v  RPM1* u v (9) 
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where asterisk and Re denote the complex conjugate operation and real part operator, 
respectively. Rk1(u, v) may contain types of elements such as positive and negative. 
Thus, we performed a one-way binary phase modulator operator exp(iπγ1, k (u, v)) on 
Rk1 (u, v), to get positive elements of it. The binary phase modulator γ1, k (u, v), is gen-
erated by 

1, R     0 u v
γ1 k u v =  

k 1 (10)  
0, R     0 k 1 u v  

Thus, the following equation gives the modified amplitude as 

R'k u v = R u v exp    i π γ1 k u v  (11)k 1 

Step 5: The phase φ '    obtained from Eq. (4) is bonded with  k u v  R'k u v and 
undergo inverse gyrator transform with angle –α: 


Ik x y = GT –α 




R'    exp  k u v  iφ'  k u v  (12) 
  

Step 6: Ik (x, y) is bonded with RPM2*(x, y) and its real part is stored as Rk 2 (x, y): 

Rk 2 x y =  Re Ik x y  RPM2*   x y (13) 

Step 7: Another one-way binary phase modulator γ2(x, y) is bonded with Rk 2(x, y) 
as it may contain negative elements. The modulator γ2(x, y) is calculated as follows: 

1, R     0 k 2 x y
γ2 x y =  (14)  

0, R     0 k 2 x y  

ek x y = Rk 2 x y exp    i π γ2 x y   (15) 

If values of the correlation coefficient (CC) between h'    and I (x, yk x y  ) are larger 
than a predetermined threshold value, the iterative loop from Steps 1 to 7 may end here. 
The following equation can be used to determine the CC value: 

M N 

h'k x y – k x y  h'   I x y –    I x y  
x = 1 y = 1

CC = ------------------------------------------------------------------------------------------------------------------------------------------------------------------- (16) 
M N M N 22 

h'k x y – k x y  h'   I x y –    I x y    
x = 1 y = 1 x = 1 y = 1 

here M, N are dimension of plaintext image, and overline is an average operator. 
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Here, two binary phase modulators γ1 (u, v) and γ2 (x, y) form two private keys 
P1(u, v) and P2(x, y), respectively are: 

P1 u v =  exp –φ' u  v exp i π γ1 u v  (17) 

P2 x y =  exp i π γ2 x y  (18) 

Step 8: The LU decomposition is performed on ek (x, y) if CC is greater than 
a threshold value. A pair of lower and upper triangular matrices and a permutation  
matrix are obtained through LU decomposition: 

L U P   =    LU ek x y  (19) 

where LU denotes the lower–upper decomposition operator. The lower and upper ma-
trix is represented by L and U, respectively, and the permutation matrix is denoted by P. 
Due to sparse matrix P, the ciphertext alone cannot provide sufficient information to 
the attacker in an iterative attack using phase retrieval technique, even if the attacker 
has access to the actual ciphertext. As a result, without knowledge of private keys, de-
crypting the plaintext from a known ciphertext will be challenging, which enhances 
the proposed scheme security level [42]. 

Step 9: The encrypted image E (x, y) of size 16×16 is obtained by compressing the 
permutation matrix: 

P3 = Li j  Ui j (20) 

E x y = compressed P (21)     

The combination of lower and upper triangular matrix acts as a private key P3 as 
shown in Eq. (20). As P is a sparse matrix and location of  its non-zero entries can be 
stored and saved as encrypted image as shown in Fig. 3(a). 

The following steps are used for the decryption process listed below. 
Step 1: The matrix P is restored from the encrypted image E (x, y) by using its ad-

dress values as its elements. For this, a zero matrix of size 256×256 is considered. 
Location entries of E(x, y) in zero matrix are stored in the form of one get to get P  matrix. 
Therefore, performing the inverse LU decomposition using private key P3 and P as 

C1 x y = P P 3 (22)  

Step 2: The image C1(x, y) is bonded with decryption key D2(x, y), which is gen-
erated by bonding private key P2(x, y) with public key RPM2(x, y). The resultant image 
undergoes gyrator transform with angle α: 

C2 u v =  GTα D2x y   C2 x y (23) 

where D2 (x, y) =  P2(x, y)RPM2(x, y). 
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Step 3: Another decryption key D1(u, v) is bonded with C2(u, v) and followed with 
gyrator transform of angle β : 

C3 x y =  GT β D u v C    u v (24)1 2 

where D1(u, v) = RPM1(u, v)P1(u, v). 
Step 4: To obtain the decrypted image D (x, y), perform the phase truncation oper-

ation on C (x, y), as shown in Fig. 3(b), and 

D x y =  PT C3 x y  

4. Results and discussion 

The validation and resistance of the presented scheme are investigated against various 
attacks. MATLAB has been used to do numerical simulation for the proposed crypto-
system. The proposed cryptosystem results are shown corresponding to grayscale and 
medical images of size 256×256 pixels. During encryption process, the threshold val-
ue of CC is considered 0.98 in the improved Yang–Gu algorithm. 

The validation outcomes corresponding to input images such as grayscale and med-
ical images are displayed in Figs. 4 and 5, respectively. The input grayscale image is 
depicted in Fig. 4(a) whereas Fig. 4(e) shows its corresponding encrypted image of 
size 16×16 pixels. The recovered image is presented in Fig. 4(i). The corresponding 
lower, upper, and permutation matrices after LU decomposition for the proposed 
cryptosystem are illustrated in Figs. 4(b)–(d), respectively. Three private keys name-
ly, P1, P2, and P3, are generated, during the encryption process that are shown in 
Figs. 4(f )–(h), respectively. Figure 5 shows the validation outcomes for the medical 
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(d)(c)(b) 
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Fig. 4. The validation outcomes corresponding to grayscale image. (a) Input image. (b) Lower, (c) upper, 
and (d) permutation matrices after LU decomposition for the proposed cryptosystem. (e) Encrypted im-
age of size 16×16 pixels. Private keys (f ) P1, (g) P2, and (h) P3 generated during the encryption process. 
(i) Recovered image. 
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Fig. 5. The validation outcomes corresponding to medical image. (a) Input image. (b) Lower, (c) upper, 
and (d) permutation matrices after LU decomposition for the proposed cryptosystem. (e) Encrypted im-
age of size 16×16 pixels. Private keys (f ) P1, (g) P2, and (h) P3 generated during the encryption process. 
(i) Recovered image. 

image. Figures 4(i) and 5(i) indicate that the retrieved images are visible even with 
compressed encrypted image. They are almost the same as an input image. Thus, 
Figs. 4 and 5 demonstrate that the proposed scheme effectively retrieves the input im-
age with compressed encrypted image. 

The quality of recovered image is analysed through statistical metric [43] such as 
correlation coefficient. The CC value gives the relationship between pixels of two im-
ages. It used to determine the how these two images are related to each other and its 
lies between –1 and 1. The value of CC approaching –1 indicates that images are 
negatively correlated whereas CC = 0 shows that they are not correlated to each other. 
The value of CC approaching to 1 indicates that images are positively correlated 
and shows perfect relationship between them. For the proposed cryptosystem, value 
of CC for grayscale and medical images are 0.9668 and 0.9680 between the original 
and retrieved images, respectively. 

Also, the proposed scheme is based on LU decomposition which leads to its com-
pression. The compression ratio provides a numerical value that how much data has 
been compressed in size as compared to its original size. Therefore, the compression 
ratio is computed using the following equation: 

Bits per pixels / Number of pixelsoriginalCompression ratio = ------------------------------------------------------------------------------------------------ (25)
Bits per pixels / Number of pixelscompressed 

Thus, for proposed scheme’s value of compression ratio is computed by using 
Eq. (25) and given as 

65 536Compression ratio = ------------------- = 256 (26)
256 
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The values of statistical metric CC and compression ratio show the efficacy of the pro-
posed scheme. 

4.1. Statistical attack analysis 

The effectiveness of the proposed scheme is tested against statistical attacks including 
histogram, correlation distribution, 3-D plots, and information entropy. For an ideal 
cryptosystem, histogram of ciphertext is altogether different from input image and is 
uniformly distributed. The histogram plots of the original grayscale and medical im-
ages are shown in Figs. 6(a) and (b), and their corresponding encrypted image histo-
gram plots are depicted in Figs. 6(c) and (d), respectively. Figure 6 indicates that the 
histograms of encrypted images are uniformly distributed and differ entirely from input 
image plots. Thus, the proposed scheme offers sturdiness and robustness against the 
histogram analysis. 

700 (a) 2000 (b) 
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Fig. 6. Histogram plots of : (a) original grayscale image, and (b) original medical image. (c, d) Corre-
sponding encrypted image histogram plots. 

Figures 7(a) and (b) display the 3-D plots of input grayscale and medical images. 
The corresponding 3-D plots of the encrypted image are shown in Figs. 7(c) and (d) 
whereas retrieved image 3-D plots are demonstrated in Figs. 7(e) and (f ), respectively. 
Figure 7 reveals that the 3-D plots of the input and retrieved images are similar, where-
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Fig. 7. 3-D plots of input images: (a) grayscale, and (b) medical. (c, d) The corresponding 3-D plots of the 
encrypted image. (e, f ) The corresponding retrieved image 3-D plots. 

as the 3-D plots of the encrypted images differ significantly. Thus, 3-D plots do not 
expose any information about input image. 

Another statistical attack, i.e., correlation distribution plots are also analysed for 
the scheme. An adversary can obtain helpful information from the strong correlation 
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present in adjacent pixels of ciphertext. For a secured cryptosystem, the correlation 
of neighbouring pixels of ciphertext image must be low. For the evaluation, 5000 ad-
jacent pixels were arbitrarily selected from the input images in the diagonal direction. 
Figures 8(a) and (b) demonstrate the correlation distribution plots of input images: 
grayscale and medical. The correlation plots of the corresponding ciphertext are dis-
played in Figs. 8(c) and (d), respectively. Also, the values of CC between input and 
encrypted images are calculated in horizontal, diagonal, and vertical directions and pre-
sented in Table 1. Figure 8 and Table 1 indicate that for input images value of corre-
lation is high, whereas it is low for the encrypted images. From the above discussion, 
the observation about cryptosystem is that it successfully resists the statistical attacks. 

The proposed cryptosystem performance is also evaluated in terms of information 
entropy. The uncertainty level of randomness in pixel distribution is examined by in-
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Fig. 8. The correlation distribution plots of input images: (a) grayscale and (b) medical. (c, d) The cor-
relation plots of  the corresponding ciphertext. 
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T a b l e 1. Values of  correlation coefficient between plaintext and ciphertext. 

Plaintext Ciphertext 

Grayscale image Medical image Grayscale image Medical image 

Diagonal 0.9269 0.9765 0.4245 0.2077 

Horizontal 0.9500 0.9809 0.4487 0.2415 

Vertical 0.9658 0.9942 0.4967 0.2472 

formation entropy. The minimum value of entropy is 0 while 8 is the maximum value 
for a 8 bit image. The entropy value approaching 8 signifies a high level of randomness. 
The entropy value of the proposed cryptosystem for original grayscale and medical 
images are 7.6021 and 5.8862 whereas for corresponding encrypted images are 7.9922 
and 7.9931, respectively. Values of entropy in encrypted images approach to its max-
imum value, which reflects the strength of proposed scheme. 

4.2. Key sensitivity analysis 

The proposed cryptosystem has three private keys P1, P2, P3 and two gyrator transform 
parameters α and β. Kerckhoff ’s principle states that the security of a scheme depends 
upon the strength of keys. Therefore, the sensitivity of private keys and gyrator 
transform parameters for the proposed scheme need to be examined. Figure 9 depicts 
the retrieved image when one of the private keys is wrong. Figure 9(a) illustrates 
the retrieved image when private key P1 is wrong, whereas the retrieved image corre-
sponding to the wrong key P2 and P3 are display in Figs. 9(b) and (c), respectively. 
Also, the key sensitivity analysis is presented in terms of CC plots for the gyrator pa-
rameters α and β. Figures 10(a) and (b) show the CC plots of α and β when the original 
value of the gyrator parameter is slightly changed in order of 0.001 to its original value. 
From the Fig. 10, it is observed that only at the correct value of gyrator parameters 
the value of  CC is almost one whereas with the slight change in the value of α and β 
the value of CC sharply drops. The key sensitivity analysis of encryption parameters 
of the reported scheme shows the strength of private keys, and gyrator parameters are 
not susceptible. 

(a) (b) (c) 

Fig. 9. The retrieved images corresponding to the wrong private key (a) P1, (b) P2, and (c) P3. 
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Fig. 10. The CC plots of (a) α and (b) β when the original value of the gyrator parameter is slightly 
changed in order of 0.001 to its original value. 

4.3. Pixel shuffling attack 

The efficacy of the presented cryptosystem is analysed against the shuffling of encrypted 
image pixels. Usually, the occlusion attack is used to test the performance of a crypto-
system. In occlusion attack, occluded portion is replaced by zeros. But, in the pro-
posed scheme, the pixel position is transferred with a restriction that it cannot be zero. 
Thus, the proposed cryptosystem is evaluated against data shuffling attack. The en-
crypted images when 20%, 40%, and 60% of data are shuffled with rows displayed in 
Figs. 11(a)–(c) whereas Figs. 11(d)–(f ) illustrate the corresponding retrieved images, 
respectively. The retrieved image quality is low when the number of pixels shuffled 
are increased, however, the decrypted image is still identifiable. Thus, the presented 
cryptosystem successfully endured the shuffling attack. 

(a) (b) (c) 

(d) (e) (f ) 

 

  
   

 
  

   
       

 
     

  

        
  

  
 

Fig. 11. The encrypted images when (a) 20%, (b) 40%, and (c) 60% of data are shuffled with rows, and 
(d–f ) the corresponding retrieved images. 
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4.4. Basic attack analysis 

The basic attacks are mainly: known-plaintext attack (KPA), ciphertext-only attack 
(COA), and chosen-plaintext attack (CPA). It is well known that if the cryptosystem can 
endure the CPA, then it can also endure the other basic attacks such as KPA, and COA. 
The proposed cryptosystem is based on improved version of Yang–Gu algorithm, and 
WANG et al. [20] have shown that the improved Yang–Gu algorithm resists against 
the CPA. Figure 12 displays the recovered image corresponding to the CPA for the pro-
posed cryptosystem. Thus, the presented scheme resists the basic attacks. 

Fig. 12. The recovered image corresponding to the CPA for 
the proposed cryptosystem. 

4.5. Time complexity analysis 

The complete cryptosystem comprises the encryption and decryption process of the 
proposed scheme, time taken by grayscale and medical images are 37.03 and 35.93 sec 
with 1000 number of  iterations, respectively. The decryption process takes time only 
0.126 and 0.077 sec of grayscale and medical images, which reflects the complexity 
of  encryption process and simplicity of  decryption process. 

5. Comparison analysis 

The comparison of proposed cryptosystem is performed with some recent similar crypto-
systems i.e., XU et al. [45], GONG et al. [44], RAKHEJA et al. [39], and KUMARI et al. [38], 
and explained in Table 2. The comparison has been done on various criteria such as 
transform domain, compression technique, applied approaches, compression ratio, im-
plementation, types of images, and performance against basic attacks. Table 2 reveals 
that the reported cryptosystem has been validated for grayscale and medical images 
whereas another cryptosystems are silent about medical image. Proposed cryptosystem 
also shows a high compression ratio and high key sensitivity against its private keys and 
gyrator transform parameters. The proposed scheme is also a well-coped pixel-shuffled 
data attack. 
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T a b l e 2. Comparison analysis of the proposed cryptosystem. 

Parameters 
XU et al. 
[45] 

GONG et al. 
[44] 

RAKHEJA et al. 
[39] 

KUMARI et al. 
[38] 

Proposed 
cryptosystem 

Transform Discrete wavelet Discrete Hybrid multi- Fresnel Gyrator 
domain domain fractional resolution 

random wavelet 
transform 

Applied Symmetric Symmetric Asymmetric Asymmetric Hybrid 
approach 

Types of Grayscale Grayscale Grayscale Color Grayscale 
images and medical 

Compres- Compressive Discrete Compressed Discrete Compressed 
sion sensing cosine sparse row cosine sparse 
technique transform transform 

Compres- 0.75 4 127.502 – 256 
sion 
ratio 

Perfor- Robust against Endure a Robust against Robust against Robust 
mance chosen/known small degree occlusion and occlusion, against pixel 
against plaintext, minor of occlu- noise attack noise, and spe- shuffling and 
basic occlusion, and sion, noise cial attack basic attacks 
attacks low-intensity attack 

noise 

6. Conclusion 

In this paper, a hybrid (symmetric and one-time-pad) cryptosystem based on improved 
Yang–Gu algorithm and compression using gyrator transform is proposed. The Yang 
–Gu algorithm makes the cryptosystem nonlinear. The LU decomposition process is 
used for compression, which not only provides a compressed ciphertext but also pro-
vides a private key. During encryption process, three private keys are obtained, one 
from LU decomposition and the other two are generated through binary phase modu-
lators. The gyrator parameters also provide extra security to the encryption algorithm. 
The validation and performance of the proposed cryptosystem are examined on dif-
ferent types of images including grayscale and medical images through MATLAB. 
The statistical attacks are analysed in terms of information entropy, 3-D, histogram, 
and correlation distribution plots. The cryptosystem also offers high robustness against 
pixel shuffling attack. It is also well performed against all private keys and gyrator 
transform parameters. The proposed cryptosystem also resists the basic attacks. There-
fore, the proposed cryptosystem will offer a more secure and robust image transfer pro-
cess in real life because of  its capability to offer a shield against various attacks. 
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