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In this paper, we present a novel image encryption approach tailored for optical imaging encryption, 
leveraging fractional-order chaotic systems and an innovative zigzag technique. The proposed 
scheme employs various zigzag patterns to simultaneously scramble the positions of image pixels, 
ensuring robust security. The zigzag process is dynamically controlled by a fractional-order chaotic 
system, which introduces unpredictability and significantly enhances the scheme’s resistance to at-
tacks. The encryption key is derived from the initial values and fractional-order parameters of the 
chaotic system, offering a substantial improvement over traditional methods that rely on integer-order 
chaotic systems. This advancement not only expands the key space but also increases the com-
plexity of the encryption process, making it highly secure. 

The experimental results and security analysis demonstrate the scheme’s effectiveness in thwart-
ing various types of attacks, including brute-force and statistical attacks, particularly in the context 
of optical imaging systems. These findings highlight the technique’s reliability and suitability for 
protecting sensitive data in optical imaging applications, where security and precision are para-
mount. The proposed method represents a significant step forward in securing optical imaging data, 
providing a robust and efficient solution for modern encryption needs. 

Keywords: fractional-order chaotic systems, zigzag technique, key space, security analysis, statistical 
attacks, optical imaging encryption. 

1. Introduction 

With the increasing exchange of multimedia data across communication networks, it 
has become vital to investigate new methods to avoid the leak of their privacy and illicit 
manipulations, especially since hack applications proliferate in our modern era [1-2]. 
Traditional encryption techniques such as DES, RSA and AES no longer satisfy the 
criteria for encrypting media data such as images and audio. It takes a long time and 
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high consumption of computer resources due to the distinctive characteristics of these 
media compared to texts [3-5]. As a result, it became essential to explore other encryp-
tion techniques, which led to the appearance of many approaches based on various 
concepts, including DNA [6-8], quantum theory [9-10], and the chaos [11-19]. This 
technique offers increased speed and security, making it useful in the field of encryp-
tion applications. 

Chaotic systems have demonstrated impressive outcomes in encryption applica-
tions such as secure communication and image encryption. Which is due to its distinct 
qualities such as sensitivity to initial values, pseudo randomness and unpredictability. 
It can also withstand dynamic deterioration [20]. These systems can be examined from 
two separate perspectives, which are integer-order systems and fractional-order sys-
tems. Chaotic systems with integer order have lower parameters and a basic structure, 
making them easily cracked. Otherwise, fractional chaotic systems have more com-
plicated dynamic properties as well as more parameters that may be utilized as key in 
the encryption scheme, increasing the key space and the complexity, which make the 
encryption more secure. 

Several image encryption techniques utilizing chaos have been proposed in the lit-
erature. LI et al. [21] create an image encryption approach using a hyper-chaos with 
fractional-order and computing DNA, where they integrated the chaos map with the 
complementary DNA base to get the ciphered image. KAUR et al. [22] developed a nov-
el approach that employs chaos and a fractional Hartley transform that controlled by 
another chaotic map to give excellent encryption system security. LAI et al. [23] devel-
oped the “pixel-split” technique for image encryption. This approach employs a pixel 
exchange mechanism that may modify both the location and value of pixels at the same 
time. CHAI et al. [24] proposed an enhanced scheme that first applies sparse processing 
to the plain image, followed by zigzag scrambling. Then, the compressed sensing (CS) 
technique is employed to simultaneously compress and encrypt the scrambled image. 
In their approach to image encryption, YOUSIF et al. [25] utilized various chaotic maps 
with the aim of enhancing security while ensuring that processing performance remains 
at a high level. MUHAMMAD et al. [26] offered an enhanced technique that made use of 
the DES algorithm and eight S-box structures to augment their complexity. When com-
bined with zigzag, this approach provides especially strong security for picture en-
cryption. WANG et al. [27] employed the 3D zigzag transformation to permute the plain 
image and compared its effectiveness with other transformations, including Arnold, 
circular shift, and standard zigzag. The comparison showed that the 3D zigzag trans-
formation produced a better permutation effect. However, certain image encryption 
schemes based on chaos have notable drawbacks, such as limited sensitivity to the plain 
image, which implies that they are vulnerable to some assaults, such as chosen-plaintext 
and know-plaintext attacks. DOU et al. [28] determine that the encryption scheme 
described in [29] is vulnerable to a chosen plaintext attack since it is unrelated to the 
plain image. According to [30], the encryption approach described in [31] has been 
cracked by a chosen-plaintext attack. Similarly, scheme [32] was vulnerable to a cho-
sen plaintext attack [33] since the encryption key was unrelated to the plain image. 
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ABDELJAWAD et al. [34] presented tempered fractional difference equations employing 
time scale calculus in order to improve image encryption methods and investigated 
their use in examining chaotic behavior in discrete systems while taking into consider-
ation the impact of short memory. In [35] the authors developed an ingenious method 
by introducing variable-order fractional chaotic systems with short memory. These 
approaches are critical in block image encryption, leading to major advances in se-
curity and a huge increase in encryption performance. MOHAMED et al. [36] improved 
encryption performance by using mathematical analysis, statistical testing, and 
FPGA implementation. The method involved extending a memristive chaotic system 
with transcendental nonlinearities into the fractional-order domain, incorporating it 
into an image encryption approach, and achieving improved encryption results. 
KAMAL et al. [37] investigated a fractional order Rössler blinking system with short 
memory, which verifies the presence of ghost attractors. It also presents an image en-
cryption method that takes use of the chaotic time series created by the ghost attractor, 
proving its efficacy and resilience to various forms of attacks. 

The purpose of this research is to solve the major issue with all forms of zigzag 
methods seen in existing cryptography systems. These methods exhibit a continuous 
nature, treating pixels as a sequential chain that uniformly moves in a fixed direction 
with constant pixel shifting values. While this is considered a drawback and is difficult 
to execute, it may be addressed by enhancing the existing zigzag approach to make it 
distinct and capable of going along different pixel locations. To achieve this goal, our 
research makes a significant contribution by employing a unique zigzag technique and 
leveraging a three-dimensional chaotic system with a fractional order to overcome the 
limitations of existing cryptography systems. Our strategy involves the simultaneous 
utilization of various zigzag variations. Resulting in extremely unexpected patterns 
controlled by a 3D fractional chaotic system. This system’s integration seeks to greatly 
increase the algorithm’s complexity, hence increasing overall security and boosting its 
resilience against different attacks. This research establishes a foundation for stronger 
and more secure encryption systems that effectively address the shortcomings of cur-
rent methods, meeting the growing demands of data protection. Additionally, employ-
ing the SHA-512 hash value of the original image to determine initial values for the 
fractional order chaotic system plays a vital role in thwarting chosen plaintext attacks. 

The increasing reliance on optical imaging systems in fields such as medical diag-
nostics, remote sensing, and secure communications has created a pressing need for 
advanced encryption techniques tailored to optical data. This paper introduces a novel 
color image encryption scheme combining a new zigzag technique and a 3D fractional 
-order chaotic system, specifically designed for optical applications. The proposed 
method enhances security through dynamic pixel scrambling and chaotic randomness, 
ensuring robust protection against unauthorized access. By addressing the unique chal-
lenges of optical image encryption, this work contributes to the development of secure 
and efficient solutions for modern optical systems. 

This paper is structured as follows: in Section 2, we provide an analysis of the 
fractional-order chaotic system. Section 3 presents the proposed image encryption 
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algorithm in detail. The suggested scheme evaluation and simulation results are sum-
marized in Section 4. Finally, Section 5 provides the conclusion. 

2. Analyses of fractional order chaotic system 

There are various definitions for the fractional derivative of order q > 0,  but  the  
Caputo’s formulation is the most widely employed in modeling fractional order sys-
tems. The initial value problem (IVP) of a fractional order system is defined using the 
Caputo’s derivative as follows [38]: 

D
q

x t  = f x t , t  0 T  (1)     * 

where x0 is the initial condition, f is a Lipschitz continuous nonlinear function and 
D

q
is the Caputo’s differential operator of order 0 < q < 1. Then system (1) is described* 

as having commensurate order; otherwise, it is described as having non-commensu-
rate order. D

q
is given by [38]:* 

mt 
q 1 x  

D x t  -- -- -- -- -- --- -- -- -- -- -- --------- dτ, – 1    (2)  = -- -- -- -- -- -- -- -- -- -- -- - - - m q m
– mΓ m q  q + 1* –  0 t – τ 

 

 

τ 

where m is the smallest integer greater than q, x (m) is the normal m-order derivative, 
and Γ is Euler’s Gamma function. To evaluate the fractional differential Eq. (1), nu-
merical approximation methods such as Grünwald–Letnikov, Riemmann–Liouville 
and predictor-corrector Adams–Bashforth–Moulton (ABM) can be used. 

In order to increase the complexity of the encryption system, we used the fractional 
order Chen system as a random number generator. It is characterized by more complex 
and rich dynamics compared to its integer-order counterpart. It is described by [38]: 

q 1D x t  = a y – x* 
 q 2

D   =  – x xz + cy  (3) y t  c a  – * 
 
 q 3

D z t  = xy – bz * 

where D
q

denotes the Caputo’s differential operator, x, y, and z denote the system de-* 
pendent variables; and a, b, and c denote the system parameters. 

2.1. Bifurcation diagram 

The bifurcation diagram is a useful tool for evaluating visually the qualitative behavior 
of chaotic systems. It demonstrates how a qualitative control parameter affects the sys-
tem’s behavior. The bifurcation diagram of Chen system with fractional order is shown 
in Fig. 1(a)-(c). The dotted region in the diagram signifies that the system is in a state 
of chaos, whereas the blank zone demonstrates that the behavior of the system is not 
chaotic. By setting q1 = q2 = 1,  q3 = 0.8, b = 3,  and  c = 28, and then varying the value 
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Fig. 1. The bifurcation diagram of fractional Chen system. (a) q1 = q2 = 1,  q3 = 0.8, b = 3, and c = 28,  
(b) q1 = q2 = 1,  q3 = 0.8, a = 40, and c = 28, and (c) q1 = q2 = 1,  q3 = 0.8, b = 3, and a = 40.  

of a, the bifurcation diagram of the system is illustrated in Fig. 1(a). As the diagram 
shows, it can be seen that chaotic behavior may occur in the system when a  36 47. 
By choosing q1 = q2 = 1,  q3 = 0.8, a = 40, and c = 28, and then adjusting b, the bifur-
cation diagram is displayed in Fig. 1(b). The examination of Fig. 1(b) reveals that the 
system may behave chaotically when b  0.8 5. By setting q1 = q2 = 1,  q3 = 0.8,  
b = 3, and a = 40, and then changing the value of c, the bifurcation diagram of the 
system is presented in Fig. 1(c), As seen in Fig. 1(a), it can be inferred that when 
c  23 32,  chaotic behavior may manifest in the system. 

2.2. Lyapunov exponent 

Lyapunov exponent is a crucial instrument in comprehending the intricacies of chaos. 
It provides insight into the level of chaos in dynamic systems. Positive values of the 
Lyapunov exponent signify chaos in the system, which will eventually lead to full un-
predictability. The formula for the Lyapunov exponent is presented as follows [39]: 
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where f ' (xi ) represents the derivative function of the chaotic system. The Lyapunov 
exponent of the Chen system with fractional order is depicted in Fig. 2. The fractional 
-order Chen system features three Lyapunov exponents (Ly1 (blue), Ly2 (green), and 
Ly3 (red)) that quantify the rates of divergence or convergence of trajectories in distinct 
phase space directions. The Lyapunov exponent Ly1 determines the system’s behavior, 
which is the largest in magnitude. Positive Ly1 suggests chaos and sensitivity to initial 
conditions, whereas negative Ly1 denotes stability and trajectory convergence. The re-
maining Lyapunov exponents (Ly2 and Ly3) provide insight into local dynamics and 
the expansion/contraction behavior in additional phase space directions. 

The Lyapunov exponent spectra depicted in Fig. 2 are in good agreement with the 
bifurcation diagrams. Based on the analysis above, it can be concluded that the frac-
tional-order Chen system exhibits desirable chaotic behavior. 
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Fig. 2. The Lyapunov exponent of the fractional Chen system. 

2.3. Randomness testing 

The randomness quality of chaotic systems is rigorously assessed using the TestU01 
suite, a comprehensive statistical testing framework. This suite includes three progres-
sively demanding test batteries: SmallCrush, Crush, and BigCrush. The performance 
of a system in these tests is inversely related to the number of failures it incurs—fewer 

T a b l e 1. TestU01 failures for statistical testing. 

Gain 1013 1014 1015 1016 

CQM(x) SmallCrush 6 4 4 4 

Crush 107 114 102 101 

FOCS(x, y, z) SmallCrush (2, 3, 2) (1, 2, 1) (1, 1, 1) (0, 1, 0) 

Crush (5, 6, 5) (4, 5, 4) (3, 4, 3) (2, 2, 3) 

BigCrush (8, 9, 9) (7, 8, 8) (6, 6, 7) (5, 5, 6) 
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failures indicate stronger randomness and higher suitability for cryptographic appli-
cations [40]. In this study, we evaluate the randomness of two chaotic systems: the clas-
sic quadratic map (CQM) and the fractional-order Chen system (FOCS), across gain 
levels (g = 1013,1014,1015,1016). Using the TestU01 suite, we find that FOCS outper-
forms CQM, exhibiting fewer failures in SmallCrush, Crush, and BigCrush tests—es-
pecially at higher gains (g = 1015,1016), as shown in Table 1. This is due to FOCS’s 
fractional-order dynamics and three-dimensional structure, which enhance chaotic be-
havior and sensitivity, making it more suitable for cryptographic applications. 

3. Proposed cryptosystem 

This section introduces a novel encryption scheme tailored for optical imaging sys-
tems, combining a three-dimensional fractional-order chaotic system with an innova-
tive zigzag-based permutation technique. The proposed approach generates multiple 
sets of zigzag patterns driven by the fractional-order chaotic system, dynamically re-
arranging the pixel positions within the image. By leveraging diverse zigzag patterns 
in conjunction with the inherent randomness of the chaotic system, the encryption pro-
cess achieves high levels of unpredictability and security. This design significantly 
strengthens the system’s resistance to various attacks, including statistical and differ-
ential attacks, which are critical challenges in optical data security. 

To further enhance robustness, the SHA-512 hash value of the input image is used 
to compute the initial conditions of the fractional-order chaotic system, introducing 
an additional layer of security and making the algorithm highly sensitive to the input 
image. Figure 3 provides a visual representation of the algorithm’s structure and 

SHA-512 Plain image O 

Split into R, G and 
B channels Produce the 

initial condition 
and parameters 

Permutation using the 
new zigzag technique 

3D fractional-order 
chaotic system 

Diffusion process 

Ciper image c 

Fig. 3. The flowchart of the proposed encryption scheme. 
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workflow. The detailed steps outline the encryption process, emphasizing its suitability 
for optical imaging systems that demand both high security and computational effi-
ciency. 

This scheme is particularly well-suited for securing high-resolution optical images, 
such as those used in medical imaging, remote sensing, and secure optical communi-
cations. It offers a reliable and efficient solution for protecting sensitive visual data in 
applications where data confidentiality and integrity are of utmost importance. 

3.1. Input 

Plain-color image O with an arbitrary size of L = m×n×3, the total number of encryp-
tions rounds n, and the SHA-512 hash value of O used to compute the initial conditions 
(x0, y0, z0) and fractional-order parameters (q1, q2, q3) of the fractional-order Chen sys-
tem. For larger images, small perturbations derived from the hash value are injected 
during iteration to prevent dynamical degradation [41]. 

3.2. Output 

The encrypted color image C, having the same dimensions. This is accomplished 
through the following steps: 

Step 1: The plain image O with a size of m×n×3 is read, and then it is partitioned 
into three constituent parts (R, G, and B). 

Step 2: We apply Eq. (3) using the parameters a, b, c, the initial conditions x0, y0, 
and z0, as well as the fractional-order parameters q1, q2, and q3 to generate three se-
quences of random values denoted by x, y, and z of size m×n. The initial conditions 
are created through the SHA-512 hash. 

Sequence X Matrix I 

Fig. 4. Creating various zigzag patterns: a numerical example. 



125 A robust color image encryption scheme... 
     
  

       
    

    

 
  

 
  

     
  

   
   

 

 

Step 3: We transform the random sequence x into matrix I, which is further divided 
into 8×8 blocks. We then sort the elements of each block in ascending order to create 
a variety of zigzag patterns. Figure 4 illustrates an example of this process. 

Step 4: We use the sequences Y and Z to create a new sequence with a size equal 
to the number of blocks in matrix I. Next, we transform this sequence into matrix J 
and arrange its elements in ascending order to form a new zigzag. 

Step 5: We partition the channels (R, G, and B) of the original image O into blocks 
of size 8×8. 

Step 6: By utilizing the various zigzag patterns generated from the matrix I, we 
change the pixel locations in each block of the R, G, and B channels. This process in-
volves applying the zigzag patterns to each channel to modify the placement of indi-
vidual pixels. An example of this process is shown in Fig. 5. 

Step 7: We use the zigzag patterns created from the matrix J to alter the placement 
of blocks in each of the R' , G' , and B' channels. The resulting modified R , G, and 
B channels are referred to as scrambled channels (Rs, Gs, and Bs). Figure 6 provides 
an example of this procedure. 

Step 8: We obtain three keys by applying Eq. (3) with the initial values of (a, b, c), 
(q1, q2, q3), and (x0, y0, z0). Once we obtain these keys, we transform them into integers. 

Fig. 5. Permutation process using various zigzag patterns. 

Fig. 6. Blocks permutation process. 
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key1 = floor X i   1015  mod 256 
 
key2 = floor Y i   1015  mod 256 (5) 
 
key3 = floor Z i   1015  mod 256 

Step 9: We convert the scrambled channels (Rs, Gs, and Bs) into vectors and then 
perform an XOR operation between the keys and scrambled vectors to obtain encrypted 
vectors as follows: 

R  i =    key1 i  R i – 1 e Rs1d i s 


G  i =    key2 i  G i – 1 (6)  e Gs1d i s 

 
B  i =    key3 i  B i – 1e Bs1d i s 

where Re, Ge, and Be are the cipher vectors. 
Step 10: Once we obtain the cipher vectors Re, Ge, and Be, we convert them back 

to matrices. We can then use these matrices to construct the encrypted image. 

4. Simulation experiment and analysis 

Our test setup included a machine with 8 GB of memory and an Intel (R) Core(TM) 
i7-7500u CPU running at 2.90 GHz. The software used was MATLAB R2021a. We tested 

Fig. 7. Encryption and decryption results (Lena, peppers, plane, baboon). 
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the performance of our suggested method on four image data sets having 512×512×3 
dimensions. To demonstrate the effectiveness of our method, we compared our results 
with those of other encryption schemes in the literature. Figure 7 illustrates the results 
of the image encryption and decryption procedure. 

4.1. Key space analysis 

The size of the key space is a measure of an encryption algorithm’s ability to resist 
violent attacks. Generally, an effective encryption method should have a key space of 
at least 2100 [42]. The key of our encryption scheme is built on sub-keys in its main 
structure, which are based on initial conditions, control parameters, and fractional-or-
der parameters of the chaotic system. Different sub-key values have been implemented 
in both the permutation and diffusion processes. Therefore, the key of our scheme com-
prises a total of 18 elements, as follows: 

1) The initial conditions (x0, y0, z0) and (x1, y1, z1). 
2) Control parameters (a0, b0, c0) and (a1, b1, c1). 
3) Fractional-order parameters (q1, q2, q3) and (q'1, q'2, q'3). 
Based on our experimental results, each element in the key space has a size of 

approximately 1015. So, the suggested encryption algorithm’s full key space is 
1015 × 18 = 270. As illustrated in Table 2, our encryption scheme has a sufficiently large 
key space, making it extremely difficult for hackers to launch brute-force attacks and 
compromise the system’s security. 

T a b l e 2. Key space analysis. 

Our method Ref. [2] Ref. [6] Ref. [11] Ref. [45] 

2795  2412  2536  2261  2399Key space 

4.2. Key sensitivity analysis 

Ensuring secure encryption and decryption requires that every encryption method must 
provide high sensitivity to the encryption key. Even a minor alteration in any of the 
key components can render the decrypted image completely invisible, resulting in 
a decryption failure. We evaluated the sensitivity of our key by modifying the value 

(a) (b) (c) (d) 

Fig. 8. The key sensitivity test of the decrypted image (a) correct key, (b) wrong q1, (c) wrong b, and (d) 
wrong x0. 
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of one key elements by a small percentage of 10–15 . The resulting outcomes are illus-
trated in Fig. 8. As clearly evidenced by the decrypted image, it provides no useful in-
formation about the original image, demonstrating the high sensitivity of the suggested 
technique to the encryption key. This makes it very difficult for attackers to decipher 
the original image, as even the slightest deviation from the correct key will result in 
a completely different, decrypted image, rendering their efforts useless. 

4.3. Histogram analysis 

A histogram provides a visual representation of the distribution of pixels in an image. 
When the histogram of a cipher image is not uniform, it can expose patterns to attack-
ers, making the image susceptible to statistical attacks. Therefore, having a flat (uni-
form) histogram is essential for a secure encryption system. To ensure the security of 
the images, we conducted a thorough analysis of the histograms of both the original 
and encrypted images. Figure 9 shows the histograms of the peppers image and its cipher 
image. Figure 9 clearly illustrates that the histogram of the encrypted image is uni-
formly distributed and remarkably distinct from that of the original image. This indi-
cates that our proposed approach effectively prevents attackers from obtaining any 
statistical information that could be used to launch statistical attacks. and make it im-
possible to determine the connection between the pixel distribution of the original im-
age and the encrypted image. 

×104 

Fig. 9. Histogram of peppers image and cipher image (a)–(c) histogram of R, G, B channels of plain im-
age, and (d)–(f ) histogram of R, G, B channels of cipher image. 

4.4. Entropy analysis 

Information entropy is a vital metric in evaluating the security of an encryption method, 
as it quantifies the average information content of a digital image. In addition, it pro-
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T a b l e 3. Entropy results. 

Image Plain image Our method Ref. [12] Ref. [15] Ref. [19] Ref. [44] Ref. [45] 

Lena 7.4767 7.9998 7.9996 7.9992 7.99746 7.9984 7.9993 

Peppers 7.6698 7.9997 7.9995 7.9912 7.99423 7.9355 7.9993 

Plane 6.7174 7.9998 7.9998 7.9996 7.99664 / / 

Baboon 7.7705 7.9997 7.9997 7.9974 7.99494 7.9859 7.9994 

vides insight into the randomness and unpredictability of the encrypted image. The fol-
lowing formula is used to determine the entropy of image [42]: 

h m  = 2
n 

p mi log2 p mi  (7)   –        
i = 0 

where p (mi) represents the probability of mi . The information entropy value that is ac-
quired through the encryption approach should be as near to eight as possible. The clos-
er the obtained value is to eight, the more secure the encryption scheme performs. 
Table 3 displays the entropy findings of our method. Table 3 clearly demonstrates that 
the information entropy for all encrypted images is remarkably high, with values ap-
proaching the theoretical maximum of eight. Furthermore, we compared the informa-
tion entropy of our proposed algorithm with several other established algorithms. Our 
proposed approach exhibited a higher information entropy value, indicating superior 
performance and a higher level of security. 

4.5. Correlation coefficient 

Correlation analysis is a crucial metric used to evaluate the performance of image en-
cryption methods. It is widely recognized that pixels in an image are highly correlated 
horizontally, vertically, and diagonally with each other. As a result, strong encryption 
algorithms are required to break this association between pixels. The correlation co-
efficient can be defined as [42]: 

cov x y  
rxy = ------------------------------------------ (8)

D x   D y   

cov x y = E x  E x   y E–  y  (9)   –    

N 
1 


N
E x  = ------- xi (10) 

i = 1 

1 N 2D x  = --------  – E x  (11)
N  xi 

i = 1 

where x and y are two adjacent pixels, N is the total number of pixels, cov(x, y) denotes 
the covariance between x and y, and E (x) and E ( y) represent the means of x and y, re-
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Fig. 10. Neighboring pixel distribution of peppers in different directions. 

spectively. Table 4 compares the correlation coefficient findings acquired from our al-
gorithms to those obtained from other encryption methods discussed in the literature. 
Table 4 demonstrates that the encrypted image has much lower correlation values in 
all directions. Additionally, in terms of correlation coefficient values, our proposed en-
cryption technique surpasses the reference methods. This implies that our method is 
more robust at preventing statistical attacks. Figure 10 displays the correlations of ad-
jacent pixels in the plain and encrypted images, visible across the vertical, diagonal, 
and horizontal axes. 

4.6. Resistance to differential attack 

The differential attack is widely recognized as a highly successful strategy among var-
ious types of attacks. Attackers often use this method to discern the relationship be-
tween an original and encrypted image by evaluating the rate of change of each pixel 
in an encrypted image. To prevent such assaults, an image encryption scheme must be 
able to resist differential attacks. To assess the robustness of encryption methods to 
differential attacks, number of pixel change rate (NPCR) and uniform average change 
intensity (UACI) are broadly applied. When comparing two encrypted pictures with 
slightly varying inputs, NPCR reveals the proportion of pixels that change, whereas 
UACI measures the average difference in pixel values. The formulas used to calculate 
NPCR and UACI are as follows: 

1 
NPCR = ----- D i  j   100% (12)

L i j 

c1i j  – c2i j 1
UACI = ----- ------------------------------------------------  100% (13)

L  i j 255 
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T a b l e 5. NPCR and UACI of Lena, peppers, plane and baboon with just one pixel adjustment. 
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O
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Plane 33.48 99.61 Plane
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. / / 

Baboon 33.44 99.60 Baboon 33.2510 99.8335 
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. [
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R
ef

. [
11

] Lena 33.43 99.615 
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Plane 33.48 99.61 

Baboon 33.44 99.61 

where L represent the total count of pixels, c1 and c2 are the initial and modified pixel 
values, respectively. The following rules must be followed to determine D (i, j ): 

 D i  j  = 1 if  c1i j   c2i j  
 (14) 
 D i  j  = 0 otherwise 

The literature indicates that the most desirable values for NPCR and UACI are 
99.6094 and 33.4635, respectively [43]. To assess whether our method works against 
differential attacks, we made a small modification to the original images by altering 
a single pixel and computed the subsequent NPCR and UACI values. Table 5 displays 
the outcomes of the test. The findings of our scheme demonstrate that the proposed 
encryption scheme performs significantly better than other algorithms in the literature. 
Based on the analysis of NPCR and UACI results, our scheme has demonstrated a level 
of performance that is much closer to recommended values, which means that the 
scheme is able to withstand differential attacks. 

4.7. Data loss and noise attacks 

Inevitably, during the transmission of an image through a channel, it may encounter 
noise interference or data loss [48]. To test the suggested encryption algorithm’s ca-
pacity to withstand such disturbances. We introduced salt-and-pepper noise at varying 
levels of 1%, 5%, and 10% to the encrypted images. We then examined the decrypted 
images’ quality and showed our findings in Fig. 11. In addition, we conducted a test 
where the encrypted image was clipped at different sizes and decrypted using the cor-
rect key. Figure 12 depicts the outcomes of this test. These experiments assisted us in 
determining the encryption algorithm’s ability to handle image corruption caused by 
noise and data loss. Our findings indicate that even if a significant amount of noise is 
injected into the encrypted image or some data is lost during transmission. Our scheme 
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Fig. 11. Process of decryption using different level of salt-and-pepper nose. 

(a) (b) (c) 

Fig. 12. Data loss attack analysis (a) 64×64 data loss, (b) 128×128 data loss, and (c) 128×512. 

can effectively retrieve the essential information of the original image from the de-
crypted image. The findings show that our techniques are extremely adaptive to a va-
riety of real-world situations in which data may be susceptible to various sorts of 
interference. Our algorithms, in fact, are resistant to noise attacks and data loss, making 
them ideal for applications requiring data security and integrity. 

5. Conclusion 

In this research, we propose an innovative image encryption strategy specifically de-
signed for optical imaging systems. The method integrates fractional-order chaotic 
systems with a novel zigzag permutation technique to enhance security and unpredict-
ability. The permutation process utilizes dynamically controlled zigzag patterns gov-
erned by the fractional-order chaotic system, ensuring efficient and robust pixel 
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scrambling suitable for high-resolution optical images. The encryption key is derived 
from the system’s initial values and fractional-order parameters, significantly expand-
ing the key space and increasing the algorithm’s complexity. 

Performance evaluations reveal that the proposed method exhibits outstanding fea-
tures, including a large key space, high sensitivity to key variations, and low pixel 
correlation, making it highly resilient to statistical and differential attacks. These char-
acteristics are essential for ensuring the security of optical data. 

From an academic standpoint, this study contributes significantly to the field of 
optical data security by presenting a novel encryption approach that combines frac-
tional-order dynamics with advanced permutation techniques. It addresses key chal-
lenges in encrypting optical images, such as high pixel correlation and large data  
volumes, bridging theoretical advancements with practical applications. This work 
provides a foundation for further research on the use of fractional-order systems in op-
tical imaging and related data security domains, encouraging the development of more 
sophisticated encryption methods to meet the increasing demands for secure optical 
communication and storage. 

To address potential limitations, future research could focus on optimizing the al-
gorithm for real-time applications, such as medical imaging and remote sensing, and 
extending its applicability to other optical data formats, including hyperspectral and 
3D imaging. Additionally, exploring quantum-resistant enhancements and hybridizing 
the approach with other cryptographic methods could further strengthen its security 
and efficiency. Such advancements would enhance the practical deployment of the pro-
posed scheme in real-world optical imaging scenarios. 
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