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This manuscript proposes a multi-image security algorithm based on phase truncation and pixel
scrambling in the gyrator domain. The algorithm utilizes chaotic maps to improve key strength and
phase truncation to provide asymmetric nature to the proposed algorithm. These features make pro-
posed algorithm secure encryption algorithms for multiple images simultaneously. The algorithm
utilized affine chaotic map for pixel scrambling. The proposed algorithm is tested with different
types of images. The efficacy and robustness of proposed algorithm is tested through statistical and
visual attacks such as correlation coefficient, information entropy, mean squared error, peak sig-
nal-to-noise ratio, histogram, mesh and correlation distribution plots. Efficacy of proposed algo-
rithm is also analysed using the contamination and cryptographic attack such as known plaintext,
chosen plaintext, and brute force attack. Results show that proposed algorithm is robust and secure
to use in real-time applications.
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1. Introduction

With the rapid advancement of technology and social networking has increase the need
of secure data transmission and storage algorithms. As images and videos are effective
ways to express the information, so, most of data transmitted over internet as either in
form of images or videos. The images and videos transferred over the internet are wide-
ly used in fields such as medical, forensics, military, banking, education, healthcare,
transport, and various other departments. However, the widespread use of images has
raised major concerns regarding their security and authenticity, as privacy breach or
data tampering may raze the serious issues. So, data encryption is an effective way to
safeguard the data from unauthorized users during transmission and storage.

In the literature, it is evident that various techniques are available to secure the data,
such as data encryption standard (DES), Rivest—Shamir—Adleman (RSA), advance en-
cryption standard (AES) and various other digital algorithms. The available digital
cryptographic algorithms have major concerns such as high-power consumption, com-
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plex computation, and slow. In the modern era, there is high demand of transmission and
storage of data. Chaos theory [1-3] plays important role in the field of cryptography [4].
Various algorithms have been proposed for image encryption [5-8]. Moreover, pixel
permutation [9-10], DNA coding [11-13], compressed sensing [14-16] and frequency
transformation [17-20] based security algorithms are also proposed for safeguarding
the data. Due to the sensitivity of parameters, chaotic maps sufficiently increase the
keyspace of an encryption algorithm. So, the chaotic maps improve the key strength
of the security algorithms [21-24]. For multiple image encryption ZHANG et al. [25]
developed a technique based on piecewise linear chaotic map. Another multiple image
encryption algorithm is proposed using the concept of chaotic map with DNA encoding
reported by ZHANG et al. [26]. A cryptosystem using the concept of mixed hash function
and cyclic shift, reported by WANG et al. [27]. Karawia [28], proposed a technique
using 2-D economic map and mixed image elements. These algorithms are exposed
against common cryptographic attacks. ENAYATIFAR et al. [29] proposed a multi-image
encryption technique using DNA encoding in which multiple plain images are used to
create an augmented image. Another security algorithm proposed by ZAREBNIA et al. [30]
used the concept of XOR and cyclic shift with Arnold cat map. Various other schemes
using the concept of chaotic maps were reported [31-37]. Gao et al. [38] proposed a tech-
nique for multiple image encryption utilizing the concept of channel scrambling. Hosny
et al. [39] developed a security algorithm for multiple image encryption (MIE) based
on the concept of confusion-diffusion using ASLT map. A security algorithm based on
permutation-diffusion algorithm proposed by ZHou et al. [40] SABIR et al. [41] proposed
a MIE using 2-D discrete fractional Hartly transform, affine hill cipher and 2-D Arnold
map. Another technique utilizing permutation-diffusion concept reported by Xu [42]
in which pixel diffusion operation is performed by generating pseudo-random se-
quence and after that, permutation is used for scrambling. ZHANG et al. [43] proposed
a system for multiple grayscale images initially used for creating a cube and then ap-
plying zigzag transformation for scrambling on the cube sides. YE et al. [44] proposed
a multiple image hiding using 3D-CCM and 3D-DCT. Hosny et al. [39] proposed en-
cryption scheme for multiple color images using ASLT map.

All methods demonstrate efficacy but some are prone to brute-force attack due to
their limited key-space. Furthermore, optical techniques are expensive and require
a complex setup to encrypt multiple images simultaneously. Another major concern
in optical security algorithm is the number of multiple images taken simultaneously
for encryption, but it is found to be very costly and time taking. So, there is a need of
technique which can address these issues. The primary contribution of this study ad-
dresses the above discussed issues and the proposed scheme simultaneously secures
any number and any type of images.

In this paper, an encryption algorithm for multiple images based on chaotic map
and phase truncation and phase reservation in gyrator domain is presented. The chaotic
map improves the key-space and phase truncation provides the asymmetric character-
istic to the proposed algorithm. The rest of the paper is organized as follows. Section 2
describes the basic terminologies such as chaotic map and gyrator transform. Section 3
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deals with the encryption and decryption technique of proposed algorithm. Simulation
results and cryptanalysis of the proposed algorithm are elaborated in Section 4. In the
last section, the conclusion of article is presented followed by references.

2. Basic terminologies
2.1. Gyrator transform

The gyrator transform (GT) [18] is one type of linear canonical transform, which has
been widely used for image encryption algorithms. Mathematically, gyrator transform
of any image f(x, y) is defined as

F(u,v) = G| f(x9) | v)
_ 1 ”f(x,y)exp{zni (xywv)coéa_(xwy”)}dxdy 1)
| sin o] sina

here, a stands for rotation angle, lies in the range of 0 to 2xn and provides additional
decryption keys to the encryption algorithm. The (x, y) and (u, v) represent the hori-
zontal and vertical coordinates in spatial and frequency domain, respectively. In
Fig. 1(b), the effect of GT on the image of Cameraman with dimension 256 %256 is
demonstrated. The recovered image corresponding to Fig. 1(b) is shown in Fig. 1(c).

Fig. 1. (a) Cameraman image, (b) GT transformed image with angle a = 1.57 %, and (c) recovered image.

2.2. Affine map

Affine mapping (or affine transformation) is a type of transformation combined with
a translation. It is used in many image processing tasks, including pixel scrambling [45],
where the pixel positions in an image are rearranged to make the image appear scram-
bled. In matrix form, the map is represented as

r} - {p * qx} (mod N) 2)
v’ r+sy
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Here, p, g, , and s are integers chosen between 1 and N (the size of the image, typically
the dimension of the image or a wrapping factor for coordinates) such that gcd(g, s) = 1
which ensures that the transformation is invertible and thus one-to-one. This means
that no two points should map to the same location after transformation, which is crit-
ical for encryption to preserve information.

3. Proposed scheme

In this section, we will discuss the encryption and decryption process of the proposed
algorithm whose flow-chart is shown in Fig. 2.

3.1. Encryption process

The encryption process of proposed algorithm utilized the affine map and gyrator trans-
form. Step wise complete encryption process is discussed as below.

Step 1: First select the source images which are to be encrypted and an aug-
mented image is created using the source images and stored as plaintext image /(x, )
of size nxn.

Step 2: A random phase mask (RPM1) of same size as that of plaintext image is
created and bonded with 7 and output is stored as £,. Mathematically,

E, = I(x,y) x RPMI 3)

here, RPM1 = exp(linR,), and R, represents the random matrix of size nxn.
Step 3: E is propagated through gyrator transform and output is masked with ran-
dom phase mask (RPM?2) and undergoes phase truncation operation. Mathematically,

E, = GT,(E)) 4
E; = E,x RPM2 (5)

here, RPM2 = exp(linR,) and R, is random matrix of size nxn.

Now, phase truncation and phase reservation operation is performed on Ej. In the
proposed algorithm, phase part is reserved as private key (PK) and amplitude part is
further propagated through the gyrator transform which is stored as ciphertext.

PK = angle(E;) (6)
E, = abs(Ej;) (7)

Step 4: E, undergoes pixel scrambling operation using the affine map and the re-
sultant is propagated through gyrator transform and we got the final encrypted image.
Mathematically,

Eg = pixel scrambling( £, affine map) (8)
E = GT,(E;) 9)
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3.2. Decryption process

The decryption procedure follows just the reverse steps of the encryption which is sum-
marized in below steps.

Step 1: The received encrypted image is first propagated in gyrator domain with
inverse parameters

D, = GT_,(E) (10)

Step 2: D, undergoes again pixel scrambling using inverse affine map and then
the PK stored in the encryption procedure is bonded with the resultant which is math-
ematically represented as

D, = pixel scrambling(D,, affine map) (11)
Dy = D, xPK (12)

Step 3: In the next step the conjugate of RPM2 which is also stored as the encryp-
tion key is bonded with D; and undergoes gyrator transform with negative values of
parameters which are used in the encryption process and we got the recovered image
which is mathematically represented as

D, = D, x RPM2 (13)
D = GT_,(D,) (14)

The process of proposed security algorithm is depicted in Fig. 2 and the result of
proposed algorithm is demonstrated in Fig. 3. The validation results of proposed al-
gorithm validate that proposed algorithm is robust and secure.

RPM1 RPM2 (@)

Amplitude | .. .
GT Pixel scrambling| GT
( i ) am—— i )—>?—* using affine  ——
@ chaotic map .
e ] Ciphertext
- : :&. L R Private
Multiple source Augmented key
image image
Private (b)
key RPM2*
Inverse ‘ ‘ Inverse

v v GT

GT Inverse y e
affine map O O o

Encrypted image Recovered image

Fig. 2. Proposed scheme. (a) Encryption flow-chart, and (b) decryption flow-chart.
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Fig. 3. (a) Augmented image created from multiple source images, (b) ciphertext using proposed scheme,
and (c) recovered image using proposed scheme.

4. Simulation and results

In this section, we will discuss the simulation results of proposed algorithm. Simulation
of the proposed algorithm has been carried out in MATLAB 2022 A software on a com-
puter having 8GB RAM with Intel® core™ @ 2.40GHz processor. During the simu-
lation, various type and size of images are chosen but in this manuscript simulation
results of four images are presented. The augmented image could be created of any size
here we present the results for 256 X256 image. The result of statistical analysis such
as mean squared error (MSE), correlation coefficient (CC), information entropy (IE),
peak signal-to-noise ratio (PSNR), mesh and histogram plots are analysed in this sec-
tion. The security of proposed algorithm is also analysed using cryptographic attacks.
In this section, results for chosen, known plaintext, contamination and brute force at-
tack are also discussed. The efficacy and robustness of any cryptographic algorithm
are depending on decryption keys. In this section, results of keyspace sensitivity are
also discussed.

The results are further discussed through various metrics, including mean squared
error (MSE), correlation coefficient (CC), and peak signal-to-noise ratio (PSNR) which
are defined as

1 A 2
MSE = ——3" 3 /(s 2)- /(5 ») (15)
x=1y=1
o L vy, [(x9) o)
a(f(x,y)a(f'(x, »))
2
PSNR = 1010g10% (17)

Here, f(x, y) denotes input image pixel values and f'(x, y) denotes the pixel values of
recovered image having size nxn, cov represents covariance, and ¢ represents the
standard deviation.
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Table 1. Statistical parameters (CC, MSE, PSNR) are computed between plaintext and recovered
images of Cameraman.

Statistical measure Values

cc 1

PSNR 587.80

MSE 1.927x10-21
Computational time 0.7789 s

Performance metrics MSE, PSNR and CC are calculated between the plaintext and
recovered image and the values are tabulated in Table 1. Here, very high value of PSNR,
almost reaching zero value of MSE and value of CC is 1 that shows that the recovered
image is similar to the source image.

4.1. Pixel data analysis

The effectiveness of a data security algorithm is also analysed using the histogram and
mesh plots. The histogram of ciphertext obtained by a security algorithm should be
significantly different from that of the original image. Figure 4(a)—(c) demonstrated
the histogram of plaintext (created from multiple input images), encrypted image and
recovered image obtained in proposed algorithm. It is evident that the histogram plot
of ciphertext does not provide any information regarding plaintext. Moreover, the
effectiveness of proposed algorithm is also analysed using the 3-D plot shown in
Fig. 4(d)—(f). It is observed that 3-D plot of encrypted image does not provide any
valuable information/clue regarding plaintext. The results confirm that the proposed
algorithm is both secure and resistant to statistical attacks.

(a) (b) (©)

()

300

Fig. 4. Histogram of (a) augmented image created from input images, (b) cipher text, and (c) recovered
image. 3D-plot of (d) augmented image, (e) cipher text, and (f') recovered image.
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4.2. Information entropy

The information entropy of an image measures the degree of randomness inherent with-
in the image. The value of information lies in the range of 0 to 8. The value of infor-
mation 8 indicting the pixels of image have maximum distortion. The information

entropy is computed using the following equation:

2n—1
H(k) =S —p(k;)log p(k,) (18)

i=0
Here, H(k) denoted the information entropy of source &, p(k;) denoted the probability
of'each symbol of information source. In our case, information source is our augmented
image. The value of information entropy for plaintext is 7.86 and ciphertext 7.996. Thus,
results indicate that proposed algorithm is robust and secure.

4.3. Key sensitivity analysis

In this section, the effectiveness of encryption keys used in the decryption process is
tested by using the incorrect encryption key at the decryption end and the results are
presented in below cases.

Case 1: Another secretkey used in the decryption process is private key (PK) which
is obtained in the step 3 of the encryption procedure. In this case, again we had used
RPM3 in place of PK and the obtained decrypted image is shown in Fig. 5(a).

Case 2: Another key used in the decryption procedure is the angle of propagation
used in the gyrator transform. If we use a different angle rather than the one used in
the encryption process, then the obtained recovered image is shown in Fig. 5(b).

From all the above cases, it is very clear that the proposed scheme is very sensitive
to its secret keys used in the encryption process and the same keys required to be used
in order to get the data at the receiver end. Also, the sensitivity graph shown in Fig. 5(c)
is plotted for the angle used in gyrator transform and the deviation analysis from the

1.0 T
() (b / ©

Deviation from angle of gyrator transform

Fig. 5. (a) Recovered image using incorrect private key (case 1); (b) recovered image using incorrect value
of gyrator transform angle (case 2); (c) sensitivity of gyrator transform angle deviated unit step from the

value used in encryption algorithm.
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correct value which is used in the encryption process is checked and observed that cor-
relation coefficient approaches to almost zero for a slight change in the angle and
hence, gyrator transform angle is very sensitive to its original value.

4.4. Correlation distribution analysis

Another metric used to validate the efficacy of security algorithm is the correlation
distribution. In our case, we have plotted 7000 adjacent pixels from augmented image
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Fig. 6. Correlation distribution analysis plot of 7000 pixels. (a)—(c) Plaintext and (d)—(f) ciphertext in
diagonal, vertical and horizontal direction, respectively.
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and ciphertext, considering in diagonal, vertical, horizontal directions. As shown in
Fig. 6(a)—(c), the pixels in the input image exhibit strong correlation with their adja-
cent pixels in all three directions. However, in the corresponding encrypted image plots
(Fig. 6(d)—(f)), no discernible correlation is observed. These results clearly demon-
strate that the proposed algorithm is robust against correlation distribution analysis.

4.5. Security analysis of proposed scheme

In this sub-section, the proposed scheme resistance to various attacks, including occlu-
sion attack, noise attack, known-plaintext attack (KPA), chosen-plaintext attack (CPA)
and iterative attack is discussed.

4.5.1. Occlusion attack

Data occlusion refers to data loss during the transmission. Sometimes, the data/image
gets hidden or overwritten by an intruder with the aim to corrupt the data/image. Some-
times due to the channel abnormalities the data may be lost. This sub-section analysed
the proposed scheme against the data lose attack. In our case to occlude the data, we
have replaced the pixel values with zero in encrypted image obtained using proposed
scheme as shown in Fig. 7(a)—(c) and recovered images shown in Fig. 7(d)—(f). From
the results, it is evident that recovered images are visible to human eye and hence the
proposed scheme resists occlusion attack up to 50% data loss.

Fig. 7. Occlusion attack analysis results. (a)—(c) Occluded encrypted images. (d)—(f) Recovered images
corresponding to occluded images using proposed scheme.
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4.5.2. Noise attack

In the process of sending the data over internet, we had a chance to mix unwanted data
due to noise in the communication channel or other causes. Therefore, it is crucial to
assess how robust our proposed algorithm is against such noise attacks. In this scenario,
ciphertext is tested with salt-and-pepper noise in the following manner:

EN=E(l +kN) (19)

Here, E and EN refers to the ciphertext and noise polluted ciphertext, respectively,
N is the noise present in the channel, and £ is the coefficient used to represent the
strength of noise. We have tested the algorithm for various types of noise attack but
the results are presented for salt-and-pepper noise.

Figure 8(a) and (b) shows the results of recovered images corresponding to the
noise polluted ciphertext with value of £k = 20 and the varying values of noise density.
The value 0.3 of noise density means 30% of the pixels in encrypted image are altered
during transmission due to noise. From the results in Fig. 8(c) it is clear that even after
0.9 value of noise density, the recovered image also provides clues about the source
images.

Fig. 8. Noise attack analysis results. (a)—(c) Recovered image with noise strength £ = 20 and noise density
0.3, 0.5 and 0.9, respectively.

4.5.3. Cryptanalysis of proposed algorithm

In this section, proposed multi-image encryption algorithm is tested with chosen and
know plaintext attack, and iterative attack. In known plaintext attack, the attacker tries
to retrieve the decryption keys using pair of plaintexts and ciphertext. In our case, we
have applied KPA to retrieve the value of RPM2 which is used as a decryption key.
Using the obtained decryption key, results are not faithful. The results of recovered
image obtained using known plaintext attack are demonstrated in Fig. 9(a). Results
demonstrated that no valuable information could be figured out from retrieved image.
Proposed algorithm is also tested with chosen plaintext attack. In chosen plaintext at-
tack, a Dirac delta function image is chosen and tries to retrieve the plaintext. The result
of chosen plaintext attack is presented in Fig. 9(b). Since, the proposed algorithm is
asymmetric in nature. So, the proposed algorithm is also tested with iterative attack
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(b)

Fig. 9. Recovered image using (a) known-plaintext and (b) chosen plaintext attack.
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Fig. 10. (a) Decrypted image using iterative attack and (b) plot of correlation coefficient (between plain-
text recovered image) versus number of iterations.

using Gerchberg—Saxton algorithm. In iterative attack, 500 iterations are performed
and the results indicate that no valuable information is find out regarding plaintext.
The result of iterative attack is presented in Fig. 10. The results of the cryptographic
attack confirm the robustness and effectiveness of the proposed multi-image encryp-
tion algorithm.

4.5.4. Comparison analysis

A comparative analysis of the proposed scheme with various other schemes is present-
ed in below tables highlighting the mechanism used, provided security level, their com-
putational speed and complexity and advantages (see Table 2).

5. Conclusion

The proposed multi-image security algorithm effectively secures multiple images us-
ing affine map and phase truncation in the gyrator domain. The asymmetric nature and
pixel scrambling ensure robust data protection. The performance of the proposed
scheme is evaluated using statistical analysis such as information entropy, and key sen-
sitivity demonstrates high security, and resistance to cryptographic attacks. The histo-
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Table 2. Comparison analysis of proposed scheme with existing schemes.

Method C.ore mecha- Security Decr.yption Resistanceto Speed agd Advantages
nism level quality attacks complexity
Phase trun-  Encrypts by High Medium to  Moderate Fast Strong
cation modifying low obfuscation,
(PT-based) phase spec- simple
trum implementa-
tion
Double ran-  Uses two Very high High (if High Medium to  High secu-
dom phase  random both keys high rity, sup-
encoding masks in the are known) ports optical
(DRPE) optical/digi- implementa-
tal domain tion
Phase Uses Medium Medium Medium High (itera- Balances
retrieval- GS/HIO -high tive) security and
aided PT algorithm to recoverabil-
recover ity
phase
Proposed Combines Very high High Very high High Strengthens
scheme optical both scram-
DRPE with bling and
chaotic transforma-
scrambling tion security

gram and mesh plot of the encrypted image are completely different from the histogram
and mesh plot of plaintext image that indicating proposed algorithm does not provide
any information regarding plaintext. The value of information entropy is 7.996, which
is very close to 8. The value of the correlation coefficient is the one between plaintext
and recovered image that show the decrypted image is reliable and similar to plaintext.
The contamination results also validate the proposed algorithm to be highly efficient
and robust. The cryptanalysis results also validate that the proposed algorithm is robust
and secure against existing cryptographic attacks. Thus, results validate that the algo-
rithm is highly efficient, scalable, and adaptable to varying image numbers and sizes,
making it suitable for secure image transmission and storage across various fields.
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