Optica Applicata, Vol. LV, No. 3, 2025
DOI: 10.37190/0a/207947

Optical image encryption in the Fresnel domain
using the umbrella map and the Yang—Gu algorithm
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We present a novel image encryption approach utilizing a unique combination of Yang—Gu mixing
amplitude-phase retrieval and a nonlinear discrete chaotic umbrella map in the Fresnel domain. Our
suggested method involves the algorithm of a deterministic phase mask prior to applying the
Fresnel transform to the input image. To address the limitations and vulnerabilities of single chaotic
map systems, we employ umbrella maps to scramble the modified image’s pixels. This not only
expands the range of available controls but also improves the key size. We first encode the scram-
bled picture, then apply a Fresnel transform, followed by a second application of the phase mask.
The resulting image’s phase-truncated component undergoes Yang—Gu mixture amplitude-phase
retrieval algorithm in the Fresnel domain. The encryption process employs one-way binary mod-
ulation, ensuring easier storage and transmission of the image. Extensive statistical and attack anal-
yses have been performed to evaluate the strength of proposed technique. Moreover, the sensitivity
analysis of the scheme has been thoroughly investigated, confirming its effectiveness and reliability
of encryption scheme.
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1. Introduction

Multimedia information may now be conveniently saved and sent via the internet be-
cause to the widespread availability of digital technology and communication networks.
This study is very sensitive, making data security a top priority. The effectiveness, se-
curity, and privacy of conventional digital cryptosystems have been the subject of ex-
tensive investigation. Many approaches have been offered over the last several decades
to fulfil the demanding needs of image encryption [1-6]. A random phase mask (RPM)
is used in both the input domain and the Fourier transform domain in the well-known
technique of double random phase encoding (DRPE) [7]. DRPE-based optical encryp-
tion techniques, such as the Fourier transform [8,9], the discrete sine and cosine trans-
form [9,10], the fractional Fourier transform [11], the gyrator transform [12,13], the
fractional Hartley transform [14,15], the gyrator wavelet transform [16], and others,
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have been implemented in a variety of settings [17-23]. Scrambling, which may be
done using chaotic systems, is one of the finest methods for incorporating the encrypted
image derived from the input image. Several properties of chaos, such as pseudo-ran-
domness, ergodicity, and exponential sensitivity to beginning conditions, may be use-
ful in cryptographic systems. As a result, a wide range of chaotic schemes have been
constructed [24-39], including DNA-chaotic system hybrids [31,32], and 3D Lorentz
chaotic systems [28-30]. A system’s attributes and early conditions are critical in de-
termining its chaotic nature and chaotic course. They improve the safety and depend-
ability of encryption methods by prolonging the size of the key space in cryptographic
systems.

Researchers have dedicated plethora of time and efforts on enhancing the efficiency
of cipher schemes, and optical information encryption technology has been at the fore-
front of this because of the benefits of concurrent and fast processing capacity and the
high efficiency of phase components. Refregier and Javidi’s [22] double random
phase encoding (DRPE) approach is one of the earliest and most extensively studied
image-encrypting optical algorithms. This scheme encrypts the image amplitude using
a 4-f imaging system and two independent random phase keys (RPKs). One is in the
Fourier plane, the other is in the input plane. After more than 20 years of study and
development, a wide range of optical information encryption techniques is now available.
The optical signals may be encoded in a variety of ways, including amplitude, phase,
wavelength, and polarization. Researchers’ continued curiosity in optical security and
encoding techniques have been seen in the abundance of recent publications [6-8].
The encryption technique’s key space has been intended to be increased from the frac-
tional Fourier transform (FrFT) domain to the Fresnel domain, the Hartley transform
domain, and the wavelet domain. All the above techniques are based on the traditional
DRPE configuration. The linear canonical integral gyrator transform (GT) depicts ro-
tations in phase space’s deformed position-spatial frequency planes. This technology
is easily adaptable to a range of other optoelectronic systems and is simple to apply.
This requirement has resulted in the development of several enhanced approaches for
working with colour photographs, watermarking multiple images, and so on. Instead
of a white-noised RPK, a structured phase key (SPK) could be utilized for encrypting
data and decrypting it. There are quite a few different types of SPK, including toroidal
zone masks, linear phase masks, spiral phase masks, and fractal zone masks. These
SPKs have all been shown to be extremely flexible, safe, and user-friendly.

Earlier methods relied on traditional chaotic maps only jumble the pixels, resulting
in valuability of data. Using the Fresnel domain, the umbrella map, and the Yang—Gu
mixing algorithm, we propose a novel approach for image encryption. Scrambling the
pixels using an umbrella map [40] and then using the Yang—Gu mixing method to make
the scheme nonlinear and expand the space of the key and enhances the strength of the
method while also generating an output with a real value that is easy to store and trans-
fer. Here, we use the Fresnel domain to facilitate the development of higher-order struc-
tures. Results from statistical analysis, significant sensitivity analysis, and attack
analysis are presented in Section 3 as part of the scheme validation process. Section 4
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compares the proposed mechanism to recent scheme to understand its importance. Sec-
tion 5 concludes the study.

2. Overview
2.1. Fresnel transform

The Fresnel transform is defined as an operation performed on the input image /(x, y).

o 0

F(u,v) = FrT, {I(x,y)} = j J.I(x,y)hi,z(u, v, x,y)dxdy (1)

—00 —00

In this case, the wave’s wavelength and its propagation distance are represented by the
Fresnel transform parameters zand A and 4, (u, v, x, y) the kernel, which is represented
by the following equation:

hy (u,v,x,y) = exp(i i—n) exp [%(u —x)2 + (v _y)Z} 2)

ilz
2.2. Yang—Gu mixture amplitude phase retrieval algorithm

In 2015, the idea of repeatedly recovering amplitudes and phases in the Fourier trans-
form was proposed by Sut et al. [41], to strengthen the security of cryptosystems. The
Yang—Gu mixed amplitude-phase retrieval technique in the discrete wavelet transform
uses the input 7(x, y) and the public key (u, v). With this strategy, the hidden function
e; + 1(u, v) and phase function ¢ (x, y) use criteria of convergence in their calculations.

At the beginning of each loop, a function is built. e;(u, v) when a random number
between two values [0, 1] is used. On the k-th iteration, e; (u, v) include with R(u, v)
as well as provide the result of an inverse Fresnel transform F; (x, ) as depicted in the
below equation:

F (x,y) = IFrT{e, . (u, v)R(u, v)} 3)

where the inverse Fresnel transform’s operators is denoted by IFrT. Let us examine
the time amplitude by expression (3) be /&;(x,y) =|F(x,y)| and phase part be
¢ (x,y) = arg F;.(x, y). Figure 1 showing the procedure of Yang—Gu mixture amplitude
phase retrieval algorithm.

Next iteration’s e, (u, v) may be determined by the following correlations:

E (u,v) = FrT{r(x, y)exp[o,(x, y)]} 4)
e (u, v) = Re|E, (u, v)R*(u, )| (5)

where * denotes the conjugate operator, Re represents the real part operator and
FrT denotes the Fresnel transformation operator.



452 A. KUMAR, S. YADAV

R(u, v)——p»{  Phase Phase
—Pp BT |—P»
e (U, VP Amplitude Amplitude —) h(x, y) v
(%, y)

e (U, V) = e (u, v)explinb(u, V)]

ey (u, v) = Re|Ey(u, v)R*(u, v)|

Phase g
Amplitude <— (X, y)

Fig. 1. Flowchart for Yang—Gu mixture amplitude phase retrieval algorithm.
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Once controls are in place, the iteration process stops. When the normalized mean
squared error (NMSE) hits a certain threshold, the loop is terminated. The NMSE be-
tween the original and iterated picture may be determined by the given equation:

2
|75 ) =y (5, )]
NMSE = —X (6)

Y o)

xy

A one-way binary phase modulation is used since the encrypted images contain both
positive and negative elements. Application of the binomial phase modulation function
results in exp (u, v), where each negative number has been changed into a positive num-
ber. Equation is used to get the value of b. The value of b is calculated using the fol-
lowing equation:

1, e, <0
b(u,v) = (7)
0, e, >0
In this situation, b(u, v) serves as a kind of secret key.
er. (u,v) = e, (i, v)exp [mb(u, v)] (8)

The decoding key D(u, v) is calculated using multiplying the binary phase modu-
lation by the public random phase key R (u, v) and exp[inb (i, v)]

D(u,v) = R(u,v)exp [inb(u, v)] 9

2.3. Deterministic phase mask

As part of their proposed encryption systems, scientists have investigated DRPE. There
is plenty of bandwidth provided here for verified users to freely swap masks with one
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another. To avoid this issue, a computational phase mask may be utilized in place of
a randomly generated one. The low length of the shared key is an attractive feature
since it requires less bandwidth and is easier to manage. In this study, chaotic maps
are used to create deterministic phase masks. This method generates stochastic phase
masks from both a cubic map and a chaotic logistic map. A nonlinear chaotic map in
one dimension is as shown by the subsequent equation.

S(x) = t;x(1-x) (10)

and ¢, the bifurcation parameter, may be assumed to be 0 < ¢, <4. The following is
the definition of the logistic map in its recursive form:

ar1 = 4x,(1-x,) (11)

When n iterations are performed, the best estimate moves fromx, tox,,and x, € [0, 1].

Once the bifurcation constraint is in the range [3.5699456, 4], shown in the fol-
lowing equation, chaotic behavior will occur. Let X; be a one-dimensional sequence
generated by the nonlinear chaotic equation, with M x N elements, where N columns
may be built by inserting components in the sequence in any order.

X

X = X X0, X35 o0 Xy o v ) (12)

Here x; € [0, 1]. If we take the sequence X| and arrange its M elements in a column,
we may create the 2-dimensional matrix Y:

Yy ={Y,,;[i=12,.,M j=12 ., N} (13)
Using this given equation (14), we can compute the deterministic phase mask:
DPMI(x,y) = exp|i2ny, ;(x,»)] (14)

Wherein coded messages are sent using x, and ¢;. A chaotic cubic map may similarly
be used to produce the second DPM2. The cubic map’s equation is as follows:

n+l — t2xn(1_xr2l) (15)

where the bifurcation parameter ¢, has a value within the interval 0 < ¢, < 4.

X

2.4. Umbrella map

The sequence generated by various chaos functions may be modified to produce the
desired attributes of pseudo-randomness, non-correlation, and ergodicity due to the
chaotic system’s sensitivity to initial conditions. As a result of its better chaotic be-
havior and characteristics, the chaotic system is well-suited for usage in image encryp-
tion methods. Every change to the chaotic system’s initial circumstances will produce
a fresh random value sequence that bears the characteristics of non-periodicity and
non-convergence.
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This study used a 2-dimensional chaotic umbrella map created by modifying the
Tinkerbell map as its foundation. In 2020, SACHIN et al. [43] used the sine function
in Tinkerbell’s map to develop an umbrella map, which they discovered preserved the
umbrella shapes of all the chaotic activity and the bifurcation diagrams that mimic
them. The suggested map’s fixed-point predictability was also investigated. We will
now discuss the umbrella map, which we get by solving iterative equations:

x, ., = sin(x?)—y2+asin(x,) + by, (16)
Y,+1 = sin(2x,)y, +csin(x,) +dy, (17)

The number of iterations and the map parameters are represented by n, a, b, ¢
and d, respectively. The initial umbrella map key parameters are a = 0.874,
b € (-0.6013, 0.5142), ¢ = 2, and d = 0.5. The numerical simulation begins with the
values 0.1787 and 0.178 for the initial parameters x,, and y,, respectively.

2.5. Proposed encryption algorithm

We used an umbrella map to boost DRPE’s robustness and to randomly jumble its pix-
els. The decryption and encryption procedures for the suggested system are shown
technically in Figs. 2 and 3, respectively.

An in-depth explanation of the intended cipher system is as follows.

2.5.1. Encryption process

Following is a technique for creating encrypted images /,(x) from the input image /(x).
Step 1: The input image /(x) is masked after being subjected to a first deterministic
phase mask DPM1.

I_(x) = I(x) x DPMI (18)

D(u, v)

-

Yang-Gu
algorithm

Fig. 2. The schematic diagram of the encryption process.

[D(u, v)] [ Keyl | [ DPM2*|

IFrT IFrT i
9 r 9 r e DescrLeJllr\n/Ibhng

Fig. 3. The schematic diagram of the decryption process.



Optical image encryption in the Fresnel domain... 455

Step 2: The Fresnel transform (FrT) of /,(x) is obtained.

I (x) = UM{FT[],(x)]} (19)
Step 3: When used with another deterministic phase mask, DPM2 I (x)

I (x) = I, .(x) x DPM2 (20)

Step 4: Another use of the Fresnel transform (FrT) operation; in this case, the phase
reserve (PR) operation is used to establish a private key (Key1), and the phase truncated
(PT) component is used for further processing.

]transiscm(x) = FrT [ Iscm (x)] (2 1 )
Keyl = PR[/ing som(¥)] (22)
[mag(x) = PT[Itransiscm(x)] (23)

Step 5: To cipher a picture, we use the real-valued Yang—Gu (Y G) mixing approach
detailed in Section 2.2.

[(x) = YG[I,(x)] (24)

2.5.2. Decryption process

The steps for decryption procedure.
Step 1: 1.(x) image is combined with D (u, v) to get 1., (x)

I (x) = I.(x)xD(u,v) (25)

Step 2: Try it in the reverse direction inverse Fresnel transform (IFrT) of /.. (x)
Fresnel function (/.. (x))

Iinter(x) = IFrT [ Iret(x)] (26)

Step 3: Key1 is a private key that may be used to /,

ec_trans_scm(x)

(x) =1

inter

(x) x exp(iKeyl) 27)

rec_trans_scm

Step 4: Take inverse Fresnel transform IFrT of 7. ane sem(X) to get L. o (x)

1 rec_sm (x ) = IFtT [ 1 rec_trans_scm (x ) ] (28)

Step 5: Use DPM2* the conjugate of DPM to decode the received information.

II'CCfSC(x) = Irecism(x) x DPM2* (29)
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Step 6: Descramble /

rec_sc

(x) applying umbrella map and using IFrT to obtain

Lo m(x) = IFIT{UM[ /. ((x)]} (30)

Step 7: Applying DPM1 conjugate that is DPM1* to /. ,(x) to obtain decrypted
image.

I(x) = I p(x) x DPMI* 31

The proposed encryption method uses double deterministic phase masks, an aux-
iliary key, and a private key (Keyl). Binary phase modulation b(u, v) and a random
phase key R(u, v) are brought together in D(u, v). Fresnel parameters are crucial be-
cause they expand the range of valid pivot points in the scheme. The parameters a, b,
c and d, as well as the initial seed values, are all retained in the umbrella map. DPM2,
Keyl, a4, a,, and x; and y, correspond to the public keys D (u, v) and DPM1, and the
digits a, b, ¢, and d that they share. This is why the technique employs the usage of
both private and public keys.

The suggested approach is adaptable to both digital and optical implementations,
as seen in the bottom of Fig. 4, which depicts a hybrid configuration that may be utilized
to integrate both the digital and optical elements of the decryption process. The optical
system and the computer use charged-coupled devices (CCDs) and spatial light mod-
ulators (SLM) for data transfer. Each decryption key has its own unique SLM that must
be protected at all costs. D(u, v), Keyl, DPM1* and DPM2*. The computer helps the
descrambling process that makes usage of the umbrella map go more smoothly. Finally,
the CCD is utilized to save the decoded image to the computer.

e
(x)... e > . > - - o b-—‘ CCD
T |

u L u U

D(u, v) Keyl TFiT DPM2* TFrT DPM1*

Descrambling

PC

Fig. 4. Optical setup of the proposed mechanism.

3. Results and analysis

Numerical simulation is employed in this part to verify and confirm the study’s conclu-
sions. There are grayscale pictures of Barbara and Peppers, as well as a 256-by-256 bi-
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nary image. Using logistic and cubic maps with initial values and control parameters,
xo = 0.4 and, x, = 0.564, respectively, and ¢, = 3.99995 and ¢, = 3, respectively, deter-
ministic phase masks are produced. The NMSE threshold is 0.0001 for a high-quality
image when utilizing the Yang—Gu strategy’s. The umbrella map’s parameters a, b, ¢
and d are 0.874, 0.4532, 2, and 0.5. The initial values of x, and y, are given as 5.1787,
and 0.178, respectively.

Figure 5 demonstrates the strategy’s verification. Figures 5(a)—(c) shows the
Peppers and Barbara input images as well as a binary picture. Figures 5(d)—(e) and
Figs. 5(g)—(1) depict two different private keys, Keyl and D(u, v), respectively. The en-
crypted images that were obtained are shown in Figs. 5(j)—(i). Figure 5(m)—(o) depicts,
nevertheless, the corresponding decoded images. Decoded pictures of Peppers and

Fig. 5. Scheme validation results. (a)—(c) The input images of Peppers, Barbara and binary image; (d)—(e)
and (g)—(i) the private Key1 and another key D(u, v) for each image taken individually; (j)—(1) their cor-
responding ciper images obtained; (m)— (o) the corresponding decrypted images.

Fig. 6. Deterministic masks (a) DPM1 and (b) DPM2.
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Table 1. Evaluation results of MSE and PSNR.

Parameters
Algorithm Input image MSE PSNR [dB]
DRPE [7] Gray image 4.13x1073 291.9
Binary image 2.83x1073 304.1
Jino et al. [14] Gray image 4.13 x 10777 292.8
Binary image 733 x107%7 301.2
PENG et al. [19] Gray image 7.04 x 10716 178.4
Binary image 3.59 x 10716 190.25
Proposed cryptosystem Gray image 8.58 x 1072 240.18
Binary image 7.29 x 1072 241.30

Barbara as well as a binary image are shown in Table 1 along with their matching MSE
and PSNR values. These numbers indicate the potential success of the suggested meth-
od. Figure 6 (a) and (b) displays two deterministic masks DPM1 and DPM2.

The effectiveness of the proposed approach has been shown by extensive statistical
analysis, attack analyses, and crucial sensitivity assessments.

3.1. Statistical analysis

The system’s validity and reliability have been verified using histogram and 3D plot
analysis, correlation distribution testing, and entropy data display. The correlation co-
efficient (CC), mean squared error (MSE), and peak signal-to-noise ratio (PSNR) are
obtained by

3 (1.0 - TR [ 165 - TG |
cC = /o] (32)
2 H, w,

H, W, 2
S S aH-1GH] |3 3 L6 -LGH)]
i=1j=1

i=1j=1

In this context, images of size H; x W, are expressed by /(i, j) and 1,(i, j) individually.
The calculation of average is done by given equation:

— 1 Moy o
I(i, ) = WZI le(laj) (33)

The median extracted image /.(7, j) may be obtained in a similar fashion. The fol-
lowing formula may be used to get the mean squared error (MSE):

1 H w 2
MSE(I(iy ). (/) = === 3" 3 [ 16, ) = 1,(G. )] (34)
1 1

i=1ln=1
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Margin of error mean squared relating the source image »(x, v) and the iterated im-
age, the NMSE (normalized mean squared error) is calculated

S [re ) - by n]

X,y
NMSE = (35)

> rixy)

Xy

The peak signal-to-noise ratio (PSNR) can be determined as

2
255 ‘ (36)

PSNR = 10 log
MSE

3.1.1. Histogram analysis

The dissemination of the grayscale quantities in a photograph is depicted by a histo-
gram, which is a bar graph. It demonstrates how many pixels are needed to produce
a specific shade of grey. A key component of any effective picture encryption method
is that the original and encrypted image’s histogram must deviate significantly. This
illustrates how much randomness or uncertainty the encryption technique introduced
into the image. Figure 7 shows the suggested method’s histogram graphs using the Bar-
bara input image. Figure 7 displays histograms for image input, encryption, and de-
cryption. The figure indicates that although the encrypted image’s histogram plot is
practically flat, appearing like white stationary noise, the decrypted image’s histogram
plot is comparable to the input image. The robustness and longevity of the proposed
mechanism are so clearly shown.
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Fig. 7. The histogram plot for (a) the input image of Barbara, (b) encrypted image, and (c) decrypted
image.

3.1.2. 3D plot analysis

The Barbara image, the encrypted Barbara, and the decoded Barbara are all displayed
in Fig. 8. The encrypted image’s pixels are not physically connected, as shown by
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Fig. 8. The image pixel intensity distribution of the (a) input image of Barbara, (b) corresponding en-
crypted image, and (c) decrypted image individually.

Fig. 8(b). The CC parameter, which indicates how closely an encrypted image matches
its original input version, is determined to have the value of —0.0042. In contrast, the
input and decrypted images share a lot of similarities in terms of the pixel distribution
and correlation between their individual pixels (CC = 0.9998). It effectively demon-
strates the efficiency and dependability of the proposed method.

3.1.3. Correlation distribution analysis

1000 randomly selected horizontal, diagonal, and vertical pixels from the source pic-
ture and the encrypted image were used to conduct a correlation distribution analysis,
the results of x which are shown in Fig. 9. The pixels in the input picture /(x) are shown
to be substantially associated with one another in the diagonal, horizontal, and vertical
planes in Figs. 9(a), (c¢), and (e), while in Figs. 9(b), (d), and (f), they are not. This is
evidence that pixels have been distributed randomly as anticipated by the idea and
demonstrates the reliability of the suggested method.

3.1.4. Entropy analysis

Entropy of an image may be a good indicator of how uncertain or unpredictable it is.
Eight bits is the maximum amount of entropy that may be used to represent a picture.
The pixel distribution of an image is consistent with white stationary noise. Ideally,
the entropy of the encrypted image would be as close to maximum as possible, and
this is something that any good photo encryption system should strive for. As a result,
we may use the equation to determine the encrypted image’s entropy after utilizing the
suggested technique to create it.

Hm) = =3 p(m)log, p(m,) (37)

where p(m;), stands for the probability of symbol m;. To what extent the method de-

scribed in the encrypted image causes unpredictability and uncertainty is shown by the
result of 7.9955. This demonstrates the scheme’s robustness and stability.
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Fig. 9. The correlation distribution analysis of randomly selected 1000 pixels of the (a, c, €) input image /(x)
and (b, d, f) encrypted image /. (x) in horizontal, diagonal and vertical direction.

The PSNR results indicate that while there is a slight loss in image quality, it is
within acceptable limits for secure image transmission. This indicates that the proposed
cryptosystem achieves the desired level of randomness.

3.2. Attack analysis

Several types of threats have been investigated, and the suggested strategy’s resilience
has been determined. Occlusion attacks, noise attacks, and other common forms of
cryptographic assault were all subjected to the method’s scrutiny.

3.2.1. Occlusion attack analysis

There is always the possibility that part or all a communication may be corrupted or
deleted due to network problems or outages. An adversary may try to decrypt the image
by removing data, so any security approach must take this possibility into account. It has
been determined whether the proposed strategy is effective against certain attacks or en-
vironmental circumstances. Three versions of the encrypted picture are displayed in
Figs. 10(a—c), each with a different amount of occlusion (25%, 50%, and 75%) to il-
lustrate how successful and resilient the suggested technique is against occlusion attacks.
Figure 10(d, g, j) displays Peppers’ and Barbara’s original, unencrypted pictures, as well
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Fig. 10. Occlusion results for the grayscale Barbara, Peppers and binary image with some degree of oc-
clusion. (a—c) The cipertext image with 25%, 50%, and 75% occlusion; correspondingly recovered gray-
scale (d—f) Peppers, (g—1), Barbara, and (j-1) binary image.

1.0 T T v T T v T T v

=i Peppers
09T Binary image | |

—— Barbara

0.8 f

0.7} R ]
0.6 f S ]
05t
04t :
03t 1
02t ]

0.1

0 10 20 30 40 50 60 70 8 90 100

Fig. 11. CC plot against percentage of occlusion for the grayscale Barbara, Peppers and binary image.
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as the binary image after 25% occlusion. Figure 10(e, h, k) and (f, i, 1) displays the
decrypted versions of these photos, with occlusion percentages ranging from 50% to
75%. Here, it is demonstrated that the suggested strategy can resist an occlusion assault.

Figure 11 illustrates a CC plot against the percentage of occlusion as part of an in-
vestigation on the scheme’s performance against occlusion attack (see below). The graph
shows that Peppers’ and Barbara’s grayscale pictures can withstand occlusion up to
almost 99%, while the results for binary images are good, although the necessary in-
formation is transmitted up to 80%. Even when the encrypted image is up to 50% ob-
scured, the recovered image can still be recognized, even though its quality decreases
as the amount of obscured region increases. The plot of CC shows how occlusion af-
fects the larger range of occluded region.

3.2.2. Noise attack analysis

The quality of a communication channel may be degraded at any time by the presence
of noise. Even if you encrypt a message before sending it, the receiver may have prob-

(©)

()

(@)

Fig. 12. The decryption results obtained for images of Peppers, Barbara and binary image after contam-
inating encrypted image with noise strength (a—c) K = 2500, (d—f) K = 5000, and (g—h) K = 7500, respec-
tively.



464 A. KUMAR, S. YADAV

lems decrypting it if they are hacked. The recommended approach has been evaluated
forits efficacy against such assaults. The ciphertext (CT) generated using the suggested
approach is tainted (CT') by normal random noise N with zero mean and unit variance,
according to the following equation:

CT'=CT+KxN (38)

where K refers to noise strength.

Figure 12 displays decrypted images of Peppers (a, d, g), Barbara (b, e, h), and
a binary figure (c, f, 1) that were originally affected by noise of strengths K = 2500, 5000
and 7500, respectively. The proposed approach is effective since noise invasions into
grayscale images are readily rejected. Grayscale images with considerable noise may
be recovered using the proposed method. Unfortunately, the processing of binary pic-
tures is different. Figure 13 depicts the outcomes of this analysis. Binary images cap-
tured at K =50, K=75, K=100, K =250, and K = 500 will be subjected to a noise
attack, and the effectiveness of the proposed technique will be assessed. The outcome
indicates that up to K = 500, the method is similarly resistant to noise assaults on binary
image. Figure 14(a) and (b) shows a plot of CC versus noise intensity K, demonstrating
the robustness of grayscale images with a CC = 0.94. Figure 14(c) shows the findings
for a binary image up to K = 500, after which the CC begins to decline.

(a) (b) (c) (d) :.' o (e
ABC ABC ABC ABO ] [FmEne

Fig. 13. Decryption results obtained for binary image taken with (a) K = 50, (b) K = 75, (¢) K = 100,
(d) K=250, and (e) K = 500.
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Fig. 14. CC plot against noise strength K for input images of (a) Peppers, (b) Barbara, and (c) binary
image.
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A good encryption algorithm should be able to resist noise attacks. Attacks with
0.01, 0.05, and 0.1 salt-and-pepper noise are performed as shown in Fig. 12(c, f, 1). It
can be seen that the decryption images after adding 0.1 salt-and-pepper noise are still
identifiable. Therefore, our algorithm has good robustness and can efficiently resist
noise attacks.

3.2.3. Classical cryptographic attacks

The suggested solution to specific ciphertext concerns depends on unique umbrella
maps and the Yang—Gu mixture algorithm [24,43]. Numerous studies [14,19,26]
have demonstrated that if a system can withstand a particular plaintext assault, it can
also withstand a more generalized plaintext assault [4]. Therefore, neither chosen
ciphertext nor known plaintext can be used to break the offered technique.

3.3. Key sensitivity analysis

As the keys are essential to the security of any encryption mechanism, the scheme must
be sensitive to these parameters. The proposed mechanism has been shown to work
via the use of a key sensitivity analysis. An additional key, represented by D (u, v), is
used in the proposed system; it is a sequence of a random phase key, R (u, v), and binary
phase variation, b(u, v). Key1 refers to the private key used in the system. Increasing
the scheme’s key space relies heavily on the Fresnel parameters. Figure 15 demon-
strates the MSE statistical metric visually to show how sensitive Barbara’s image is
to different Fresnel transform orders. According to the statistics, MSE is zero only for
the accurate values of the Fresnel orders and is high otherwise. All characteristics of
umbrella maps are extremely sensitive to modifications, as shown by SACHIN et al. [43].
Figure 16 shows the incorrect findings that were utilized during decryption. They in-
clude a value of a, b, ¢, and d are 0.8742, 0.453, 1.8, and 0.6, where x, = 5.178 and

140 140
“"“""’""'_—”"'”*"_4 M“‘““""
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100 100
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Fig. 15. The sensitivity plots of Fresnel transform orders in terms of statistical parameter MSE for Barbara
image.
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Fig. 16. Decryption results for input image of Barbara with wrong values of (a) a=0.8742, (b) b=-0.453,
() c=1.8,(d)d=0.6, (e) x,=5.178, and (f) y, = 0.17.

Fig. 17. Decryption results for wrong key (a) DPM2, and (b) Key1 for input image of Barbara.

o = 0.17. The repercussions of employing the incorrect private key (DPM2, Key1) are
also examined. Figure 17 displays deciphering errors caused by using DPM2 and Key1
incorrectly. Regardless of the input image, the outcome is constant. The results reveal
that the suggested system is sensitive to the keys and experimental conditions.

4. Comparison analysis

Recent approaches, such as those described by WANG et al. [35], Sut et al. [41],
ABUTURAB [3], CHEN et al. [7] and others are examined and contrasted with the
proposed method. In a study Table 2 provides brief explanations of these various
transforms based on their transform domains, nature, image types, implementation,
statistical metrics, and performance against cyberattacks. The idea demonstrates a high
degree of accuracy in the face of private keys and fractional coefficients in the Fourier
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transform. It is likewise resistant to noise attacks and occlusion attacks. This proposed
system is impenetrable by standard cryptographic attacks. Hence, the proposed method
excels in key space, key sensitivity, and attack analysis.

To ensure the proposed mechanism is effective, it is compared quantitatively and
qualitatively to previously presented systems. For a qualitative comparison of the pro-
posed system to other, more recent schemes, see Table 2. Added to that input image
and the methodological approach carrying out to the transform domain, distinguishing
factors include measurable parameters, permutation approaches, substitution strate-
gies, statistical analysis of the symmetric encryption, resilience against attacks, and
encrypted output. The proposed approach is very reactive to shifts in private keys and
other parameters. It also outperforms currently used methods by a wide margin in terms
of robustness against noise attacks and occlusion attacks. This scheme’s key manage-
ment is similarly simple to that of alternatives that use a random phase mask. The final
product is an actual number, making it easy to send and store. Table 3 shows correlation
coefficients values versus different noise intensities. The proposed method is safe even
when compared to more conventional kinds of encryption. The proposed method is su-
perior because it allows for more keys, improves key management, and stands up better
against noise attacks. The created encryption has a simple structure that makes it con-
venient for sending and storing. Tables 4 and 5 provide information entropy and cor-
relation coefficients for the encrypted image horizontally, vertically, and diagonally,

Table 2. Qualitative comparison of proposed scheme to recently exiting schemes.

Basis of dis-  WANG RAKHEJA Proposed
crimination et al. [35] Suretal. [41]  ABUTURAB [3] - CHEN et al. 7] et al. [22] scheme
Transform Fourier Gyrator Gyrator and Gyrator Fractional Fresnel trans-
domain wavelet Fourier form
transform
Types Grayscale Color Color Color Grayscale Grayscale and
of images binary
Nature Asymmetric ~ Asymmetric ~ Multiple Asymmetric ~ Asymmetric Asymmetric
-image
encryption

Implementa-  Digital and Optoelec- Optoelec- Optoelec- Digital Optical and
tion optical tronic tronic tronic digital
Performance  Occlusionand Noise, occlu-  Occlusionand Occlusionand Noise, occlu-  Noise,
against attack noise attacks  sion and noise attacks ~ parameter sion, and occlusion, and

brute-force sensitivity brute-force classical cryp-

attacks analysis attacks tographic

attacks
Statistical CC CcC CcC NCC, PSNR  Entropy, CC, Entropy, CC,
metrices MSE MSE, NMSE,
PSNR

Table 3. CC values versus different noise intensities for grayscale image.

Noise intensity 25 50 75 100
CcC 0.9486 0.8217 0.6720 0.5441
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Table 4. Comparison of average information entropy.

Information entropy

Yu et al. [45] 7.9988
ANJANA et al. [47] 7.9922
SACHIN et al. [24] 7.9977
WANG et al. [34] 7.9993
SHAH et al. [49] 7.9595
Proposed scheme 7.9955

Table 5. Average correlation coefficients.

Horizontal Vertical Diagonal
SACHIN et al. [43] 0.0198 0.0224 0.0096
ABUTURAB [44] —-0.0198 —-0.0028 —-0.0036
Yu et al. [45] 0.0042 —-0.0033 0.0016
WANG et al. [34] 0.0070 0.0065 0.0067
SHAH et al. [49] —-0.0034 0.02567 —-0.01655
CHaLI et al. [50] 0.0028 0.0029 0.0037
Proposed scheme 0.002034 0.001146 0.000534

provides a fair comparison of the suggested technique to existing ones. The outcomes
indicate the strategy’s fruitfulness and efficacy. Decorating the pixels in both ways ef-
ficiently increases the encrypted image’s information entropy.

5. Conclusion

In this research, we provide an approach for encrypting digital images employing the
Fresnel transform that is nonlinear and chaotic. The established procedures use
a Yang—Gu mixed amplitude-phase retrieval method and a unique chaotic umbrella
map. An input visual picture is transformed using a deterministic phase mask and
Fresnel transform, and its pixels are then scrambled using an umbrella map. When the
picture has been encrypted using a second deterministic mask, the key space and se-
curity are both expanded by applying the Fresnel transform to the ciphertext. To eval-
uate and confirm the effectiveness of the proposed scheme, a comprehensive set of
statistical and attack-based analyses were conducted. These included histogram anal-
ysis, entropy analysis, key sensitivity analysis, correlation distribution analysis, oc-
clusion attack analysis, noise attack analysis, and assessments against classical
cryptographic attacks. The findings indicate that the proposed encryption algorithm
exhibits outstanding resilience, particularly in the presence of noise attacks. The ex-
perimental results of this work reveal that the recommended picture encryption meth-
odology is superior to other originally proposed image encryption techniques due to
its high complexity and greater security.
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