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In this paper, we propose a robust asymmetric image encryption algorithm that integrates integer
wavelet transformation (IWT) with elliptic curve cryptography (ECC). The scheme first applies
the IWT to decompose the input image into sub-bands, effectively capturing both spatial and
frequency domain features. Subsequently, the significant coefficients are selectively encrypted us-
ing ECC to achieve high security and efficient key management. The proposed algorithm leverages
the inherent advantages of IWT for effective image representation and the robust security features
of ECC, which provides smaller key sizes compared to traditional RSA-based systems while en-
suring comparable security. Extensive experimental results, including statistical analyses such as
histogram uniformity, correlation coefficients, and entropy metrics, demonstrate the algorithm’s
resilience against various attacks, including differential and brute-force attacks. The proposed
method thus ensures secure image transmission while maintaining computational efficiency, mak-
ing it suitable for real-time multimedia security applications.
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1. Introduction

With the evolution of web technology, multimedia has become the dominant form of
communication. Social media applications such as Instagram, Facebook, etc., generate
humungous traffic which mainly exchange images and videos. Now, IoT era has led
the growth of traffic from 6.2 EB to 30.6 EB during 2010 to 2020 [1,2]. Enormous
images are transferred daily across the globe. This communication is mostly personal
in nature which underlines the need for the confidentiality. It requires highly secure
and stringent privacy procedures with optimal trust mechanisms to be in place. There-
fore, development of secure sharing method that guarantees safe image delivery is
a must [2,3].
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Cryptography can be used to ensure confidentiality, integrity and availability of the
images. Encryption of images before transmission by symmetric or asymmetric crypto-
systems can be done to achieve confidentiality. Asymmetric cryptosystems have the
inherent advantage of key-confidentiality over symmetric cryptosystems. Elliptic curve
cryptography (ECC) is one such popular asymmetric cryptosystem which provides
more security per bit as compared to other public key infrastructures [4,5]. In new pub-
lic key cryptosystems using ECC are proposed with aim of improving efficiency. Short
key size of  ECC makes it attractive multimedia datatypes. For image encryption, it
provides faster execution in comparison to another cryptosystem. A wide range of con-
tent protection methods are implemented for images and videos based on ECC [6-8]. 

Digital encryption schemes have been old and their vulnerabilities to various at-
tacks is well-known. Legacy methods use wireless transmission which is susceptible
to many attacks. Moreover, the capacity of wireless media is limited by the channel
behavior. Optical media is more secure than wireless communication. It is also easy
to attack a wireless transmission without being detected. Optical media remains the
backbone of communication due to its large capacity. Hence, development of optical
cryptosystems is the need of the time. Optical encryption schemes achieve higher in-
formation capacity than their digital counterparts. These schemes also provide the op-
tion of parallel processing which is absent in digital encryption schemes [9-11].

2. Related work

In 1995, the proposal of  DRPE i.e., double random phase encoding for image encryp-
tion was presented by REFREGIER et al. [5]. With the passage of time, the technique was
developed through a variety of approaches such as, phase retrieval algorithm, fractional
Fourier domain, amplitude modulation, Fresnel domain, etc. [3,12-16]. But symme-
tricity and linearity came out to be biggest weakness of DRPE. It was exploited by
cryptanalysts and statistical vulnerability was exposed through several attacks [17-21].
To overcome the vulnerability of the symmetric systems, QIN et al. [21] proposed
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an asymmetric system that used non-linear operations of amplitude and phase trunca-
tion two times in the scheme. But it was found to be susceptible against iterative trans-
form-based attacks [23-29]. Meanwhile, many advancements have also been reported
by the researchers based on single value decomposition, chaotic system, random binary
phase modulation, etc. [30-41]. These also contained the option for multi-image en-
cryption and parallel processing which is very useful in attaining a high throughput.

An asymmetric scheme based upon equal modulus decomposition and coherent
superposition was proposed by CAI et al. [41]. The authors also improved it further [42]
after it was found vulnerable to special attacks [43]. KEKRE et al. [44] used orthogonal
transforms to generate hybrid wavelet transformation for image compression and anal-
ysis. The production of these wavelets may vary according to size and different types.
It can be achieved by bringing a change in the elements count at every level of reso-
lution and utilization of different component transforms. The images are compressed
and analyzed using these unique wavelets. The adaptability and flexibility due to in-
herent nature helps in the implementation of cryptosystems having extensive key space
and security. These wavelets along with some advancements were used for image en-
cryption [23,46-57]. 

Scrambling technique is used to add confusion. It provides the permutations of bit
-value in bit-plane. Due to these permutations, the correlation of pixels between the
original and encrypted images is minimized. Hence, it can be used to augment the
strength of cryptosystems. Chaotic systems are highly sensitive to initial conditions
and system parameters. These are used for the scrambling in image encryption algo-
rithms. The purpose is served using different chaotic systems such as 4D hyperchaotic
system, 2D logistic maps, 3D Lorenz chaotic system and chaotic Baker map. The ex-
tension in the key space and the increased randomness in the encrypted image enhance
the safety of optical schemes [7,58]. 

In this paper, safety of the cryptosystem for image encryption is reinforced by map-
ping the pixel values to elliptic curves coordinates and performing point multiplication
of pixel values with the generator G. In such cases, decryption of the cipher image
corresponds to pixel value. In proposed algorithm, scrambling is performed at the time
of encryption and descrambling while decryption. It is ensured that the largest integer
must be smaller than the prime P. It is the order or size of elliptic curve field. This tech-
nique does not share mapping table between receiver and sender [52,59,60].

The asymmetric image encryption algorithm based on integer wavelet transforma-
tion (IWT) and elliptic curve cryptography (ECC) offers a secure and efficient solution
for image transmission in modern networking environments [61]. IWT enables lossless
multi-resolution image decomposition, allowing selective encryption of critical image
sub-bands, which reduces computational load and transmission overhead—ideal for
bandwidth-constrained networks [62]. ECC, as a lightweight public-key cryptosystem,
ensures robust asymmetric encryption for secure key exchange and authentication,
making the system highly suitable for applications like telemedicine, IoT, and wireless
sensor networks. Together, IWT and ECC provide confidentiality, integrity, and scal-
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ability, addressing the core security needs of image communication over public or un-
reliable networks [63].

Asymmetric cryptography is one of the most important technologies in today’s
information security field. Its security depends on the confidentiality of its key and
the strength of its algorithm [64]. However, with the continuous development of com-
puter technology, cryptographic analysis methods are also constantly improving, so it
is particularly important to conduct in-depth research and analysis on asymmetric
cryptographic systems [65]. This scheme proposes a new method for constructing
S-boxes and generates a pseudorandom number PRN by using the total order of asym-
metric elliptic curves on a prime number field, which achieves good encryption results.
AZAM et al. [66] proposed an asymmetric optical image encryption algorithm. Con-
struct two random phase masks using two chaotic systems, assign and manage initial
parameters using a public key cryptography system, and realize achieve asymmetric
encryption of  images. In the decryption process, the receiver obtains the hyperchaotic
random phase mask by decrypting the private key in the public key cryptosystem and
decrypts the encrypted image by optical or digital means [67].

3. Mathematical background 

3.1. Integer wavelet transformation (IWT)

Integer wavelet transformation (IWT) is a transformation that works in the discrete do-
main using integer coefficients, making it suitable for image encryption applications.
The IWT provides multi-scale analysis, which divides the image into low-frequency
and high-frequency components. This decomposition helps in reducing the amount of
data to be encrypted. The integer wavelet transform (IWT) is a variation of the classical
discrete wavelet transform (DWT) designed to handle digital data (like images) more
efficiently by ensuring lossless and invertible transformation. Unlike the traditional
DWT that typically produces floating-point coefficients (requiring rounding for digital
storage), IWT maintains integer values, making it highly suitable for image encryption,
compression, and digital watermarking.

Mathematical formulation for IWT: the wavelet transformation Iw of an image I  is
represented as 

(1)

where Tw is the wavelet transformation operator. For a 2D image, this can be written as

(2)

where: LLL is the low-low frequency component, LLH is the low-high frequency com-
ponent, LHL is the high-low frequency component, and LHH is the high-high frequency
component. These components are quantized and used for encryption.

Iw Tw I =

Iw
LLL LLH

LHL LHH

=
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3.2. Elliptic curve cryptography (ECC)

Elliptic curve cryptography (ECC) is a public-key cryptosystem that utilizes the math-
ematical structure of elliptic curves over finite fields to provide secure and efficient
encryption, decryption, key exchange, and digital signatures. Unlike traditional
public-key systems like RSA, which rely on the difficulty of factoring large integers,
ECC’s security is based on the intractability of the elliptic curve discrete logarithm
problem (ECDLP). This problem involves finding the integer k given points P and
Q = k P on an elliptic curve, which is computationally hard. ECC is known for its abil-
ity to achieve strong security with relatively small key sizes offering equivalent secu-
rity to RSA with substantially reduced computational and memory requirements. For
example, a 256-bit ECC key provides a security level comparable to a 3072-bit RSA key.
This makes ECC particularly attractive for resource-constrained environments like
mobile devices and real-time communication systems, where both efficiency and high
security are paramount. An elliptic curve is a non-singular cubic equation with an alge-
braic structure of elliptic form over a finite field. These structures are symmetric about
x-axis and this property plays an important role in operations. 

(3)

where a and b are integers which satisfy 4a3 + 27b2 ≠ 0(mod[ p ]) and p is a large prime
number.

Private key denoted by d and it is a randomly chosen integer. Public key denoted
by Q and is calculated and Q = dP, where P is a generator point on the curve.

To encrypt a message W (image coefficient), the ECC encryption is 

(4)

where k  is a randomly chosen integer for each coefficient.
The decryption process is 

(5)

where d  is the receiver’s private key.
Security in image encryption using elliptic curve cryptography (ECC) is achieved

through its strong mathematical foundation, which ensures confidentiality, integrity,
and authentication with relatively small key sizes. ECC maps image data to points on
an elliptic curve and encrypts them using public-key operations, making it highly re-
sistant to brute-force and cryptographic attacks. Its efficiency and low computational
overhead make ECC ideal for secure image transmission in resource-constrained en-
vironments like IoT, mobile devices, and wireless networks.

3.3. Fourier transformation (FT)

The Fourier transform is applied to the image data to convert it from the spatial domain
to the frequency domain. Fourier transformation (FT) is a powerful mathematical tech-

y2 x3 a x b+ +  mod p =

Cw WQ k P+=

W Cw d P–=
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nique that transforms a signal from its original spatial or time domain into the frequen-
cy domain. In image processing, FT represents an image as a sum of sinusoidal basis
functions with varying frequencies and amplitudes. This transformation decomposes
the image into its frequency components, making it easier to analyze characteristics
such as edges, periodic patterns, and textures. The continuous 2D Fourier transform
of an image f (x, y) is given by:

(6)

where f (x, y) is the spatial domain image, F{ f (x, y)} is the frequency domain rep-
resentation, u and v are frequency variables in horizontal and vertical directions, re-
spectively, and i is the imaginary unit.

After applying FT, the image is transformed into the frequency domain, where we
manipulate the coefficients for encryption. This makes the frequency-domain coeffi-
cients harder to interpret directly.

4. Proposed algorithm 

The schematic flowchart of the proposed cryptosystem is represented in Figs. 2 and 3.
Here, two arbitrary decomposition cells are cascaded twice on ECC scrambled image.
The encryption process can be done by using the following steps.

Step 1: Input. Let the input image be I = {I (x, y)}, where x = 1, 2, ..., M and y =
= 1, 2, ..., N, while I (x, y) denotes the pixel intensity at position (x, y).

Step 2: Integer wavelet transformation (IWT). Apply a single-level IWT on I, 

(7)

where LL is approximation sub-band, LH, HL and HH are horizontal, vertical, and
diagonal detail sub-bands.

F f x y   f x y  2π i xu yv+ – dx dyexp
–
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Mathematically, the transformation can be expressed as:

(8)

(9)

(10)

(11)

Step 3: ECC key generation. 1) Select a large prime p and define the elliptic curve

E : y2 ≡ x3 + ax + b (mod p) (12)

2) Choose base point G = (xG, yG) on E. 
3) Sender generates: i) private key dA  [1, n – 1], and ii) public key QA = dAG.
4) Receiver generates: i) private key dB  [1, n – 1], and ii) public key QB = dBG.
Step 4: ECC encryption of sub-bands. For each coefficient Ci, j in LL, LH, HL,

and HH:
1) Map Ci, j  to an elliptic curve point PCi, j = (xP, yP) using an appropriate point en-

coding scheme (e.g., Koblitz or Shallue–van de Woestijne).
2) Choose a random integer k  [1, n – 1].
3) Compute: 

C1i, j
 = kG (13)

C2i, j
 = PCi, j

 + kQB (14)

4) Store the encrypted pair (C1i, j
, C2i, j

).
Step 5: Ciper image assembly. 1) Replace each Ci, j  in each sub-band with

(C1i, j
, C2i, j

). 
2) Concatenate all encrypted sub-bands to form the encrypted wavelet domain

image 

CI = {(C1i, j
, C2i, j

)} (15)

Step 6: Decryption. 1) For each encrypted pair (C1i, j
, C2i, j

): i) receiver computes

PCi, j
 = C2i, j

 – dBC1i, j
(16)

ii) Decode PCi, j
 to retrieve Ci, j .

2) Reconstruct sub-bands LL, LH, HL, and HH.
3) Apply inverse integer wavelet transform (IIWT)

I' = IIWT(LL, LH, HL, HH) (17)

yielding the decrypted image I'.

LL x y 
I 2x 2y  I 2x 1+ 2y  I 2x 2y 1+  I 2x 1+ 2y 1+ + + +

4
-----------------------------------------------------------------------------------------------------------------------------------------------------------=

LH x y  I 2x 2y  I 2x 1+ 2y –=

HL x y  I 2x 2y  I 2x 2y 1+ –=

HH x y  I 2x 2y  I 2x 1+ 2y 1+ –=
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In the asymmetric image encryption algorithm based on integer wavelet transfor-
mation (IWT) and elliptic curve cryptography (ECC), key exchange is typically achieved
using protocols like elliptic curve Diffie–Hellman (ECDH). ECDH allows two parties
to securely generate a shared secret over an insecure channel, which can then be used to
encrypt the IWT-transformed image data. This ensures secure transmission without
prior key sharing. Alternatively, ECIES (elliptic curve integrated encryption scheme)
may be used for hybrid encryption, combining ECC with symmetric ciphers and mes-
sage authentication to enhance security and efficiency.

5. Experimental results analysis 

In this section, simulation results of image encryption and decryption are presented.
The simulation environment of the algorithm proposed in this paper is on an oper-
ating system Windows 10, with CPU of  Intel Core i5-1135G7 @ 2.40 GHz and a mem-
ory capacity of 8 GB using software MATLAB (version R2019A). Test images:
standard benchmark grayscale images (e.g., Lena, Cameraman, Peppers, Baboon; see
Fig. 4), each of size 256×256 or 512×512. Implementation: MATLAB. Environment:
CPU model, RAM, OS (e.g., Intel i7, 16GB RAM, Windows 11). 

5.1. Image quality analysis

Peak signal-to-noise ratio (PSNR): MATLAB. The popular test image 512×512 Lena
and 256×256 Cameraman image was used as a host image, respectively, to evaluate
the proposed scheme. The investigation of the performance of the proposed scheme
under different circumstances was conducted in terms of imperceptibility and robust-
ness against various attacks. Many criteria were suggested to estimate the impercep-
tibility and the robustness. The most widely used criteria are the peak signal-to-noise
ratio (PSNR) and the normalised correlation (NC), which are employed consecutively.
The PSNR is utilised to estimate the imperceptibility, a term used to evaluate the sim-
ilarity between a host image and a water-marked image, and can be defined as follows:

(a) (b) (c) (d)

Fig. 4. (a) Lena, (b) Baboon, (c) Peppers, and (d) Cameraman images, used for the evaluation of  the pro-
posed scheme.



An asymmetric image encryption algorithm... 591
PSNR measures the quality of the decrypted image compared to the original. A higher
PSNR indicates better quality. The PSNR is calculated as:

(18)

where MAX is the maximum possible pixel value, MSE is the mean squared error be-
tween the original and decrypted images, and 

(19)

PSNR: > 50 dB (indicating perfect reconstruction).

5.2. Validation of scheme

A gray scale image Lena of size 256×256 is chosen as input for MATLAB implemen-
tation. The elliptic curve scrambling is also obtained using the values on y2 mod 123457
= {x3 + 5376x + 2438}mod 123457. In this process, mapping table is obtained starting
with first row point 0 till the last value. 256 points are assigned to first column, i.e.,
point 0 to 255. Second column will contain 256 to 511 and this process follow till the
allocation is complete. Here, total 123387 points are obtained on the curve and fill
250 rows and 481 columns completely and remaining rows of the last column are filled
with zeros. The parameters to encrypt the image are chosen as follows: generator
G = (2225,75856), receiver’s private key y = 36548 sender also chosen a random integer
k = 23412. Using above defined parameters receiver’s public key is PB = (30402,35513).
The original image (Fig. 5(a)) is encrypted by proposed scheme to generate encrypted
image (Fig. 5(b)). All the processes are performed in MATLAB. Recovered image
(Fig. 5(c)) is obtained by decryption process of Fig. 3. It has been observed that cor-
relation coefficient (CC) between input and recovered image is equal to one. CC is de-
fined as 

PSNR 10 log10

MAX x i j  2

MSE
------------------------------------------ 
 =

MSE
1

mn
------------ x i j  y i j –

2

j 1=

n


i 1=

m

=

(a) (b) (c)

Fig. 5. Results of the test images: (a) original, (b) encrypted, and (c) decrypted. 
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(20)

here σ denotes the standard deviation and cov defines the covariance, and I0(x, y) and
I r (x, y) are pixel values of input and output image, respectively. Original image: high
correlation (e.g., 0.95). Encrypted image: near zero (e.g., 0.001 or negative). Confirms
effective decorrelation.

5.3. Number of pixels change rate (NPCR) 
and unified average changing intensity (UACI)

In image encryption, the number of pixels change rate (NPCR) is a metric that quan-
tifies how sensitive an encryption algorithm is to modifications in the source image.
It evaluates the amount that a single pixel change in the original image alters the en-
crypted image. A powerful encryption technique is suggested by a high NPCR value,
which is close to 100% and shows that even a slight alteration to the source image has
a large impact on the encrypted image. NPCR aids in figuring out how changes in the
input affect the output of an encryption method. Even a single pixel change should pro-
duce an entirely new encrypted image since a good encryption algorithm should be
extremely sensitive to changes in the original image.

(21)

where D (i, j ) = 1 if pixel differs, else 0. 
In image encryption, UACI is used to assess an encryption algorithm’s resistance

against differential assaults. When an attacker attempts to use minor modifications
to the input image, such as altering a single pixel, to deduce details about the encryption
key, this is known as a differential attack.

(22)

The value of  NPCR: ~99.6% (very high) and UACI: ~33.4% (close to ideal 33.3%).
Indicates excellent sensitivity to small changes in plaintext, resisting differential attacks.

Differential attack analysis evaluates the algorithm’s sensitivity to small changes in
the plaintext image. A secure image encryption scheme should ensure that even a one
-pixel change in the original image leads to significant and unpredictable changes in
the encrypted image.

5.4. Information entropy

The average amount of information present in a variable or communication is measured
by information entropy. In essence, it’s a method of measuring the degree of  “surprise”

CC
cov I0 x y  Ir x y  

σ I0 x y   σ Ir x y  
---------------------------------------------------------=

NPCR

D i j 
i j
M N

---------------------------------- 100%=

UACI
1

M N
--------------------

C1 i j  C2 i j –

255
-------------------------------------------------

i j=
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or ambiguity surrounding a certain result or occurrence. A system’s degree of uncer-
tainty or randomness increases with its entropy. On the other hand, a system with re-
duced entropy is more organised or predictable. It is calculated using

(23)

where P(i ) is the probability of gray level i.
For a perfect random image, entropy ≈ 8. Original image: ~ 7.1 (typical for natural

images). Encrypted image: ~7.99 (very close to ideal 8). Indicates high randomness
in encrypted images.

5.5. Histogram analysis

An important metric is the number of time image uses a gray level which is represented
by gray histogram. The prime goal of any cryptosystem must be to get a gray histogram
that is as uniform as possible. It will prevent the analysis of the image by an attacker.
Figure 6(b) presents the histogram for the encrypted image. Its distribution is quite uni-
form when compared with Figs. 6(a) and (c). The uniform gray histogram resembles
white Gaussian noise. It clearly points out to the better resistance of the cryptosystem
towards such attacks. 

5.6. Key size analysis

Key space plays an important role in ensuring the security, larger the key space, higher
will be the security of the cryptosystem. Normally, if the key space has a value of
2100 or greater, it can be considered safe. This work utilizes a gray scale image that
has a size of 256×256 which corresponds to key-space of 256×256. This will result
in 255k sized key space where k = 256×256. This value is a lot more than 2100 which
keeps the proposed cryptosystem safe from the exhaustive attacks.

H P i  log2 P i 
i 0=

255

–=
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Fig. 6. Histograms of (a) input image, (b) encrypted image, and (c) decrypted image. 
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5.7. Security and performance analysis 

Confusion and diffusion: the use of IWT ensures that the image is transformed into
different frequency sub-bands, while ECC ensures robust encryption by leveraging
elliptic curve-based asymmetric key pairs. Frequency domain security: by applying
Fourier transformation, the encryption process operates in the frequency domain, fur-
ther obfuscating the image structure and making it difficult to reverse-engineer without
the private key. Resistance to attacks: the ECC component provides resistance to brute
-force and factorization attacks, while IWT and FT ensure that both the spatial and fre-
quency domains are secure. Computational complexity: ECC encryption and decryp-
tion complexities are O (k 2), where k is the key size. The IWT complexity is linear
with respect to image size, O (N×M ), and FT also has a complexity of O (N×M ). Image
quality: we evaluate the decrypted image using peak signal-to-noise ratio (PSNR) and
structural similarity index (SSIM), comparing the original and decrypted images.
The results demonstrate minimal distortion and high-quality reconstruction. Execution
time: the execution time for encryption and decryption is compared with other methods
like RSA. The proposed method shows improved efficiency in both time and memory
usage. Small changes in ECC keys (e.g., 1-bit) produce completely different cipher-
texts. Without correct private key, decryption fails. ECC key space is 2160 or higher,
making brute-force infeasible. Uniform histograms, high entropy, and zero correlation
confirm robust security. 

IWT effectively compacts the majority of an image’s energy into the LL sub-band.
Encrypting only selected sub-bands or their coefficients can reduce computational over-
head compared to encrypting the entire image directly. Benefit: faster encryption time,
smaller ciphertext size. ECC operations (point addition and scalar multiplication) are
computationally efficient compared to traditional RSA due to smaller key sizes. Encryp-
tion involves point encoding for each wavelet coefficient, which can be intensive if all
coefficients are encrypted. Mitigation: encrypt only selected coefficients (e.g., approx-
imation sub-band or significant detail coefficients), or use hybrid methods (encrypt
a session key with ECC and use symmetric encryption for the data). ECC achieves strong
security with smaller key sizes (e.g., 256-bit ECC ≈ 3072-bit RSA). The ciphertext size
grows with each coefficient’s ECC pair (C1, C2) leading to increased storage/transmis-
sion overhead if not compressed. Compression: compressing ECC ciphertexts can help,
but it depends on the encoding format. IWT itself is fast (linear complexity, O (N )).

T a b l e 1. General comparison table. 

Factor IWT + ECC approach Direct symmetric encryption

Speed Moderate Faster

Security Very high (ECC) Moderate (AES/chaotic)

Key management More complex (asymmetric) Simpler (symmetric)

Storage Increased (ECC cipertext) Usually less

Flexibility High (selective encryption) Low (entire image)
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ECC encryption’s speed depends on the chosen curve and point multiplication optimi-
zations. Overall speed is moderate, but highly secure. 

The proposed IWT+ECC scheme outperforms or matches existing methods in en-
tropy, NPCR, and UACI.

IWT compression reduces data size, increasing encryption speed while preserving
security.

6. Conclusion 

In this paper, we used two systems to encrypt the image. To generate a sequence using
an elliptic curve point, the image is randomly scrambled by Fourier transformations.
The elliptic curve points can increase the complexity of  the algorithm and then serialize
the matrix generated by it, and encrypted the image information’s with the key and the
cipher text image. To prove the superiority of the algorithm attack efficiency, wrong
key analysis, noise attack, and histogram analysis are studied in the paper. The simu-
lation results also include correlation coefficient in all three directions which shows
adjacent pixels are weakly correlated and makes it difficult for the attacker to recover
the original image. The proposed asymmetric encryption algorithm using IWT and
ECC demonstrates excellent encryption quality, strong security, and perfect decryption
fidelity. Results confirm the scheme’s robustness against statistical, differential, and
brute-force attacks, making it a suitable choice for secure image transmission.

The proposed asymmetric image encryption algorithm, based on integer wavelet
transformation, elliptic curve cryptography, and Fourier transformation, offers a highly
secure and efficient solution for image encryption. The integration of these techniques
provides robustness against a variety of attacks while maintaining computational ef-
ficiency. Future work can explore the use of more advanced wavelet transformations
or optimization of the FT and ECC components for larger datasets.

Future research can focus on enhancing security, performance, and adaptability
across emerging platforms. One direction is the integration of post-quantum crypto-
graphic techniques with ECC to strengthen resilience against quantum attacks. Addition-
ally, optimizing the IWT-ECC framework for real-time image encryption in IoT and
edge devices can address challenges of computational overhead and limited resources.
Incorporating adaptive IWT sub-band encryption based on image content can improve
both efficiency and visual security. Furthermore, combining ECC with lightweight
chaotic systems or machine learning-driven key management can open new possibil-

T a b l e 2. Comparative table. 

Metric Proposed algorithm Traditional ECC-only Other algorithms

Entropy ~7.99 ~7.90 7.85–7.95

NPCR ~99.6% ~98.5% ~99%

UACI ~33.4% ~31% ~32.5%

Correlation ~0.001 ~0.01 ~0.005
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ities for intelligent, secure multimedia communication. Robust security analysis under
modern attack models (e.g., chosen-ciphertext attacks, differential attacks) should also
be emphasized in future studies.
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