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A detailed dynamical analysis of erbium-doped fiber ring laser cavity loss configuration for the chaos
message masking scheme is carried out to optimize the generation of high quality chaos. A threefold
increase in Lyapunov exponent implying higher security, and a significant increase in chaos band-
width is achieved, both ideal for secure optical communication and nonlinear chaotic applications.
The pulsed chaos is chaotic in a pulse time interval in addition to the amplitude resulting in better
concealment of data pulses in a time domain. The chaos spectrum is a flat broadband and rich in
spikes making spectral detection of a message more difficult. The range of five key parameters for
which erbium-doped fiber ring laser retains its chaotic behaviour is also increased significantly re-
ducing the effectiveness of a brute force attack to guess the erbium-doped fiber ring laser param-
eters. The chaos message masking scheme provides a higher security in comparison with additive
chaos modulation scheme for implementation of chaotic optical communication using erbium- doped
fiber ring laser. The security of a complete end-to-end chaotic optical communication system is
tested by launching a spectral attack to estimate the message signal. The message signal clearly
hides in a stronger chaotic signal and its spectral contents are not discernible.

Keywords: erbium-doped fiber ring laser chaos, optical chaos, chaos message masking, Lyapunov expo-
nent, secure optical communication.

1. Introduction
Secure optical communication based on optical chaos in semiconductor lasers [1, 2]
and on the use of loop nonlinearities [3] or periodically perturbing pump power [4]
and cavity loss [5–10] in erbium-doped fiber ring laser (EDFRL) has been an area of
interest for more than two decades now. It is emphasized that EDFRLs despite having
a lesser chaos bandwidth as compared to semiconductor lasers, have three competitive
advantages over semiconductor lasers in making a secure optical system using chaos:

i) EDFRL parameters are more flexible to be modified in the field without re-en-
tering to the manufacturing loop,
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ii) the dynamics of EDFRL is richer and can be better controlled,
iii) extra optical elements can be added into EDFRL loop to generate new types

of chaos thus making this system more secure. 
Cavity loss modulation based chaos generation scheme in EDFRL was studied by

LUO and CHU [5] and later studied in detail by IMAI et al. [6] and ALI et al. [7]. The detailed
study of changes in EDFRL chaos dynamics with parametric changes and changes in
driving the loss modulation signal was done in an earlier work [7]. Later it was shown
that the degree of chaos could be enhanced substantially by making the loss modulation
signal more complex than just a pure sine wave [8]. However, in both these works [7, 8],
the message signal was part of the loop with fixed amplitude and frequency; thus mak-
ing these schemes a true additive chaos modulation (ACM) instead of initially per-
ceived CMA/CMS [5], as corrected in a later work [10]. The effects of changes in
message parameters on the chaos dynamics were studied in detail [10]. It was discov-
ered [10] that in true ACM message amplitude, frequency and phase do change the
chaos dynamics so much so that the output becomes non-chaotic if message frequency
is integer multiple or sub-multiple of loss modulation frequency. 

However, there were three main limitations of earlier ACM configuration [5, 7]
which constrained its practical utilization in an end–end secure communication system.
Firstly, the chaos pulses were chaotic in amplitude but periodic in time with same time
period as of the modulating signal revealing the modulating frequency clearly in the
spectral domain. Secondly, the highest frequency at which chaos was produced was
limited. Thirdly, the range of parameters for which chaos was produced was less as
the cavity switched to a periodic regime. The present chaos which is generated in chaos
message masking (CMS) configuration removing message from the loop overcomes
the above three limitations. The pulses in the current scheme are not only chaotic in
amplitude but chaotic in time also. Since the chaos is produced using higher modulating
frequencies and the pulses are chaotically placed in time, the resulting chaos has a high-
er bandwidth and is rich in frequency spectrum. Also the cavity remains in the chaotic
region for a wider range of cavity parameters as compared to ACM scheme. 

The objective of this work is to conduct the detailed dynamical analysis of the loss
modulated EDFRL CMS scheme and compare the characteristics of the resulting chaos
with that of ACM. The two main practical concerns of end–end chaotic optical com-
munication after achieving successful synchronization, i.e., maximization of band-
width of the message which can be hidden in chaos and the overall security of the
chaotic communication system is also addressed. The former is limited by the chaos
bandwidth itself and the latter is limited by the level of unpredictability in chaos, as
measured by Lyapunov exponent. The EDFRL configuration selected here provides
higher Lyapunov exponent and enhanced bandwidth. Also it is shown that the trans-
mitter parameters are adjustable such that the message is neither visible in the time
domain nor it can be spectrally filtered out from chaos. One new advantage achieved
here is improved frequency domain masking of message and loss modulating frequen-
cy lines in a richer chaos spectrum. 
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2. Mathematical model
The schematic for implementation of CMA/CMS in EDFRL using loss modulation is
shown in Fig. 1. The message signal Sin has been eliminated from the loop to make
a true CMA/CMS and the mathematical model is modified: 

(1)

(2)

(3)

Now the message will not affect the chaos generation dynamics and will be added after
the generation of chaos. Fourth order Runge–Kutta method is employed and a very
small time step size of 1 ns is used to get best accuracy of results with sufficient sim-
ulation time of 15 ms to isolate any transient behaviour. It is cautioned here that the
simulation output becomes misleading if a greater step size is used; while it does not
become self evident from the waveform itself. The symbols used in Eqs. (1)–(3) and
default values used for simulations in this work are the same as given in Table 1 of
earlier work [7], with the exception of a message signal which is not present now and
an extended range of parameters studied here.

The steady state analysis of Eqs. (1) and (2) respectively gives a relation of thresh-
old pump power and relaxation oscillation frequency: 
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Fig. 1. Implementation of CMA/CMS in EDFRL using loss
modulation. EDF – erbium-doped fiber, EOM – electro-
optic modulator, WDM – wavelength division multiplexer
(2 × 1 multiplexer for 980 nm pump power and 1550 nm
loop lasing field), Sin – message signal , and IPA – pump
power.
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3. Simulations
3.1. Effect of modulation index ma 
The modulation index is increased gradually from 0 to 1 and the significant results are
plotted in Figs. 2a to 2f. Once ma = 0, cavity loss is not modulated at all, the output
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Fig. 2. Modulation index ma variation: 0 (a), 0.01 (b), 0.05 (c), 0.2 (d), 0.3 (e), and 1 (f ). 
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becomes steady with minor oscillations after an initial relaxation oscillation period as
shown in Fig. 2a. It can also be observed that the pulses are getting smaller and closer
to each other during a relaxation oscillation period. At a very small modulation index
of 0.01, the output is chaotic as shown in Fig. 2b with interleaved bunches of high and
low amplitude chaos, the latter with increased pulse repetition frequency. The switch-
ing between low and high amplitude clusters is observed at irregular intervals as shown
in Fig. 2c for ma = 0.05. The average amplitude of the chaotic pulses rises as the mod-
ulation index is increased to 0.2 as shown in Fig. 2d. The output becomes periodic at
ma = 0.3 as shown in Fig. 2e. The output again becomes chaotic above ma = 0.3 (not
shown for brevity) till it becomes intermittent chaos ma = 1 as shown in Fig. 2f.

3.2. Effect of cavity loss ka0 

The default value being 3.3 × 107, ka0 is increased from 1.32 × 107 to 5.28 × 107 and
some important results are shown in Figs. 3a to 3f. It is observed that the average fre-
quency of chaotic pulses increases while their average amplitude decreases with the
decrease of cavity loss. However, the output remains chaotic in time as well as ampli-
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tude. It can be seen in Fig. 3f that the output becomes periodic after a transient exponen-
tial decay in pulses amplitude with the transient decay time decreasing with a decrease
in cavity loss. Finally, the cavity switches to the periodic region of operation as was
observed earlier also for ACM [7].

3.3. Effect of cavity gain ga 

The default value of the cavity gain is 6.6 × 107 which is twice the default cavity loss
being sufficient to achieve a lasing action. For subject study, the cavity gain is in-
creased from 5.61 × 107 to 2.64 × 108 and main results are shown in Figs. 4a to 4f.
At two points, the output becomes 2-T periodic as obvious in Figs. 4d and 4f. Also
the chaos approaches intermittency with periodic pulsing interleaved with chaos due
to saturation of the cavity in Fig. 4b. It is observed that the “average amplitude” and
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Fig. 3. Cavity loss ka0 variation: 1.32 × 107 (a), 1.65 × 107 (b), 1.98 × 107 (c), 3.63 × 107 (d), 3.96 × 107 (e),
and 5.28 × 107 (f ). 
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“average frequency” of chaotic pulses increase with the increase in gain as the cavity
has increased the number of erbium atoms energized to amplify photons with an in-
crease in gain. 

3.4. Effect of pump power IPA 

The pump power is increased from 10 to 100 mW and the significant results are plotted
in Figs. 5a to 5f. The output becomes periodic for IPA = 20 mW after a transient chaos
of approximately 3 ms as shown in Fig. 5b. It can be observed from Fig. 5c that the
pulses get closer as the pump power increases because population inversion is being
achieved at a faster rate which in turn increases a pulse firing rate. The output becomes
2-T periodic at IPA = 60 mW after a transient chaos of 0.15 ms as shown in Fig. 5d
which is plotted on a smaller time scale till 1 ms only for clarity. The output again be-
comes chaotic above this level as one instance is shown at IPA = 70 mW with much
higher average pulse rate and increased average amplitude. The maximum amplitude
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of pulses and the number of high amplitude pulses increase with the increase in pump
power which is logical since the cavity gets more energy from the pump in any given
time. There is a saturation effect observed in the amplitude of chaotic pulses due to
gain saturation of the cavity and the output becomes 2-T periodic ultimately as shown
in Fig. 5f for IPA = 100 mW.
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3.5. Effect of modulating frequency ωa 

The default modulating frequency being 3.5 × 105, here is increased from 10% of de-
fault, i.e. 3.5 × 104, to 10 times of default, i.e. 3.5 × 106, and significant results are
shown in Figs. 6a to 6f. The output remains chaotic over a very broad range of ωa as
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is obvious from Figs. 6a to 6e with a few exceptions like in Fig. 6d where it becomes
periodic and Fig. 6f where it decays exponentially to a smaller oscillatory behaviour.
It can be observed in general that pulses get smaller and closer as the modulating fre-
quency is increased because of the limitation in available cavity energy. In order to
regain chaos at higher modulating frequencies, pump power or cavity gain has to be
increased but it cannot be done indefinitely since the output becomes first periodic and
then steady as we increase these two parameters. 

3.6. Waveform analysis

The individual pulses are still Gaussian but without humps as compared to [7] and also
sometimes merged together due to chaotic placement in time as shown in Fig. 7a
(arrow indicating two pulses merged), which is zoomed in version of Fig. 2b at
ma = 0.01. The frequency spectrum for default parameters is flatter and enriched in
spectral lines as shown in Fig. 7b without the modulating spectral line being promi-
nent. The maximum LE using TISEAN is now found increased to 0.74769 for chaos
of  Fig. 5e, i.e. IPA = 70 mW with rest default parameters. This LE value is three times
better than earlier work reported [7, 10] where maximum LE shown was 0.25. It is
known that [11] chaotic signals do not follow usual 3-dB spectrum definitions and the
effective bandwidth is measured by measuring the bandwidth from DC to the frequency
where 80% of the power resides. Applying 80% energy definition, the bandwidth of
chaos spectrum found here is approximately 2 MHz, which is more than in previous
work [7]. Also the spectral lines have increased and the spectrum has become flatter,
which increases the message hiding ability in the frequency domain. 

4. CMS advantages

The above results show significant improvements in the retention of the chaotic mode
of operation for an increased range of parameters as compared to the reported results.
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The limitation of ACM chaos being periodic in time is successfully removed by shifting
to CMS scheme and the pulses are chaotic in time in addition to being chaotic in am-
plitude. The pulses remain Gaussian and their width become much narrow which also
increases the bandwidth of chaos. The humps beneath the pulses have disappeared for
all values of the modulation index. Two-pulse merging and three-pulse merging are
also observed occasionally in this work as shown in simulations, which is a good sign
as it increases unpredictability of chaos. Instead of bunching, there are groups of low
and high amplitude pulses interleaved with each other. The chaotic pulses appear in
the form of denser and rarer bunches now with low and high average amplitudes re-
spectively, in an interleaved fashion. However, they still maintain their behaviours of
a chaotic peak amplitude and a chaotic interval on a pulse to pulse basis which is a must
for a secure communication system application. 

As the cavity is being pumped continuously with fixed pump power, there is an upper
limit to the total energy released in a given interval from the cavity in the form of cha-
otic pulses. Consequently, chaotic pulses with a lower average amplitude occur more
frequently while the higher amplitude cluster has increased an inter-pulse interval.
However, if the pump power is increased sufficiently, most of the chaotic pulses sat-
urate to limiting the maximum amplitude and the output becomes periodic with 2-T
and then 1-T periodic pulsing. The Lyapunov exponents are increased as compared to
the previously reported work by as much as three times. The chaos has a flat broadband
spectrum which implies that the message concealment increases spectrally. It was
shown by YANHUA HONG et al. [12] that a flat broadband response of a chaotic signal
is a more desirable feature from the application point of view as compared to the op-
posite case. 

5. End-to-end CMS system 

An end-to-end chaotic optical communication system based on CMS scheme is shown
in Fig. 8. The message is added to the transmitter generated chaos and sent over the
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Fig. 8. End–end communication using CMS. EDF – erbium-doped fiber, EOM – electrooptic modulator,
WDM – wavelength division multiplexer, Sin – message signal , and IPA – pump power.



406 S.Z. ALI, M.K. ISLAM

fiber optic link to the receiver. The receiver loop is synchronised to the transmitter
chaos using a seed from the transmitter with a coupling ratio of 0.02. The receiver gen-
erated synchronised chaos is subtracted from the received chaos plus message signal
(the subtraction process is not shown). 

The waveforms at different test points of the end-to-end CMS system are shown
in Fig. 9. The transmitter chaos containing the message signal is shown in Fig. 9a.
The message signal is a square wave as shown in Fig. 9b. The message amplitude is
order of magnitude less than chaotic pulses and is masked by the chaos fully; hence
the name chaos message masking is used for this type of chaos message encoding.
The receiver generated chaos which can be minutely observed to get fully synchronised
after 0.3 ms delay is shown in Fig. 9c. The decoded message after subtracting the re-
ceiver generated synchronised chaos from the total received signal is shown in Fig. 9d.
The spikes seen in the recovered message are because of the synchronisation occasional
mismatches due to the two realisations of chaos being slightly different in amplitude.
These spikes can be easily filtered out using a low pass filter. It may be noted that
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fiber optic link distortions have not been simulated here as detailed independent studies
were carried out earlier in a dispersion and nonlinearities effects study for a single
channel [13] and Raman effect study for eight DWDM channels [14]. 

6. Security analysis of CMS scheme

The sync diagram between the transmitter and receiver chaos for different scenarios
is shown in Fig. 10. When transmitter and receiver loop parameters are identical, the
sync diagram is shown in Fig. 10a. In case of receiver modulating frequency different
from that of the transmitter by only 1%, the synchronisation error is shown in Fig. 10b.
This proves that it is very difficult to break chaos security till an exact value of mod-
ulating frequency is matched. Similarly, the security will further improve if we add
the phase of the modulating signal as an additional parameter. For the rest of the five
loop parameters as reported by LUO and CHU [5], an allowance of 5% deviation in the
receiver and transmitter parameters values will be studied in detail in our next work.
The sync diagram of Fig. 10a is still having a spread in the centre of the ellipse and it
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is not a straight line because the receiver is getting an extra signal in the loop consisting
of transmitter chaos and the message added before transmission. While 2% of this seed
is a must for synchronisation, it deviates the amplitude of receiver chaos pulses slightly
causing the observed spread in Fig. 10a.

 Despite showing above that the security offered by keeping secrecy of transmitter
five parameters values is quite robust as shown by the sync diagram, we have gone
one step ahead to study the spectral attack possibility. The spectra of transmitted chaos
without and with a message are shown respectively in Figs. 11a and 11b to study the
possibility of success of a spectral attack by an intruder. Since the message amplitude
is kept very low as compared to chaos, the message frequency is not visible in Fig. 11b
and hence cannot be simply filtered out. However, some higher harmonics are visible
at the extreme right end of Fig. 11b because we added a square wave message which
has a sinc waveform Fourier series. Still it cannot reveal any information because of
two reasons, i.e., harmonics visible are 60 dB down the main signal and these will keep
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Fig. 11. Message remains hidden during spectral attack. Transmitted chaos spectrum without (a) and
with (b) message. 
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varying in position and frequency as we mask a pseudo-random binary message in a real
scenario instead of a plain square wave here.

7. Conclusions
The optimization of chaos parameters results in the improved signature in time and
frequency domains with increased security and control on generation of chaos using
CMS scheme in the cavity loss modulation of EDFRL. The three improvements in a cha-
otic signature which directly translate into increased chaotic communication security
are outlined here. Firstly, the system retains a chaotic mode of operation for a wider
range of parameters reducing the risks of a brute force attack. Secondly, pulses are cha-
otic in a time interval in addition to being chaotic in amplitude, thus improving unpre-
dictability of chaos and improved temporal message hiding. Thirdly, chaos has a flat
broadband shape and it varies with all five key parameters instead of just the modulation
frequency reducing the risks of a spectral analysis attack. The optimized chaos is chaotic
in time as well as in amplitude. The chaos pulses are still Gaussian but with skew and
humps removed as compared to ACM behaviour. This in turn helps spectrally masking
both modulating and message frequencies in the frequency domain. The Lyapunov ex-
ponent is raised by three times which is a logical consequence of all the above men-
tioned improvements in a chaos signature. This increases the unpredictability of chaos
and security of EDFRL chaos communication system by three times. The end-to-end
simulation of CMS system signifies the success of CMS scheme in masking the mes-
sage in chaos and recovering it correctly. The spectral attack on a chaos plus message
is found unable to segregate the message form chaos. Also the system is so sensitive
to some parameters like modulating frequency that a 1% guessing error results in the
total loss of synchronisation as shown in the results. Besides communication security,
the new results found here are also of a great value from nonlinear dynamics, random
number generation and LIDAR point of views, as EDFRL is rich in dynamics nonlinear
platform.
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