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A new image encryption algorithm by using a discrete fractional angular transform and Arnold
transform in image bit planes is investigated. In the image encryption algorithm, the original image
is encrypted by the Arnold transform in image bit planes firstly, and then the resulting image is
encrypted by the discrete fractional angular transform further. The key of the image encryption al-
gorithm includes the parameters of the Arnold transform and the order of the discrete fractional
angular transform. It is shown that the proposed image encryption algorithm is of high security and
strong enough to counteract some conventional image attack manners.
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1. Introduction

For different purposes, various image encryption algorithms have been investigated
frequently [1-5]. By making full use of the unique property of XOR operation, the cha-
os-based symmetric image encryption scheme employing a bit-level permutation could
be cracked by chosen plaintext attacks [1]. To overcome the weaknesses of most image
encryption algorithms based on low-dimensional chaos systems and reduce the possi-
ble transmission burden, an efficient image compression—encryption scheme based on
hyper-chaotic system and 2D compressive sensing was proposed [2]. A new quantum
image encryption scheme with generalized affine transform and logistic map has been
designed, where the gray information and the position information of the quantum im-
age are changed simultaneously in the encryption process [3]. The Arnold transform (AT)
has been also regarded as a powerful tool in the field of image processing [4]. Based
on the Arnold transform, a holistic approach for off-line handwritten cursive word rec-
ognition with a directional feature has been investigated [5].
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In the long run, as we know, digital image encryption will be the main approach
to guaranteeing security of images during the image transfer over the public network.
Since the chaotic system is sensitive to the initial values, it has been regarded as one
of the promising image encryption tools. A large number of chaotic systems have been
studied by researchers in recent years [6—8]. Moreover, a dozen of image encryption
algorithms have been developed based on chaotic systems. A new image scheme based
on the spatiotemporal chaos of the mixed linear—nonlinear coupled map lattices has
been proposed [9]. A novel image encryption scheme built by combining DNA per-
mutation with Lorenz system is investigated, where the correlation between DNA com-
puting and diffusion part was enhanced [10]. And a secure image encryption method
based on dynamic harmony search (DHS) combined with the chaotic map has also been
discussed [11]. The security of image encryption algorithms is of great significance.
The combination of a pseudo-random mask and pixel mapping could improve the ef-
fect of chaotic image encryption; however, the encryption process is much too com-
plicated [12]. To simplify the encryption process, an optical image encryption by using
diffractive imaging with special constraint in the input plane has been presented [13].

As a powerful tool, a discrete fractional Fourier transform (DFrFT) could be viewed
as an approximate of the continuous fractional Fourier transform (FrFT) [14, 15]. On
the other hand, as expansions of the FrFT, the multiple-parameter discrete fractional
Fourier transform (MPDFrFT) [16], and the discrete fractional random transform
(DFrRT) [17] have been employed widely. An image encryption scheme combining
the fractional Fourier transform with the jigsaw transform in image bit planes has been
discussed [18]. Additionally, the discrete fractional angular transform (DFAT), another
expansion of the FrFT, has been introduced into image encryption for its excellent
properties, such as linearity, multiplicity, index additivity, Parseval energy conserva-
tion, and so on [19-22]. To further enhance the efficiency of the image encryption al-
gorithm based on DFAT with no degradation of the security performance, we propose
a partial image encryption algorithm by combining the discrete fractional angular
transform with the Arnold transform.

The style of this paper is organized as follows. The preliminary knowledge includ-
ing the Arnold transform, the bit planes transform and the discrete fractional angular
transform is reviewed in Section 2. The proposed image encryption scheme by using
the discrete fractional angular transform and the Arnold transform in image bit planes
is described in detail in Section 3. Simulation results and analyses are provided in Sec-
tion 4 and a brief conclusion is drawn in Section 5.

2. Preliminaries
2.1. Arnold transform

DysoN et al. quoted the Arnold transform [23] as an image scrambling method [24], i.e.,
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where (x', »') and (x, y) are the new and the original pixel positions, respectively; x, y,
x,y'e {0,1,..., N—1}, tand m are positive integers, N is the size of the square image.
The iteration number 7 is used as one of the keys during the decryption. The inverse
Arnold transform is:

H N
= ,|mod N 2)
y —m 1]y

The inverse Arnold transform is used to reverse the operation of forward scram-
bling and bring back the pixel coefficients to their original locations. The generalized
Arnold transform in the coordinate form can be expressed as:

x" = (x+ ty)mod(N)

3)
Y= [mx + (tm + 1)y}m0dN

2.2. Bit planes transform

Because pixel values in a grayscale image are decimal numbers between 0 and 255,
each pixel can be represented by an 8-bit binary sequence. Thus, we can obtain eight bit
planes if we decompose the image with a gray value between 0 and 255. These eight
bit planes can be represented by (k= 1, 2, ..., 8)

1, [Ok(m, n)/z"]modz =1

OF(m, n) = “4)

0, else

where O¥(m, n) denoted the pixel at m row and » column.

The bit planes transform deployed in this paper could divide the original image into
eight bit planes. The bit planes transform also plays the role in integrating eight bit planes
into one integral image. The original image and the corresponding eight bit planes pro-
duced by bit planes transform are shown in Fig. 1.

2.3. Discrete fractional angular transform

The kernel matrix Af{;ﬁ of the discrete fractional angular transform (DFAT) was de-
fined as [19]:

AL = VEDY (VA (5)

where o denotes the fractional order and the main variable f of matrix A% P represents
the angle. The DFAT on a 2D image signal y of size M % N can be given as:

Y, = A vAy” (6)

o fi
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Fig. 1. Flowchart of bit planes transform.

The diagonal matrix DY, is defined as:
D = diag(25) (1)

where the eigenvalue A3, of the DFAT could be obtained by a simple matrix with re-
currence

a8 = [1, exp (—i2na), exp (—idna), ..., exp(—i2(N - l)na)} (8)

3. Image encryption and decryption algorithm

As illustrated in Fig. 2, the proposed image encryption and decryption algorithm is
based on the discrete fractional angular transform and the Arnold transform in image
bit planes. The image encryption algorithm includes the following steps.

1. The original image is decomposed into eight bit planes by the bit planes transform.

2. With the given parameters ¢ and m of the Arnold transform and the iteration num-
ber n, the higher four bit planes are scrambled by the Arnold transform.

3. The lower four bit planes and the scrambled higher four bit planes are combined
together.

4. With given fractional order a and angle 8, A% # could be determined. The com-
bined image in step 3 is converted by the discrete fractional angular transform to yield
the encryption image E.
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Fig. 2. Image encryption and decryption algorithm.

Parameters #n, t and m of the Arnold transform, fractional order o and angle f of
the DFAT are the keys of the image encryption algorithm. The decryption process de-
picted in Fig. 2 is similar to the encryption process with a reversed order.

4. Simulation results and performance analysis

The proposed image encryption algorithm based on the discrete fractional angular
transform and the Arnold transform in image bit planes scheme is carried out in Matlab
R2012a (v7.14.0.739). The original test images Lena and Pepper are shown in Figs. 3a
and 3d, respectively. The initial parameters n, t, and m of the Arnold transform are taken

Fig. 3. Results of test images. Lena: original (a), encrypted (b), and decrypted (¢). Pepper: original (d),
encrypted (e), and decrypted (f).



230 ZHIHONG ZHOU et al.

800 | 700
700 | 600 |
600 | 500 |
S00 400
400 |
300 |
300 |
200 | 200
100 | 100
0 ] 0
0 50 100 150 200 250 0 50 100 150 200 250
800 F 800 J :
c
700 | 700
600 |

600

500 | 500 ¢

400 400 ¢
300 1

200 ¢

300 f
200 f

100 | 100 |

0 0

0 50 100 150 200 250 0 50 100 150 200 250

Fig. 4. Histograms: Lena (a), Pepper (b), encrypted Lena (¢), and encrypted Pepper (d).

as 5, 2, and 3, respectively. The fractional order a and the angle f of the DFAT are set
as 0.2 and 1.9, respectively. Figures 3b and 3e display the ciphertext images Lena and
Pepper, respectively. Figures 3¢ and 3f are the correctly decrypted Lena and Pepper,
respectively.

4.1. Statistic analysis

Figures 4a and 4b are the histograms of Lena and Pepper, respectively. Figures 4¢
and 4d show the histograms of their corresponding encrypted images. As is shown in
Fig. 4, the shape of the histograms obtained for different test images are similar, even
if the histograms of the original test images are apparently different from each other.
Thus, histograms do not provide any useful information for the opponent to break the
image encryption algorithm.

In order to evaluate the uniformity of the encrypted images, the variance of histo-
gram is introduced. It can be calculated as

1 N N 1 )
Var(Z) = FZ 27(21721-) (9)
i=1j=1
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Table 1. The variances of original and encrypted images.

Variance of Variance of
Image L .

original images encrypted images
Lena 9.6869 x 103 3.3578 x 10°
Woman 1.5387 x 10° 3.3730 x 10°
Peppers 4.8134 x 10° 3.8443 x 10°
Man 1.2013 x 108 3.8821 x 108

Fig. 5. Original Man (a), and original Woman (b).

where Z denotes the vector of the histogram values and Z= {z,, z,, ..., 2,54} ; Z; represents
the number of pixels whose pixel value is equal to 7 [25]. According to Eq. (9), the var-
iance of this histogram is inversely proportional to the uniformity of the image. The var-
iance of the original images and cipher images are piled in Table 1 (original Man and
Woman are shown in Fig. 5). It can be shown that the original images are more uniform
than the ciphered images. And the ciphered images’ variances are similar to each other,
while the original images’ variances are different from each other. This indicates that
it is hard for an adversary to judge the correlation between the original image and the
corresponding ciphered image.

Figure 6 gives the correlation distributions between two horizontally adjacent pixels
in the two original test images and their corresponding encrypted images. The correlation
coefficients are compiled in Table 2. It is seen that the adjacent pixels of the original
test images are tightly correlated in the horizontal, vertical and diagonal directions and
the correlation coefficients are all close to 1. The correlation coefficients of the ciphered

Table 2. Correlation coefficient of adjacent pixels.

Image H direction V direction D direction
- Lena 0.9543 0.9293 0.8981
Proposed algorithm Encrypted Lena 0.0358 0.0629 —0.0046
Algorithm from [19] Encrypted Lena 0.6699 0.6417 0.3537
- Pepper 0.9297 0.9139 0.8837
Proposed algorithm Encrypted Pepper 0.0214 0.0796 -0.0132

Algorithm from [19] Encrypted Pepper 0.7213 0.7160 0.4501
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Fig. 6. Correlation distributions of two horizontally adjacent pixels in Lena (a), Pepper (b), encrypted
Lena (c), and encrypted Pepper (d).

images by the proposed image encryption algorithm are smaller than those of the orig-
inal test images and the images by the algorithm in [19]. Therefore, the proposed image
encryption scheme could reduce the correlation of the original images greatly. It further
confirms that our scheme has a strong ability to resist the statistical analysis attack.

4.2. Key sensitivity analysis

The sensitivity can be evaluated by observing the changes of the decryption images
when the correct keys change slightly. Figures 7a and 7b show the relative mean square
error (RMSE) versus the iteration number of the Arnold transform and the MSE of
the DFAT order, respectively. Angle S is not discussed here since its contribution to
security is relatively little and neglectable; n is more sensitive than  and m to the Arnold
transform in that ¢ and m have certain correlation.

It is time-consuming to examine the sensitivity of secret keys by enumerating all
possible combinations of secret keys. Images Lena and Pepper are employed to test
the key sensitivity by randomly changing the secret key a little bit. Figures 8b and 8f
are the correct decrypted images. Figures 8¢ and 8g show the decrypted images Lena
and Pepper with incorrect n, respectively. Figures 8d and 8h exhibit the decrypted im-
ages Lena and Pepper with the wrong order of the DFAT, respectively.
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Fig. 8. Original Lena (a), and decrypted Lena with right keys (b), wrong » (¢), and wrong a (d). Original
Pepper (e), and decrypted Pepper with right keys (f), wrong » (g), and wrong a (h).

Apparently, the decrypted images with wrong keys are unable to provide any mean-
ingful information about the original images. The details of the original images become
blurred when the decryption keys deviate from the encryption ones and the variation
of the decrypted images is invisible visually if just a slight deviation occurs to the main
keys.

4.3. Robustness analysis

Different decryption images are shown in Fig. 9 when the Gaussian noises of different
intensities are added to the encryption image, where the noise intensity coefficients
added to the decrypted images Lena and Pepper are 1, 10, 20 and 30, respectively. It
is seen that the basic features of the decrypted images under different noise intensity
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Fig. 9. Results of anti-noise. Decrypted images of Lena with taking £ =1 (a), k=10 (b), k=20 (¢), and
k=30 (d). Decrypted images of Pepper with taking k=1 (e), k=10 (f), k=20 (g), and £ =30 (h).

/:’

S

Fig. 10. Robustness against data loss. Loss of a left part (a), decryption the image of a (b), loss of a quarter
of the center (c), decryption image of ¢ (d), loss of a part of underside (e), and decryption image of e (f).

coefficients are still recognizable although the qualities of the decrypted images turn
out to be worse and worse.

The encrypted images are supposed to be cut off in a random rectangle position,
and then the cropped encrypted images are decrypted with correct ones. Figures 10a,
10c and 10e give the cropped ciphertext, while Fig. 10b shows the corresponding de-
crypted image of Fig. 8a. The corresponding decrypted image of Fig. 10¢ is shown in
Fig. 10d and Fig. 10f shows the corresponding decrypted result of Fig. 10e.
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It is shown that partial loss of ciphertext would have an impact apparently on the
quality of the decrypted image. However, the decrypted images are still acceptable if
arelatively small part of the ciphertext is lost, which illustrates that the proposed image
encryption scheme could resist the shearing attack in a sense.

5. Conclusion

A new image encryption and decryption scheme based on the discrete fractional an-
gular transform and the Arnold transform in image bit planes is designed. The proposed
image encryption scheme has high resistance against the potential attacks. The inde-
pendent parameters, the iterative times of the Arnold transform and the order of the
discrete fractional angular transform are used as the keys. Numerical simulations and
analysis demonstrate that the performance of the proposed image encryption algorithm
is acceptable.
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