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An image compression and encryption algorithm by combining the advanced encryption standard
(AES) with the hyper-chaotic system is designed, in which Arnold map is employed to eliminate
part of the block effect in the image compression process. The original image is compressed with
the assistance of a discrete cosine transform and then its transform coefficients are encrypted with
the AES algorithm. Besides, the hyper-chaotic system is adopted to introduce the nonlinear process
for image encryption. Numerical simulations and theoretical analyses demonstrate that the pro-
posed image compression and encryption algorithm is of high security and good compression per-
formance.
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1. Introduction

Chaotic systems have been widely applied in the field of image encryption [1-5]. In 1989,
a chaotic system was deduced in the encryption scheme [1]. Subsequently, two-dimen-
sional chaotic maps were also adopted in image encryption, where the image was en-
crypted by scrambling and diffusion operations [2]. Cat maps were extended to a three
-dimensions case and the image encryption scheme based on 3D chaotic cat maps im-
proved considerably in terms of security [3]. In 2012, KaNso and GHEBLEH proposed
a new 3D hyper-chaotic map, which could improve the security of the system by mul-
tiple rounds of image encryption [4]. An efficient self-adaptive model for the chaotic
image encryption algorithm was proposed, where the keystream generated in permu-
tation and diffusion operations was dependent on the plaintext image [5]. CHEN et al.
put forward an algorithm for scrambling and encrypting images in both the spatial do-
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main and the transform domain [6]. Although the low dimensional chaotic system can
be applied in image encryption, its security cannot be guaranteed.

The security requirements of image encryption algorithms have been increasing
continuously, since more and more private images need to be transmitted over public net-
work. Hyper-chaotic system is a more suitable tool to confuse the relation between the
plaintext image and the ciphertext image [7]. In 2012, ZHU proposed an image encryp-
tion scheme based on a hyper-chaotic sequence, where the chaotic key stream related
to the plaintext makes it more difficult to break the encryption system [8]. YE and WONG
introduced a time delay into the generation of pseudo-random sequences to improve
the encryption performance with two kinds of diffusion operations, i.e., the forward
operation and the reverse operation [9]. Subsequently, HUANG and YE designed an im-
age encryption scheme combining the DNA sequence with the hyper-chaotic system,
which transformed the pseudo-random sequence into the DNA sequence for an image
diffusion operation [10]. In 2015, an image encryption scheme based on a cat map and
hyper-chaotic system was formulated with the generated key stream related to the
plaintext image [11]. Then, a series of image encryption schemes based on various
hyper-chaotic systems has been proposed, which improved the encryption performance
to a certain extent [12—15]. ZHOU et al. employed a hyper-chaotic system to compress
and encrypt the original image for higher security [14]. L1u ef al. put forward an image
encryption algorithm integrating the hyper-chaotic system with the dynamic S-box,
where the dynamic S-box was constructed to pursue a good confusion effect [16]. How-
ever, ZHANG et al. found that the image encryption algorithm of Liu et al. is weak in
resisting the chosen-plaintext attack and improved the security of the image encryption
algorithm by modifying the key stream [17]. ZHAN ef al. introduced the hyper-chaotic
sequence into almost all the encryption steps [18]. WANG et al. presented a new image
encryption scheme with the SHA-3 algorithm and chaotic system to improve the encryp-
tion speed [19]. L1 et al. proposed a modified integral imaging reconstruction and en-
cryption scheme with an improved SR reconstruction algorithm, where heterogeneous
monospectral cameras were utilized to acquire the multispectral color image [20]. Hyper
-chaotic system satisfies the high security requirement of image encryption, but the
encryption process for images with large data will become complicated correspond-
ingly.

In the process of modern information transmission, the rapidly growing demand
on transmitting images via public network has raised a lot of interest in image com-
pression and encryption. Therefore, a number of image compression and encryption
schemes has been investigated [21-23]. In 2010, SAPNA and JITHIN devised a selective
image encryption algorithm based on the discrete cosine transform and stream cipher [24].
To enhance the robustness of the selective image encryption algorithm, a new image
encryption method was constructed by MIRzAEI et al. [25]. In 2013, ZHU et al. intro-
duced an image encryption—compression scheme by shuffling the plaintext image with
the hyper-chaotic system and Chinese remainder theorem [26]. ZHANG ef al. presented
an image encryption algorithm combining compressive sensing with the Arnold trans-
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form to compress and encrypt the original image [27]. In addition, ZHOU et al. put for-
ward an image compression and encryption algorithm by considering the Hadamard
matrix as the measurement matrix [28]. A chaotic image encryption scheme was pro-
posed by scrambling the DCT coefficient matrix with logistic map [29]. ZHOU et al.
designed an image encryption algorithm based on compressive sensing and discrete
fractional random transform, where logistic map was used to construct two random
matrices for compressive sensing [30]. An image encryption algorithm was proposed
by combining the DCT with 2D chaotic map to solve the problem of poor security and
small key space in one-dimensional chaotic cryptosystems [31]. In 2015, an image
compression and encryption algorithm was devised, in which the chaotic system was
employed to generate pseudo-random measurement matrices [32]. To further improve
the security and the compression performance of image encryption schemes, TONG et al.
presented a color image compression and encryption scheme based on the hyper-cha-
otic system, where the dictionary of discrete cosine transform was exploited to repre-
sent the color image sparsely [33]. On this basis, ZHANG and ToNG utilized the key stream
generator and hyper-chaotic system to encrypt the image with scrambling and diffusion
operations and compress the image data via the Huffman coding [34]. In 2017, a com-
pression and encryption scheme was designed, in which the Hadamard matrix was con-
structed controlled by a logistic map [35]. GONG et al. designed a new image compression
and encryption scheme with the hyper-chaotic system and discrete fractional random
transform [36]. In this paper, an image compression and encryption algorithm based
on the advanced encryption standard (AES) and hyper-chaotic system is introduced.
Discrete cosine transform is exploited to compress the image, and then the compressed
image is encrypted by the AES and hyper-chaotic system.

The remainder of this paper is structured as follows. Discrete cosine transform is
introduced in Section 2. The proposed image compression and encryption algorithm
based on the AES and hyper-chaotic system is described in detail in Section 3. Simu-
lation results and analyses are provided in Section 4. Finally, a brief conclusion is
drawn in Section 5.

2. Discrete cosine transform

Forgivenuandi (u=0,1,..,M—1andi=0,1, ..., M- 1), one-dimensional discrete
cosine transform can be expressed as:

M-1 .

G(u) = f(u) Y g(i)cos LLEETL ()
i=0

flu) = «/HS—A?/DIHM = JLW (2)

where G(u) represents the discrete cosine transform coefficients, u represents gener-
alized frequency variables and sgn(x) is the symbolic function.
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For an image g(i, j) of size M x N, the two-dimensional discrete cosine transform
can be written as

G f(u)f(v)Mz_l z\ilg(i,j)cos[(ﬂr(])\j)nu }COS[(J'Jr(])\.[S)nv} 3)
i=0 j=0

3. Image compression and encryption algorithm based on AES
and hyper-chaotic system

The encryption and decryption process of the proposed image compression and en-
cryption algorithm is shown in Fig. 1, and the specific steps are described as follows.
1) The original image G is segmented into sub-image blocks of size 8 x 8.
2) The i-th image block is disturbed with the Arnold transform to generate a new im-
age block G;. The scrambling process eliminates part of the block effect due to the DCT.
The Arnold map can be defined as

v = [0 o
Yn+1 1 2 Yn
where x,,, y, represent the location of pixels before being scrambled; x,, , ; and y,, , | rep-
resent the location of pixels after being scrambled; N is the number of iterations.
3) The DCT matrix T of size 8 x 8 is generated according to the discrete cosine

transform theory.
4) The DCT matrix is used to process G;,

H=TxG,xT' 5)

5) The DCT coefficient matrix H is quantified and encoded to determine the com-
pression ratio.

6) The quantized DCT coefficients of each block are scrambled by the AES algo-
rithm, except the DC element. The specific process is shown in Fig. 2, where XOR op-
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Fig. 1. The encryption and decryption process.
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Fig. 2. The encryption process of AES algorithm.

eration is utilized in the step of Add Round Key to simplify the encryption process.
Parameter N is determined by the number of bits in an AES algorithm.
The hyper-chaotic system is

| A—

x'=a(y-x)+tw
y' = dx+ey—xz

6
z' = x2-nz ©
w' = bx+tcw

where a,, d, e, n, b, and c are used as control parameters for the hyper-chaotic system.
Let 4 represent anyone of x, y, z and w. The initial input parameter /, of the hyper
-chaotic system is adopted to produce the hyper-chaotic sequence /..

7) The chaotic sequence A; is transformed into an integer sequence /.,

Bt = |hy— 1] x 10" | mod 256 (7)

where LhSJ represents the maximal integer not greater than /4.

8) A new hyper-chaotic sequence P= {p,, p,, ..., p,} is formed by chaotic sequenc-
es. If w; mod4 = 0, then p, takes x; to perform circular shift operations. The other
three results correspond to the other three chaotic sequences. w/w®...w? represents
the integer p,, w/ € {0,1}, s=1,2,..,n,andt=0,1, ..., 7.

9) The pseudo-random matrix M is produced by the hyper-chaotic system

M = {M,|M, = round(10*y, mod8), =0, 1,..,7} (8)

10) The final encrypted image is obtained by disturbing the image after the AES al-
gorithm with the cycle shift operation and the pseudo-random sequence.

In the decryption process, the inverse cycle shift operation and the inverse AES al-
gorithm are successively executed to decrypt the encrypted image. Then the inverse DCT
is utilized to restore the resulting image. Finally, the decrypted image G’ can be ob-
tained by the inverse scrambling operation.
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Besides, for the color image to be encrypted, it can be divided into R, G and B com-
ponents. Then the components are compressed and encrypted respectively, and the three
encrypted images are merged to produce the final color encrypted image.

4. Simulation results and analyses

The proposed image compression and encryption algorithm based on the AES and the
hyper-chaotic system is simulated in MATLAB 2012(a). The gray images Lax, Woman
and Peppers of size 256 x 256 are served as the test images, shown in Figs. 3a, 3d
and 3g. The key parameters are set as: x, = 0.2, y, = 0.3, z; = 0.4 and w, = 0.5. The en-
crypted images Lax, Woman and Peppers are given in Figs. 3b, 3e and 3h. As can be
observed from the figures, the encrypted images do not show any visually valuable in-
formation about the original images. The correct decrypted images are shown in Figs. 3c,
3f and 3i.

Fig. 3. Test results: Lax (a), encrypted Lax (b), decrypted Lax (¢); Woman (d), encrypted Woman (e), de-
crypted Woman (f); Peppers (g), encrypted Peppers (h), and decrypted Peppers (i).
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4.1. Histograms

Histogram is a common measure of statistical characteristics of digital images. It is well
known that an acceptable image encryption algorithm must ensure the histograms of
different encrypted images uniformed or similar to each other as possible. Figures 4a,
4c¢ and 4e are the histograms of images Lax, Woman and Peppers, respectively, while
Figs. 4b, 4d and 4f show the histograms of their corresponding encrypted images, re-
spectively. It can be observed that the histograms of the encrypted images are similar
although those of different plaintext images are apparently different. Therefore, the
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Fig. 4. Histograms: Lax (a), encrypted Lax (b); Woman (c¢), encrypted Woman (d); Peppers (e), and en-
crypted Peppers (f).
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proposed image compression and encryption algorithm can resist the statistical anal-
ysis attack.

4.2. Adjacent pixel correlation

The correlation between two adjacent pixels in the original image is very high. Generally,
the correlation between two adjacent pixels in the encrypted image should be much
weaker than that in the original image. To test the correlation between any two adjacent
pixels of the test image, 7000 pairs of adjacent pixels are extracted from the plaintext
image and the encrypted image, respectively. The correlation coefficient can be cal-
culated as

Tab = — - : — = )
a7 2 a-E@] 57 3 [b-E0)]

i=1 i=1

cov(a, b) =

f [a,. —E(a)} [b,. —E(b)] (10)

M
1 M
E(a) = A Z a; (11)

where a and b represent the pixel values of two adjacent pixels; E(a) and cov(a, b)
represent the average value and the covariance value, respectively. The correlation
coefficients of the proposed image compression and encryption algorithm and the al-
gorithms in [29, 31] are compiled in Table 1, which shows that the proposed image
compression and encryption algorithm has better performance than the other two algo-
rithms. Figures 5a, 5¢ and Se are the correlation distribution of two adjacent pixels of
the test images Lax, Woman and Peppers, respectively. Figures Sb, 5d and 5f are the cor-

Table 1. Correlation coefficient of adjacent pixels.

Algorithm Image H direction V direction D direction
Woman 0.9902 0.9891 0.9826
Proposed algorithm Encrypted Woman 0.0254 0.0193 0.0075
Reference [29] Encrypted Woman -0.5759 0.4837 0.5269
Reference [31] Encrypted Woman 0.1583 0.0874 —0.1296
Peppers 0.9297 0.9139 0.8837
Proposed algorithm Encrypted Peppers 0.0059 0.0031 0.0127
Reference [29] Encrypted Peppers —0.6453 0.5273 0.6532
Reference [31] Encrypted Peppers 0.1739 0.0937 —0.1759
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Fig. 5. Correlation distribution of two diagonally adjacent pixels: Lax (a), encrypted Lax (b); Woman (c),

encrypted Woman (d); Peppers (e), and encrypted Peppers (f).

relation distribution between two adjacent pixels of the encrypted images. Moreover,
it can be concluded that the attacker cannot obtain any valuable information from the
encrypted image by merely analyzing the correlation of two adjacent pixels.
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4.3. Compression performance

The proposed image compression and encryption algorithm can compress and encrypt
the image simultaneously. To evaluate the quality of the decrypted images, the peak
signal-to-noise ratio (PSNR) is employed. The decrypted images with different com-
pression ratios are shown in Fig. 6. Table 2 lists the PSNR values for the decrypted

Fig. 6. Decrypted images with different compression ratios: 70.31% (a), 43.75% (b), and 23.43% (c¢).

Table 2. Peak signal-to-noise ratio under different compression ratios.

Compression ratio

70.31% 43.75% 23.43%
Proposed algorithm 32.6573 27.8951 19.6375
Reference [14] 28.7683 22.9375 16.7549
Reference [35] 29.2475 24.2763 17.0574

images with different compression ratios. It is shown that the proposed image com-
pression and encryption algorithm has a good performance in compression analysis
and is better than the algorithms in [14] and [35].

4.4. Key space and key sensitivity

The key space of a secure and effective image encryption algorithm should be large
enough to make the exhaustive attack impractical or invalid. The initial value A of the
hyper-chaotic system is the key of the proposed image compression and encryption
algorithm. Simulation results display that the sensitivity of parameter 4 is up to 10713,
In addition, the period of Arnold transform is 6 when the original image is segmented
into the sub-image blocks of size 8 x 8. Obviously, the key space of the proposed image
compression and encryption algorithm is greater than 219 which is large enough to
resist the exhaustive attack.

A good image encryption algorithm should be sensitive to the keys. The key sensi-
tivity can be evaluated by comparing the decrypted images obtained with slight change
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Fig. 7. Decrypted images with different keys: correct key (a), x, = 0.2 + 1075 (b), Yo=03+ 1075 (o),
2o= 0.4+ 10715 (d), and wy = 0.5+ 107" (e).

to the keys. And it can be concluded that the minimal variation of the initial input value
is 107!5 from the results. Figures 7a shows the decrypted image with the correct key
and Figs. 7b—7e are the decrypted images when one of the four initial values of the
hyper-chaotic system is altered slightly and the remaining three initial values remain
unchanged. To sum up, the proposed image compression and encryption algorithm is
sensitive enough to the keys.

4.5. Robustness

During the process of image transmission, the encrypted images are affected inevitably
by noises. When the noise is serious, the decrypted image will be distorted. To evaluate
the effect of noise on the proposed image compression and encryption algorithm, it is
assumed that the encrypted image is contaminated by Gaussian noise as

I'=1+kG (12)

where /' and [ are the noisy encrypted image and the pure encrypted image, respec-
tively, & is the coefficient related to noise intensity.

Figure 8 shows the decrypted images under different noise intensities. Although
the decrypted images become fuzzier with the increase in noise intensity, the effective
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Fig. 8. Decrypted images with different noise intensities: £ = 1 (a), k=5 (b), k=10 (¢), k= 15 (d),
k=20 (e), and k=25 (f).

information about the original image can still be recognized. Therefore, it can be con-
sidered that the proposed image compression and encryption algorithm has a high ro-
bustness against noise attacks.

5. Conclusion

An image compression and encryption algorithm based on the hyper-chaotic system,
discrete cosine transform and AES is investigated. The hyper-chaotic system and AES
are utilized to encrypt the DCT coefficients repeatedly. Meanwhile, the nonlinear pro-
cess of the hyper-chaotic system is adopted to enhance the security of the proposed
image compression and encryption algorithm. The proposed image compression and
encryption algorithm weakens the block effect in image compression process with the
Arnold map, and reduces the encoding bit rate for image transmission with the DCT.
Simulation results indicate that the proposed image compression and encryption
scheme is effective and secure against the statistical analysis attack, exhaustive attack
and noise attack.
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