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By combining fractional Fourier transform with discrete fractional angular transform, a double-image 
encryption algorithm is designed. The discrete cosine transform is performed on two grayscale 
images to generate a spectrum image, and then the generated spectrum image is compressed into 
an image with Zigzag scanning. The compressed image is processed with the discrete fractional 
angular transform, and then fractional Fourier transform and double random phase coding are ex-
ecuted on the image. The DNA operation controlled by chaotic system is introduced to change the 
pixel values. Finally, the ciphertext image is obtained through bit-level permutation and pixel adap-
tive diffusion. The statistical information of the plaintext images is employed as the input of the 
SHA-256 to calculate the initial conditions of the chaotic map. Simulation experiments demon-
strate that the double-image encryption algorithm can effectively reduce the correlation among ad-
jacent pixels of the plaintext images. 

Keywords: chaotic system, fractional transform, discrete fractional angular transform, double-image 
encryption. 

1. Introduction 

Under the environment of big data, the security of the image data transmission has be-
come an important topic. GAO et al. proposed a new nonlinear chaotic encryption al-
gorithm to solve the problem of relatively small key space in the 1D chaotic image 
encryption algorithm [1]. ZHU et al. realized the bit-level permutation of images with 
Logistic map, where the bit-level permutation operation could change the pixel posi-
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tions of images and the pixel values [2]. Combining the improved Logistic map with 
the butterfly structure, HANIS et al. designed an image encryption algorithm to enhance 
the security of the cryptographic system [3]. ZHOU et al. proposed an image encryption 
scheme based on a simple and effective cascaded chaotic map and obtained excellent 
encryption performance [4]. To improve the encryption speed, TALHAOUI et al. designed 
an encryption scheme utilizing a novel 1D chaotic map [5]. It was found that low-di-
mensional chaotic systems are vulnerable to attacks because of small key space [6]. 
Compared with low-dimensional chaotic systems, high-dimensional ones possess 
multiple variables and parameters, which own a more complex chaotic behavior and 
larger chaotic space. 

For larger key space, GAO et al. presented an image encryption algorithm with 
a combination of hyperchaotic maps to change the pixel values [7]. Relying on the 
high-dimensional Lorenz chaotic system and the perceptron model, WANG et al. pro-
posed an image encryption scheme to effectively solve the periodic state problem 
caused by a discrete chaotic system [8]. However, it is reported that some image en-
cryption schemes based on single high-dimensional chaotic systems also face security 
risks. DNA computing with high storage density, strong parallelism and low power 
consumption [9] can enhance the security of image encryption together with the chaotic 
system. WEI et al. combined DNA sequence addition with Chen’s chaotic system to 
realize image encryption and achieved good security [10]. Based on DNA encoding, 
SUN designed an image encryption algorithm with strong security [11]. HU et al. pro-
posed an image encryption scheme based on high-dimensional chaotic system and 
DNA sequence loop operation [12]. YU et al. described a double-image encryption al-
gorithm under the spatiotemporal chaos and DNA operation techniques to accelerate 
the encryption efficiency [13]. The image encryption scheme utilizing memristive 
hyperchaotic system, cellular automata and DNA sequence operations showed good 
encryption performance [14]. 

Image encryption algorithms in the transform domain usually have better anti-inter-
ference performance and higher security. LIU et al. devised an image encryption scheme 
with fractional Fourier transform and pixel scrambling operation based on double ran-
dom phase encoding [15]. JI et al. investigated an image encryption algorithm with 
discrete cosine transform and related scrambling diffusion [16]. With the increase of 
the image transmission data, usually the single image encryption algorithms are of low 
efficiency to meet the real-life applications. Naturally, double-image and multi-image 
encryption methods have emerged [17,18]. A double-image encryption algorithm was 
devised with the chaotic pixel scrambling technology in the discrete multi-parameter 
fractional transform domain [19]. Based on DNA encoding and chaotic systems, 
ZHANG et al. described a multi-image encryption scheme to improve the encryption 
efficiency [20]. ZHOU et al. designed a double-image compression encryption scheme, 
which effectively encrypt two images with high security and robustness [21]. SUI et al. 
presented a nonlinear double-image encryption algorithm based on the Logistic map, 
which effectively resists the chosen-plaintext attack [22]. When to encrypt multiple 
images, compression is usually necessary to reduce the transmission burden, which 
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may result in a loss of partial image information and reduce the quality of the decryp-
tion image. To solve this problem, CHEN et al. designed an image encryption algorithm 
by combining wavelet transform, feature fusion techniques with phase truncation and 
phase retention in the Fresnel domain [23]. ZHANG et al. presented a double-image en-
cryption method by constructing a new discrete fraction random transform based on 
2D Logistic map and Chirikov standard map [24]. 

Based on the above discussions, it can be found that it is necessary to develop a fast 
and secure image encryption algorithm with large key space, which can effectively avoid 
the fragility of linear encryption methods. Therefore, a double color images encryption 
algorithm based on discrete fractional angular transform and discrete Fourier transform 
is designed. Image compression is achieved through discrete cosine transform, and the 
nonlinear DNA technology accelerates the encryption speed and further enhances the 
security of the cryptographic system. 

The rest of this paper is organized as follows. Section 2 introduces the relevant 
knowledge. In Section 3, the proposed image encryption algorithm is described in de-
tail. Simulation results and security analyses are presented in Section 4. Finally, a con-
clusion is reached in Section 5. 

2. Preliminary knowledge 

2.1. Chaotic systems 

The Logistic map is a very common 1D chaotic system, 

μ  + 1,  0 1 (1)=  xn + 1 xn xn x0 

where μ is the system parameter of the chaotic map, μ  3.57 4. 
With two Logistic maps, a 2D Logistic map can be formed, whose chaos behavior 

is more complicated than Logistic map. 

2
Wn + 1 = λ1Wn 1 – Wn  + γ1Wn
 (2) 
Un + 1 = λ2Un 1 – Un  + γ2Wn + Wn Un  

If the initial values W0 and U0 are in the range of (0, 1), the control parameters are 
2.75 < λ1 < 3.4, and 2.7 < λ2 < 3.45, and 0.15 < γ1 < 0.21, and 0.13 < γ2 < 0.15, then 
the system will be in a chaotic state. 

2.2. Discrete cosine transform 

The discrete cosine transform of a 2D image f (m', n' ) of size M × N is defined as [16]: 

M – 1 N – 11 2m' + 1πδ 2n' + 1πσ
  -- -- -- -- --       -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- ---F δ σ = -- -- -- -- -C δ C σ f m'  n' cos -- -- -- -- -- -- -- -- - cos -- -- -- -- -- -- --

M N    2M 2N 
m' = 0 n' = 0 

(3) 
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where: 

m', δ = 0, 1, ..., M – 1 

n', σ = 0, 1, ..., N – 1 

1/ 2 , δ = 0
C δ =  

1, δ  0 

Its inverse transform is 

M – 1 N – 11 2m' + 1πδ 2n' + 1πσ
f m'  n' = -------------------       cos --------------------------------- cos -- -- -- -- ---------C δ C σ F δ σ  -- -- -- -- - - -

M N    2M 2N 
δ = 0 σ = 0 

(4) 

2.3. Discrete fractional angular transform 

Discrete fractional angular transform (DFrAT) is defined by the recursive process of 
two angles, which can quickly process a signal, 

α β   β TLN = K N 
β Dα 

N K N (5) 

α αwhere T is the transposition operation, = diag λ is the diagonal   
α 

DN k k = 0   1 ...
β

N – 1 
matrix and λ = exp –jkα is the eigenvalue of the DFrAT. is composed of ei-k K N 
genvectors and angles of the DFrAT. 

2.4. Fractional Fourier transform 

The definition of fractional Fourier transform (FrFT) of order p is 

+ 

FrFTp f x   = Kp x u f x  dx (6)      
– 

 1 – j cot α  x2 u2 
 --------------------------- exp j ----------+----------- cot α – j -------xu--------- , α  kπ

2π  2 sin α  
x u = (7)K  p 

δ u x α = 2kπ – , 
δ u x, α = 2k + 1 + π 

where Kp (x, u ) is the kernel function of the fractional Fourier transform of order p, while 
FrFTp represents the fractional Fourier transform of order p. Its inverse transform is 

+ 

f x  = FrFTp f x K x u du (8) 
– 

  –p 
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3. Double-image encryption algorithm 

The encryption process of the proposed double-image encryption algorithm is shown 
in Fig. 1. The specific image encryption steps are listed as follows. 

Fig. 1. Double-image encryption algorithm based on chaotic system and FrFT. 

Step 1: The maximal and the minimal pixel gray values of two plaintext images 
and the frequency of each gray value are concatenated into a string. And then a binary 
sequence of length 256 is obtained by the SHA-256 with the string. The sequence is 
divided into binary sequences h1, h2, h3, ..., h32 of length 8. And the initial values of 
the chaotic system can be obtained as follows: 

h = h1 h2 h3 ...    h32 (9) 

W0 = 
h1 h2 h3 ...    h11ζ0 + --------------------------------------------------------------

256 
(10) 

U0 = 
  ... h12 h13 h14 h22ζ1 + ----------------------------------------------------------------------

256 
(11) 

x0 = 
  ... h23 h24 h25 h32ζ2 + ---------------------------------------------------------------------

256 
(12) 
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Step 2: Zigzag operation is performed on two plaintext images of size N × N. 
1) Discrete cosine transform is conducted on the two plaintext images to obtain the 

spectrum image. 
2) Zigzag scanning is performed on each spectrum to obtain two 1D matrices, and 

they are compressed proportionally and recombined into a 2D matrix of size N × N. 
Step 3: The DFrAT is performed on matrix I to obtain f (x, y). 
Step 4: In the FrFT domain, double random phase encoding operation is executed 

on f (x, y). 
1) h (x, y) = f (x, y)exp{  j2πM1(x, y)} can be obtained by multiplying f (x, y) and 

the first random phase mask exp{ j2πM1(x, y)}, and then the FrFT is performed on 
h (x, y) to produce H (u, v). 

2) G (u, v) = H (u, v) exp{ j 2πM2(x, y)} can be acquired by multiplying H (u, v) 
and the second random phase mask exp{ j2πM2(x, y)}, and then the inverse FrFT is 
performed on G (u, v) to generate the complex-valued image P. Among them, two 
phase masks can be generated by the 2D Logistic map. Two chaotic sequences X  = 
= {X1, X2, ..., XN × N  + L} and Y = {Y1, Y2, ..., YN × N  + L} of length N × N + L can be 
generated by the 2D Logistic map with initial conditions of W0 and U0. Discarding the 
first L elements, a new sequence X' = {X'1, X'2, ..., X'N × N } can be obtained. Then se-
quence X'  is converted into a 2D matrix M1(x, y). 2D matrix M2(x, y) can be obtained 
with similar operation on sequence Y. 

Step 5: The DNA sequence encryption is operated on the complex-valued image 
with the chaotic sequence. 

1) The chaotic sequences X, Y, Z, K of length 3N can be produced by setting x0, y0, 
z0, k0 as the initial values and the iterations of Logistic map. To avoid the transient 
effect, the first N elements of each sequence will be deleted, and then four chaotic se-
quences of length 2N are converted into eight sub-chaotic sequences x1, x2, y1, y2, z1, 
z2, k1, k2, of length N. Then they are respectively transformed into integer sequences 
with the following equations: 

η' = round1014ηmod 256, η          (13)x1 x2 y1 y2 z1 z2 

g' = round1014gmod 3, g  k1 k2 (14) 

To obtain two new chaotic sequences W1 and W2 the q-th of the sequence k1 is uti-
lized to determine q-th of W1 extracted from the sequences x1, y1, z1. Similarly, se-
quence W2 is generated. 

x'l i , k'l = 0 

Wl i  = 


y'l i , 


z'l i , 

k'l = 1 

k'l = 2 

(15) 

where i = 1, 2, ..., N, and l = 1, 2. 
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Each element of the generated chaotic sequences W1 and W2 is represented by an 
8-bit binary, and it is converted to a string type. Then W1 and W2 are converted into 
the DNA sequences W'1  and W'2  with the DNA encoding rule 2, respectively. 

2) Each element in the complex-valued image P represented by an 8-bit binary is 
then converted into the corresponding DNA sequence P' (i, j) with the DNA encoding 
rule 1. The DNA complementary operations are performed on P' (i, j ) and W'1 to gen-
erate a new DNA sequence e1(i, j ). 

ComR6P' i j , W'1 = A 
 
ComR2P' i j , W'1 = C 

e1i j  =  (16) 
ComR1P' i j , W'1 = G 
 
ComR4P' i j , W'1 = T 

where i, j = 1, 2, ..., N, and ComRn represent the n-th complementary rule. 
3) DNA addition operation is performed on the DNA sequences e1(i ) and W'2  by 

the DNA encoding rule 2. 

b (i ) = e1(i ) + W'2 (i ) (17) 

4) The DNA sequence b (i) is decoded by the DNA encoding rule 5. 
Step 6: The images are scrambled with the bit-level permutation method. 
1) Chaotic sequences G = {G1, G2, ..., GN × N + L} and H = {H1, H2, ..., HN × N + L} 

of length N × N + L can be obtained by iterating the 2D Logistic map with initial values 
of q0 and w0. By discarding the first L values of each sequence, a new sequence G' = 
= {G'1, G'2, ..., G'N × N } can be obtained and then it is converted into an integer sequence 
with Eq. (13). 

2) Each element of image O of size N × N is represented by an 8-bit binary to generate 
a matrix O' of size (N × N ) × 8. The cyclic shift operation is taken for the matrix O'. 

B = cirshiftA κ m (18) 

where B represents the matrix after the cyclic shift operation, A represents the matrix 
to be shifted, κ represents the number of shifts. m taking 1 represents a column shift, 
while m taking 2 represents a row shift. A negative number m indicates the inverse 
operation. 

The row elements of matrix O' are scrambled, and matrix G' is applied to control 
the bit number of the moved elements. 

O'' k: = cirshiftO' k :  G' k  2 (19)    

where k = 1, 2, ..., N × N, and O'' (k, : )  and  O' (k, : ) are the row elements of the matrices 
after shifting and before shifting, respectively, and G' (k ) is the bit number of the moved 
elements. 
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Similarly, the elements in the j-th column of matrix O'' are scrambled, and the bit 
number of  the shifted column is controlled by matrix H' ( j ). 

O'' : j  = cirshiftO' : j  H' j  1 (20) 

Step 7: The images are diffused by the pixel adaptive diffusion method. 
The modular operation of pixel adaptive diffusion is defined as: 

 O'' i j  + O'' N N  + T i  j mod 256, i = 1 j = 1 


C i  j   O ''i j + C N  j   + T i  jmod 256, i = 1 j  1 (21)=   – 1 
 O ''i j + C i – 1 j  + T i  jmod 256, i  1 

where T (i, j ) is the chaotic sequence generated by the Logistic map, O'' (i, j ) is the 
image obtained after bit-level permutation, and C (i, j ) is the encryption image. 

The image decryption process is the inverse operations of the encryption process. 

4. Simulation results and performance analyses 

4.1. Encryption and decryption results 

A series of experiments are carried out on MATLAB 2019(a) software to verify the 
feasibility of the algorithm. The grayscale images Baboon and Plane of size 256 × 256 
are chosen as the test images, as shown in Fig. 2(a1) and (b1). The images Man and 
Woman are the other test images. The parameters W0, U0, λ1, λ2, γ1 and γ2 of  the  
2D Logistic map are 0.2212, 0.3212, 2.99, 3.39, 0.19, 0.14, respectively, while the pa-

(a1) (b1) (c1) (d1) (e1) 

(a2) (b2) (c2) (d2) (e2) 

Fig. 2. (a1) Original image Baboon. (b1) Original image Plane. (c1) Encryption image for (a1) and (b1). 
(d1) Decryption image Baboon. (e1) Decryption image Plane. (a2) Original image Man. (b2) Original im-
age Woman. (c2) Encryption image for (a2) and (b2). (d2) Decryption image Man. (e2) Decryption image 
Woman. 
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rameters x0 and μ of the Logistic map are 0.412 and 3.97, respectively. a and p take 
0.2 and 0.3, respectively. As shown in Fig. 2, it is easy to know that the proposed image 
encryption algorithm is feasible. 

4.2. Histogram 

Figures 3(a1) and (b1) ((a2) and (b2)) show the histograms of plaintext images Baboon 
and Plane (Man and Woman). Figures 3(c1) and (c2) are the histograms of their cor-
responding encryption images. The DNA sequence operation, bit-level permutation 
and pixel adaptive diffusion operations have fully changed the pixel values of the en-
cryption images, making them almost evenly distributed within the range of 0...255. 
As shown in Fig. 3 which exhibits no similarity in appearance with that of the original 
images. To further analyze the histogram uniformity, a chi-square test is introduced. 

255  – E2 

χ 2 = ------
v 
--L------------------ (22)

L = 0 E 

where vL is the number of pixel values as pixel gray value L observed in the encryption 
images, and E is the expected number of pixel values. Table 1 records the chi-square 

(a1) (b1) (c1) 

(a2) (b2) (c2) 

Fig. 3. Histogram of (a1) image Baboon, (b1) image Plane, (c1) ciphertext image Baboon–Plane; and his-
togram of (a2) image Man, (b2) image Woman, (c2) ciphertext image Man–Woman. 

T a b l e 1. Results of chi-square test. 

Ciphertext image χ2-value P-value Results 

Baboon–Plane 264.6953 0.3251 Accepted 

Man–Woman 236.3281 0.7934 Accepted 
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T a b l e 2. Correlation coefficient between the adjacent pixels of images. 

Algorithm Image 

Baboon 

Horizontal 

0.8688 

Vertical 

0.8996 

Diagonal 

0.8191 

Plane 0.9187 0.9142 0.8526 

Proposed algorithm 

[20] 

[24] 

Ciphertext image 

Ciphertext image 

Ciphertext image 

Man 

–0.0073 

–0.0324 

0.0301 

0.9569 

0.0063 

0.0124 

–0.0221 

0.9358 

–0.0080 

0.0215 

–0.0339 

0.9096 

Woman 0.9921 0.9913 0.9862 

Proposed algorithm 

[20] 

[24] 

Ciphertext image 

Ciphertext image 

Ciphertext image 

–0.0018 

0.0221 

0.0114 

0.0146 

0.0188 

0.0126 

–0.0079 

0.0284 

–0.0021 

(a1) (b1) (c1) 

(a2) (b2) (c2) 

(a3) (b3) (c3) 

Fig. 4. Correlation distribution of different images. 
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values of the two sets of ciphertext images, which are all lower than the critical value 
of 293.247. 

4.3. Pixel correlation 

Table 2 shows the correlation coefficients between adjacent pixels in horizontal, vertical 
and diagonal directions for plaintext image and ciphertext one. Figures 4(a1)–(a3) 
((b1)–(b3)) are the adjacent pixel distributions of the plaintext image Man (Woman) 
in three directions. Apparently, the correlation coefficient between adjacent pixels of 
the ciphertext image is greatly reduced compared with that of the plaintext image, and 
the performance of  the proposed scheme is better than that of other schemes. 

4.4. Information entropy 

Table 3 lists the entropy values of two sets of test images after encryption. From Table 3, 
it can be seen that the entropy values of the encryption images are close to the ideal 
value of 8 bits, and its local Shannon entropy meets the critical values. 

4.5. Differential attack 

Differential attack is considered to be the most common way to destroy many image 
encryption algorithms. The NPCR and the UACI values, respectively shown in Tables 4 
and 5, are within the ideal range. 

T a b l e 3. The results of Shannon entropy and local Shannon entropy (bit). 

Critical value of local Shannon entropy 
Information Local 1*0.05 1*0.01 1*0.001 

Test images hleft  = 7.9019 hleft  = 7.9017 hleft = 7.9015 
entropy entropy 

1*0.05 1*0.01 1*0.001 hright  = 7.9030 hright  = 7.9032 hright = 7.9034 

Boat–Lax 7.9970 7.9027 Pass Pass Pass 

Baboon–Plane 7.9971 7.9019 Pass Pass Pass 

T a b l e 4. NPCR values of the ciphertext images. 

Critical values of NPCR
Ciphertext images NPCR [%] * * * = 99.5693% = 99.5527%  = 99.5341% N0.05 N0.01 N0.001 

Man–Woman 99.65 Pass Pass Pass 

Baboon–Plane 99.66 Pass Pass Pass 

T a b l e 5. UACI values of the ciphertext images. 

Critical values of UACI

Ciphertext images UACI [%] *– 
 = 33.2824% U0.05 

*– 
= 33.2255%U0.01 

*– 
 = 33.1594%U0.001 

*+  = 33.6447% U0.05 
*+ = 33.7016%U0.01 

*+  = 33.7677% U0.001 

Man–Woman 33.55 Pass Pass Pass 

Baboon–Plane 33.58 Pass Pass Pass 
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N N1
NPCRC1 C2 = ------------------- D i  j   100% (23)

N N    
i = 1 j = 1 

N N C1i j  – C2i j 1
UACIC1 C2 = ------------------- ----------------------------------------------------  100% (24)

N N    255 
i = 1 j = 1 

0, C1i j  = C2i j  
D i  j  =  (25) 

1, C1i j   C2i j  

where C1(i, j ) and C2(i, j ) are ciphertext images before and after changing the pixel 
value at location (i, j ) in the plaintext image. 

4.6. Key sensitivity 

The main keys in the algorithm are W0, U0, x0, the initial values of the chaotic system, 
and the order p of the FrFT. Figures 5(a1) and (b1) ((c1) and (d1); (a2) and (b2); (c2) 
and (d2)) are the decryption images when the key W0(U0; x0; p ) is changed from 
0.2212 to 0.2212 + 10–15 (0.3212 to 0.3212 + 10–15; 0.4212 to 0.4212 + 10–15; 0.3 to 
0.3 + 10–3) with other keys unchanged. It is shown that any slight change in the secret 
key will fail the decryption. Thus the proposed scheme is sensitive to the secret key. 

(a1) (b1) (c1) (d1) 

(a2) (b2) (c2) (d2) 

Fig. 5. Decryption images Boat and Lax with wrong keys: (a1, b1) W0 = 0.2212 + 10–15 , (c1, d1) U0 = 
= 0.3212 + 10–15, (a2, b2) x0 = 0.4212 + 10–15, (c2, d2) p = 0.3 + 10–3. 
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The calculation accuracy of the initial values of the chaotic system is 10–15, while 
that of the fractional order p is 10–3. Therefore, the total key space of the algorithm is 
about 2154, which cannot be cracked by the brute-force attack. 

4.7. Noise attack 

Gaussian noises of different intensities are added to the ciphertext image, and then the 
correct keys are utilized for decryption. When the noise intensity coefficient is 1 (5; 

(a1) (b1) (c1) (d1) 

(a2) (b2) (c2) (d2) 

Fig. 6. Decryption images Baboon and Plane with different noise intensity coefficients: (a1, a2) k = 1, 
(b1, b2) k = 5, (c1, c2) k = 10, (d1, d2) k = 15. 

Fig. 7. MSE curves versus noise level k. 
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10; 15), Figs. 6(a1) and (a2) ((b1) and (b2); (c1) and (c2); (d1) and (d2)) are the cor-
responding decryption images of Cameraman and Lake, respectively. Figure 7 shows 
the MSE curve versus the intensity of noise. 

N N 2 
MSE = ------------------- P i  j  – Q i  j  (26)

N N 
1 

  
i = 1 j = 1 

where P (i, j) (or Q (i, j )) is the value of the pixel (i, j) in the original (encryption) 
image, respectively. The quality of decryption image decreases with the increase of 
noise intensity, however the basic information of the decryption image can still be dis-
tinguished. In summary, the proposed double-image encryption algorithm has good ro-
bustness against noise attack. 

5. Conclusions 

By integrating discrete fractional angular transform, fractional Fourier transform, cha-
otic system, bit-level permutation and pixel adaptive diffusion operation, a double-im-
age encryption scheme is designed. Discrete cosine transform and Zigzag operation 
are utilized to compress two plaintext images, and then the discrete fractional angular 
transform is adopted to encrypt the compressed images. The images are further en-
crypted in the fractional Fourier transform domain with double random phase encoding 
technology. The DNA sequence operation controlled by the chaotic system changes 
the pixel values of the images. Bit-level permutation and pixel adaptive diffusion re-
duce the correlation between image pixels. The key obtained with SHA-256 makes the 
double-image encryption scheme more secure. The nonlinear DNA sequence opera-
tions improve the security to resist the chosen-plaintext attack. Experimental simula-
tion results show that the double-image encryption scheme can effectively encrypt two 
images simultaneously. 
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