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A simple and practical color image encryption is proposed with the help of quick response (QR)
code. The original color image to be encoded is firstly transformed into the corresponding QR code,
and then a joint transform correlator encrypting architecture is used to encode the corresponding
QR code into a positive ciphertext. In the decryption, the corresponding QR code can be restored
with the correct decryption key, and hence the original color image can be retrieved without any
quality loss by scanning the restored QR code with a smartphone. Compared with the reported color
image encryption techniques, the proposed technique does not need to convert color image (RGB)
into indexed image formats or segregate into three color components prior to encryption and hence
the corresponding reverse processes also are not required after decryption. Moreover, with the help
of the QR code, the proposed method has strong tolerance to speckle noise and other noises
resulting from optical system. In addition, the proposed method is practical because its ciphertext
is a positive image and can be printed directly or manufactured as a card. The feasibility and effec-
tiveness of the proposed method are demonstrated by numerical results.
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1. Introduction

In the past two decades, due to high-speed processing of two-dimensional complex data
in parallel, optical image encryption techniques have been receiving more and more
attention since REFREGIER and JAviIDI first proposed the double random phase encoding
(DRPE) technique [1]. Various techniques, such as diffractive imaging [2, 3], phase
retrieval algorithm [4—7], interference-based technique [8—10], phase-shifting interfer-
ometry [11] and so on, have been proposed for optical encryption. In addition, Arnold
transform and gyrator transform are also used to encode optical images [12, 13]. How-
ever, most of them are not suited for color image encoding although they are quite ro-
bust and secure. In these encryption techniques, color information of a decrypted image
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will be lost when we use a monochromatic light to illuminate a color image. Since color
information of an image sometimes plays an important role in many fields, color image
encoding has become an important issue. To solve this issue, a variety of methods have
been proposed for color image encryption [4, 6, 9, 14—16]. One kind of them is multi-
channel encryption system [9, 14, 15], in which the color image to be encoded is decom-
posed into three color components (typically red, green, and blue) prior to encoding
and then each of these components is encrypted or decrypted independently by an op-
tical encrypting system. Obviously, the multichannel color image encryption method
makes the encryption and decryption processes become very complicated.

Other color image encryption approaches are based on single-channel encryption
system [4, 6, 16]. These so-called single-channel systems are usually based on encod-
ing the three color components into a single gray image by different methods prior to
encryption and then the encoded gray image is used as the input image to be encrypted.
During the decryption process, the three original color components can be extracted
from a single gray ciphertext with the corresponding decryption keys, respectively.
A distinct advantage about the single-channel encryption system is that only one chan-
nel is used instead of three because of encoding in advance. However, the single-chan-
nel encryption system as well as the multichannel encryption system requires the user
to segregate color image into three color components prior to encryption and combine
three decrypted color components into a color image after decryption, which still
makes the whole processing become very complicated.

In addition to the above two kinds of methods, ZHANG and KARIM proposed a simple
color image encryption based on index image [ 17]. In this method, the color image (RGB)
to be encoded is converted into the corresponding index image prior to encryption.
During the process of decryption, the color image can be recovered by converting the
decrypted indexed images back into its RGB formats. Compared with the single-chan-
nel encryption system, this color encryption system is more compact and simple. How-
ever, this color encryption algorithm as well as the multichannel and single-channel
algorithms is facing the same issue, which is that if these algorithms are implemented
optically, the quality of experiment results is very poor because of speckle noise and
other noises resulting from optical system. As we know, noise will influence not only
image shapes but also image colors. So these color encryption techniques are not suited
for implementing in optics. From this perspective, these color encryption techniques
are not real optical color image encryptions and at most can be regarded as digital color
image encryptions based on optical principles.

In this paper, with the help of the quick response (QR) code [18-20], a simple and
practical optical method for color image encryption is proposed based on joint transform
correlator (JTC) encrypting architecture. In encryption process, the original color im-
age is firstly transformed into the corresponding QR code, and then the QR code is
encoded into a positive ciphertext by using JTC encrypting architecture [21]. In de-
cryption process, the QR code can be approximately recovered with the decryption key.
Although the quality of the recovered QR code is somewhat degraded, the original
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color image still can be retrieved without any quality loss by scanning the restored
QR code with a smartphone because QR codes are tolerant to speckle noise and other
noises resulting from optical system. Compared with the single-channel and multi-
channel encryption systems, the proposed method does not require the user to segregate
the original color image into three color components prior to encryption and combine
the three decrypted color components into a color image after decryption, which sim-
plifies the whole processing. Moreover, with the help of the QR code, the proposed
method can be absolutely implemented by the optical method [19]. In addition, the ci-
phertext of the proposed method is a positive function and can be printed directly or
manufactured as a card, which makes it very convenient for users to store and transfer
it in the real-world.

This paper is organized as follows. In Section 2, the encryption and decryption
procedures are introduced in detail. Some simulation results and discussions are given
in Section 3. A brief conclusion is presented in Section 4.

2. Encryption and decryption process

Suppose that the original color image to be encoded is denoted by f(x, y). The encryp-
tion process of the proposed method includes two steps. First of all, the original color
image is converted into the corresponding QR code denoted by g(x, y). Secondly, the
QR code is encrypted into a ciphertext by using an optical encryption system. Here we
choose the JTC encrypting architecture [21], as shown in Fig. 1, as the optical encryp-
tion system because it is more compact, stable and practical than the 4f scheme. Thus
the second step can be described as follows.

|
J

Fig. 1. Optical setup for color image encryption.

The QR code multiplied with a random phase mask r(x, y), which locates at (b, 0),
and the encryption key k(x, y), which locates at (—b, 0), combine into the joint input
image

i(x’y) :‘](X—b,y)”(X—b,y)+k(X+bay) (1)

It should be pointed out that in order to avoid overlapping between the decrypted
image and the zero-order term, we must choose an appropriate constant » based on
the actual situation. After performing the Fourier transform of the joint input image,
the joint power spectrum (JPS) of the joint input image can be expressed as
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J(u,v) = 10, v) ® R(u, v)|* + 1K (u, v)|* +
+[0(u, v) @ R(u, v)I"K(u, v)exp (4mibu) +
+[Q(u, v) ® R(u, v)|K(u, v)*exp(—41tibu) 2)

where ® denotes the convolution, * means complex conjugate, O(u, v), R(u, v) and
K(u, v) are the Fourier transforms of ¢ (x, y), r(x, y) and k(x, ), respectively. Although
the first two terms of the JPS do not contribute to decrypting the QR code, we still
choose the whole JPS rather than the last two terms as the ciphertext because it is
a positive function and can be printed directly or manufactured as a card.

Fig. 2. Optical setup for color image decryption.

Based on the JTC decryption architecture [21], as shown in Fig. 2, the decrypting
process can be described as follows.

First, the decryption key k(x, y), which is displayed on the SLM, is Fourier trans-
formed to the Fourier spectrum plane to obtain K(u, v), and then the K(u, v) is multi-
plied by J(u, v) (i.e. the ciphertext), which leads to

m(u,v) = [|Q(u, v) ® R(u, v)|2 + | K (u, v)|2}K(u, V) +
+[0O(u, v) ® R(u, v)]*Kz(u, v)exp(4mibu) +

+ 1O, v) ® R(u, v) 11K (u, v)|* exp(—4mibu) 3)

Finally, an inverse Fourier transform (ITF) of m(u, v) is performed to obtain the
input image

o(x,y) = IFT{DQ(u, V) ® R(u, v)|* + K (u, v)ﬂK(u, v)} +
+ IFT{[Q(u, V) ® R(u, v):I*Kz(u, v)} ® S(x—2b, y) +

+ IFT{ [Q(u, V) ® R(u, v)}|1<(u, v)IZ} ® S(x +2b, ) (4)



A simple and practical color image encryption... 517

where IFT stands for the inverse Fourier transform. It can be seen from Eq. (4) that
when |K(u, v)|> = 1 the modulus of the third term of Eq. (4) is just the decrypted
QR code, which is located at (-2b, 0), while the first and second terms are uniformly
distributed white noises and spread uniformly with some area, centered around (0, 0)
and (2b, 0), respectively. Hence, the corrupting noises can be spatially separable, de-
pending on the value of . With a smartphone positioned at (—2b, 0) on the output plane,
the original color image can be recovered by scanning the restored QR code.

It can be seen from the above encryption and decryption process that the proposed
method does not require the user to segregate color image into three color components
prior to encryption and combine three decrypted color components into a color image
after decryption, which makes the whole processing become very simply and com-
pactly. Although the proposed method also requires a mutual transformation between
the original color image and the corresponding QR code, the transformation will not
bring inconvenience to the user because the QR code could be generated by means of
worldwide free available software and decoded by massively used smartphones. On
the contrary, with the help of QR code the original color image can be retrieved without
any quality loss because QR codes are tolerant to speckle noise and other noises re-
sulting from optical system, which makes the proposed method be absolutely imple-
mented by optical method [19].

However, owing to the current resource limitation in our laboratory, we just made
some numerical simulations to verify the feasibility and effectiveness of the proposed
method.

3. Simulation results and discussion

Computer simulations are performed to verify the efficiency of the proposed approach.
A color image comprising 200x300 pixels, as shown in Fig. 3a, is used as the original
image to be encoded. The corresponding QR code is shown in Fig. 3b, which is with
the size 0f 200x200 pixels. Figures 3¢ and 3d show the real parts of the two decryption
keys. The joint input image for JTC is shown in Fig. 3e, where the constant b is
320 pixels. Figure 3f shows the encrypted result (i.e. JPS). It should be pointed out that
the encryption key k(x, y) is generated by iterative algorithm rather then random num-
ber generator, of which the reason is as follows.

As itis known, the Fourier transform of a random phase-only function is not always
a phase-only function. However, it can be seen from Eq.(4) that only when
|K(u, v)[> = 1, the QR code can be recovered accurately from the modulus of the third
term of Eq. (4). So here we use iterative algorithm rather than random generator to gen-
erate the encryption key k(x, y) so as to ensure that |K(u, v)| is close to 1 [22].

The decrypted QR code is shown in Fig. 4a. To objectively estimate the decryption
results, we calculate the correlation coefficient (CC) between the recovered image
f'(x, y) and the primary image f(x, y), which is defined as
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Fig. 3. The original color image (a); the corresponding QR code (b); the real part of encryption key
r(x, y) (¢); the real part of encryption key k(x, y) (d); the joint input image for JTC (e); the encrypted
result ().
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Fig. 4. The decryption QR code (a); the decrypted QR code corrupted by zero-mean speckle noise with
avariance of 0.1 (b); the decrypted QR code corrupted by zero-mean additive speckle noise with a variance
of 0.5 (¢); the decrypted QR code corrupted by zero-mean additive speckle noise with a variance of 0.6 (d);
the outcome obtained by scanning a—d with a smartphone (e).
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where E is the expectation value and the coordinates are omitted for brevity. The CC
value between the original and the restored QR code is 0.8421, which shows a satis-
factory retrieval. The result obtained by scanning Fig. 4a with a smartphone is shown
in Fig. 4e. It can be seen that the information hidden in the QR code was retrieved with-
out any quality loss.

As we know, in the optical decryption system, the decrypted results are always af-
fected by speckle noise. To test the robustness against speckle noise, we study the sen-
sitivity of the recovered QR code to noise. Figures 4b—4d show the restored QR codes
which are corrupted by zero-mean speckle noise with different variances. By a series
of simulation experiments, we find that when the number of variances is less then or
equal to 0.6, the original image still can be successfully displayed by scanning the cor-
rupted QR codes, as shown in Fig. 4e. It can be seen from the above simulation results
that although the noise makes a degradation of the decryption QR code in quality,
the information hidden in the QR code still can be retrieved without any quality loss
because the QR code has strong tolerance to speckle noise.

Fig. 5. The data matrix (a); the data matrix corrupted by zero-mean speckle noise with a variance of
0.1 (b); the index image of which the data matrix is corresponding to b (c¢).

For comparing the proposed method with that based on index image [17], we also
study the sensitivity of the recovered index image to noise. In order to facilitate ob-
servation, the data matrix of the index image, which corresponds to Fig. 3a, is shown
in Fig. 5a. Figure 5b shows the data matrix corrupted by zero-mean speckle noise with
a variance of 0.1. Although the color mapping table of index image can remain the same,
the data matrix corrupted by noise will affect the color of index image because in index
image pixel values of data matrix denote color pointers, which can be seen from Fig. Sc.
It can be seen from these results that although the encryption method based on index
image is as compact and simple as our encryption method, it has poor tolerance to
speckle noise.

Since the encryption system of this paper is essentially an encryption system based
on JTC, its security and robustness entirely depend on the encryption system based
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on JTC. For the encryption system based on JTC, the security and robustness have been
checked detailed in some published papers [23—25]. So the security and robustness of
the proposed method are no longer studied in this paper.

4. Conclusions

In summary, a simple and practical optical method for color image encryption is pro-
posed with the help of the QR code. First, the original color image to be encoded is
transformed into a QR code by using a QR code generator, and then the QR code is
encoded into a positive ciphertext by using JTC encrypting architecture. In decryption
process, the QR code corresponding to the original color image can be approximately
recovered with the correct decryption key, and hence the original color image can be
retrieved without any quality loss by scanning the recovered QR code with a smart-
phone. Compared with the single-channel and multichannel encryption systems, the
proposed method does not require the user to segregate the original color image into
three color components prior to encryption and combine the three decrypted color com-
ponents into a color image after decryption. Also compared with the method in [17],
the proposed method has strong tolerance to speckle noise because of incorporating
the QR code into encryption architecture. Simulation results show that the method is
feasible and has strong tolerance to noise.
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